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config system accprofile

edit "read only"

set secfabgrp read
set ftviewgrp read
set authgrp read
set sysgrp read
set netgrp read
set loggrp read
set fwgrp read

set vpngrp read
set utmgrp read
set wanoptgrp read
set wifi read
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RURLEZE%
00:36:29 00:39:34 00:39:36 00:41:35 00:42:37 01:39:08
reboot Fortigate started  Became Slave  |out-of-sync Became Master - kongrmipn
. download config
00:39:34 :
joined HA

1MANRE-EERE)

Pl Ty 11524

172..0F4138
23:30:26 00:36:34 00:39:38 00:42:36 00:43:11
kongwy % member dead Became master Became slave out-of-sync
download 00:44:16
00:36:36 00:42:34 in-sync

Became Master .
1144 reset-uptime
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00:03:34:19

00:03:33:59

FGT-1 (global) # get sys ha status

FG380DTBXXXXXX50:
FG380DTBXXXXXX4 7 :
HA Health Status:

hadiff-neversync-cnt=0
hadiff-neversync-cnt=0
OK

Model: FortiGate-3800D

Mode: HA A-P

Group: 71

Debug: 0

Cluster Uptime: 13 days 6:10:17

Cluster state change time: 2022-06-06 21:51:33
Master selected using:

<2022/06/06 21:51:33> FG380DTBXXXXXX50 is selected the
master because it has the largest value of uptime.

<2022/06/06 17:40:15> FG380DTBXXXXXX47 1is selected the
master because it has the largest value of uptime.

<2022/06/06 17:19:04> FG380DTBXXXXXX50 is selected the
master because it has the largest value of uptime.

<2022/06/06 16:58:00> FG380DTBXXXXXX47 1is selected the
master because it has the largest value of uptime.

ses pickup: enable, ses pickup delay=enable (delay 30 seconds)
override: disable
Configuration Status:
FG380DTBXXXXXX50 (updated 1 seconds ago) : in-sync
FG380DTBXXXXXX47 (updated 1 seconds ago) :

Master: FGT-1, FG380DTBXXXXXX50, cluster index
Slave : FGT-2, FG380DTBXXXXXX47, cluster index

number of vcluster: 1

vcluster 1: work 169.254.0.1

Master: FG380DTBXXXXXX50, operating cluster index
Slave : FG380DTBXXXXXX47, operating cluster index
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FGT-1# diagnose sys ha checksum cluster

FG380DTBXXXXXX50 ==
is manage master()=1, is root master ()=1
1 V ~ N LR Y 2 Q N A debugzone
A | 1#1Tt)]j:ﬁ})n\ljlit B, =35 M‘%*ﬂgﬂinjﬂtﬁﬁﬁa global: cl d6 84 41 b6 01 65 96 £5 82 17 cd 6f al b3 85
Eﬂz:ﬂ_u:E[\J ‘nj Eﬁ' root: 25 fd 0d df 9b 09 67 1b ce 88 6c 0d 29 5d al a3
=1 ajzy I FEL o all: af £f 02 ed 4f 94 13 c6 d9 97 cl 6f 96 6¢c 06 80

checksum
global: cl d6 84 41 b6 01 65 96 £5 82 17 cd 6f al b3 85

root: 25 fd 0d df 9b 09 67 1lb ce 88 6¢c 0d 29 5d al a3

=8 N all: af £f 02 ed 4f 94 13 c6 d9 97 cl 6f 96 6¢c 06 80
HABRE AR 2 I0)B A IR 7%
/\ —
e MBHAERE AR HIVDOM
debugzone
—I—I— N7
° *Jéti VDOMETI I E/] 1$@E r—i, ﬁ global: c1 d6 84 41 b6 01 65 96 £5 82 17 cd 6f al b3 85
N root: 25 fd 0d df 9o 09 67 1b ce 88 6c 0d 29 5d al a3
_ all: af £ff 02 ed 4f 94 13 c6 d9 97 cl 6f 96 6¢ 06 80
o XWEESEPRfcBE = FNELE
T -L _ checksum
global: cl dé 84 41 b6 01 65 96 £5 82 17 cd 6f al b3 85
® —t§¥ﬁ-l—|— HAEE 1; q_L$D root: 25 fd 0d df 9 09 67 1b ce 88 6c 0d 29 5d al a3
all: af ff 02 ed 4f 94 13 c6 d9 97 cl 6f 96 6¢ 06 80

EX e o =1t I HABRE FE fvdom

is manage master()=0, is_ root master ()=0

diagnose sys ha checksum recalculate [<vdom-name> | globall]
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https://community.fortinet.com/t5/FortiGate/Troubleshooting-Tip-HA-synchronization-issue-cluster-out-of-sync/ta-p/193422
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FGT # config firewall address

FGT (address) # edit

new entry 'OA server' added

FGT (OA server) # set subnet 192.168.10.100/32
FGT (OA server) # set allow-routing enable

FGT (OA server) # next

FGT (address) # end

FGT #

FGT # config router static
FGT (static) # edit 100
new entry '100' added

FGT (100) # set device portl

FGT (100) # set gateway 192.168.20.254
FGT (100) # next

FGT (static) # end

FGT # show full-configuration router static 100
config router static
edit 100
set status enable

set gateway 192.168.20.254
set distance 10

set weight O

set priority O
set device "portl"
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FAE], CLERM R ASE I3t &
B, Fiset member [mhnibiE %t &,
REBEAEAKFENMIINR,
SHEFH a5 2200

CLIARM it XT B, ZEHappend
memberfs SRR, NG
showd SN B TS TE.

config firewall addrgrp
edit "supportGroup"
set member "host1" "host2" "host3"

next
end
FEHu LR B 7RI Ak 5

config firewall addrgrp
edit "supportGroup “
append member eastern-team
next
end
config firewall addrgrp
edit "supportGroup"
set member "host1" "host2" "host3" "eastern-team’
next
end

IR set member eastern-team, Z5R FLE% T host1,2,3
config firewall addrgrp
edit "supportGroup"
set member "eastern-team”
next
end
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append mterfaceﬁi/?\}%%}m?; a,
RIS show s & HA 2 B RS Hilld.

config system zone
edit "portZone"
set interface "port1" "port2" "port3"
next
end

fEzone X BIRM AL 52
config system zone
edit "portZone"
append interface port4
next
end
config system zone
edit "portZone"
set interface "port1" "port2" "port3" "port4"
next
end

R set interface port4, 45 mhE 5 T port1,2,3
config system zone
edit "portZone"
set interface "port4"
next
end
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config firewall policy
edit 9999

set uuid b6610544-ed18-51lec-£204-5f744ale6ffb

set srcintf "portl"

set dstintf "port2"

set srcaddr "OA server"
set dstaddr "all"

set action accept

set schedule "always"
set service "ALL"

set comments "temp for troubleshooting"
next
end

OI: ORI ROIREY B8

FGT #diagnose debug info

console no user log message: disable
zebos debug level: 306783954 (0x124926d2)

CLI debug level: 3
WAD console log: enable

Current debug duration is

debugiz B RPRA, RN REIRTER THIIRE
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FGT # diagnose debug disable
FGT # diagnose debug reset

*MHEE D LB B IRE Ediagnose debugi& &

FGT # show | grep -f auto-asic-offload

config firewall policy
edit 9999

set
set
set
set
set
set
set
set
set
set

uuid b6610544-edl18-51ec-f204-5f744aleb6ffb
srcintf "portl"

dstintf "port2"

srcaddr "OA server"

dstaddr "all"

action accept

schedule "always"

service "ALL"

auto-asic-offload disable

comments "temp for troubleshooting"

grep TEAILIRETFRZE LB S HEF FENERE
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*******************************************************

10 minutes
30 minutes
1 hour

12 hours

3 25% 24 hours

| 50%

5% .
7l : FortiGate CPUMERE i 14 78 &6 BI3E [l & K 24 /B

O mER G
Pl

B IEAN 7SR RISNMPES &%

date=2021-04-30 time=16:46:51 logid="0100022012" type="event"
subtype="system" level="critical" vd="root" eventtime=1619790412368187095
tz="+0300" logdesc="Memory conserve mode exited" service="kernel"
conserve="exit" total="3962 MB" used="3157 MB" red="3487 MB" green="3249
MB" msg="Kernel exits memory conserve mode"

date=2021-04-30 time=16:45:01 logid="0100022011" type="event"
subtype="system" level="critical" vd="root" eventtime=1619790301771917456
tz="+0300" logdesc="Memory conserve mode entered" service="kernel"
conserve="on" total="3962 MB" used="3487 MB" red="3487 MB" green="3249
MB" msg="Kernel enters memory conserve mode"
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EREFAZISYSLOGHR 525 B SR ERT NS

T HE, #BZESNMPHRSS 22 AR B A G

CPU/W?%E/E;T"‘#Z% m/EEFESIEAEO
woangitFIER, FHHEIZESNMP trap,

J'I

XYWTSNMPE 1Y X EROID, RIS ZE—NH
F “AGETE->SNMP->FortiGateFJSNMP
W ISITIE R

’ﬁ’“’“— BIEEaXEE, ATULESEHER

Bra=d=k E’JMlBr“, f5lanFazabbix /] LS
%ﬁﬁﬁzabbixﬁ’ﬂFortiGate?‘iIZﬁ’l‘)i, {50 A]
u%%—zlii%$ﬁ “%éﬁ%’ﬂ»SNMP-
>SNMPHIERTHR” .

config system interface
edit mgmt
set allowaccess ping https ssh
next
end
config system snmp sysinfo
set status enable
Setel
config system snmp community
edit 1
set name ”“fortinet”
config hosts
edit 1
set ip 10.23.1.244 255.255.255.255

set host-type query
next

end

SNMPv2ELE 7=, BiEHATREE MEHE O5SNMPARSS E&3Z R,
EZE B Hha-direct

config log syslog filter
config free-style
edit 1
set category traffic

set filter " ((srcip 192.168.100.77) or (srcip
192.168.100.177)) and proto 6"

set filter-type include

next
end

end

AILLRFE X syslog k ZHHE AT HTEE XTI, AJE&E—AiH.



https://handbook.fortinet.com.cn/%E7%B3%BB%E7%BB%9F%E7%AE%A1%E7%90%86/SNMP/FortiGate%E7%9A%84SNMP%E5%BB%BA%E8%AE%AE%E7%9B%91%E6%8E%A7%E6%8C%87%E6%A0%87.html
https://handbook.fortinet.com.cn/%E7%B3%BB%E7%BB%9F%E7%AE%A1%E7%90%86/SNMP/FortiGate%E7%9A%84SNMP%E5%BB%BA%E8%AE%AE%E7%9B%91%E6%8E%A7%E6%8C%87%E6%A0%87.html
https://handbook.fortinet.com.cn/%E7%B3%BB%E7%BB%9F%E7%AE%A1%E7%90%86/SNMP/SNMP%E7%9A%84%E5%B8%B8%E7%94%A8%E5%B7%A5%E5%85%B7.html
https://handbook.fortinet.com.cn/%E7%B3%BB%E7%BB%9F%E7%AE%A1%E7%90%86/SNMP/SNMP%E7%9A%84%E5%B8%B8%E7%94%A8%E5%B7%A5%E5%85%B7.html
https://handbook.fortinet.com.cn/%E6%97%A5%E5%BF%97/%E8%87%AA%E5%AE%9A%E4%B9%89%E6%97%A5%E5%BF%97%E8%BF%87%E6%BB%A4%E5%99%A8.html
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FHIJEI’JFE}: REEE, RERRRIEBEER,
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iﬁ%%%ﬁF‘k%?ﬁﬂﬂf, TR KR
X, comlog®] LLidFKi% F'zj]}:consoleﬁﬁﬁ
E’Jiﬁ*tljlﬂ% [El itk comlogZE X Mg = 1B = &P
EE?%%%E’JY)LM;.UO

FGT (global) #

Disabling the comlog feature...

OK

<L LLLLLL LKL LLL LKL LKL LKL LLL LKL LK LKL LKL KL

--- COMLOG TIME: 2021/07/23 17:00:00 ---

--- COMLOG TIME: 2021/07/23 18:00:00 ---
FortiGate-1500D (11:00-06.07.2016)
Ver:05000006

Total RAM: 16384MB

Enabling cache...Done.

Scanning PCI bus...Done.

Allocating PCI resources...Done.
Enabling PCI resources...Done.

Zeroing IRQ settings...Done.

Verifying PIRQ tables...Done.

Boot up, boot device capacity: 30533MB.

Press any key to display configuration menu...

Reading boot image 2957182 bytes.
Initializing firewall...

System is starting...

Starting system maintenance.. .
Scanning /dev/sdal... (100%)

Scanning /dev/sda3... (100%)

Starting log partition maintenance. ..
Scanning /dev/sdbl... (100%)

FGT login:
Password:
Welcome!

--- COMLOG TIME: 2021/07/23 19:00:00 ---

SSSSSODSSDBSSSBSSOBSSOBSSSBSS DS SSBSSSBSS>>>
Enabling the comlog feature...
OK
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ST #Hrcomlog I BE BYFortiGate,

FiZIIEE

ST &EAFABEBIEEKFortiGate®! S, comlog
X FRRAWNT:

FG201F
FG300D
FG600D
FGG601E

No
Yes

Yes
No

FG1000D
FG1101E
FG1500D
FG1801F

==

]

5

Yes
Yes
Yes
Yes

2R

FGT (global) # config sys console
FGT (console) # set output standard
FGT (console) # show
config system console

set output standard
Selel

FGT (console) # end

ZHlcomloghll, EiEMIEHIA MmEER,
Bk standard 75 2, A LA— )R M i SE%2 comlog

FGT (global) # diagnose debug comlog enable
OK

FGT (global) # diagnose debug comlog info
control byte = 3 (Logging enabled)

0 (9600)

0x00400000

0x001C5322

0x001C56DE

956

com_speed
flash size
log start

log end

log_size

comlogMBe BAA ZURBERSEEL A
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wEEMNIEESHR

A config system global
set revision-backup-on-logout enable

set revision-image-auto-backup enable

[Shelel

%B%H&%:: ] _.l-ui_i_FMG/SCP/Hil]ZIKIE\-% EFGTLE ArevisionThge (BRIAXHA)D
7?—% /:E,HHTﬁBEAi EEE%1ﬁ FEEEATHEEMEMN IR EXH (BRIAXHFD
(FortiMa nagerth AfAFE B XL E L ERTAE T
FREC & & 1) . et conciy ile to 718 sorver,

management-station Backup config file to management
station.
sftp Backup config file to SFTP
server.
FortIGate£¢# *q]@ﬂ %1 E_t tftp Backup config file to TFTP
server.
usb Backup config file to USB disk.
® ReVIS|0n %15} (ref) usb-mode Backup config file for USB mode.

S # back fi £ fil
« GUITZ sorversc: SFTP ports (user] [pasword)
. C L I —I— :Iﬂz gu |7§| /9* nB % @'*E SFTP supported from FortiOS 7.0.1

fIash/ftp/sftp/tftp/us‘bé, A ARL&
automationIhgE MUERTHIT (ref)

end

« RESTAPIT# (ref) #EFGT LB MSCPIIEE
* SCP_l_\-:é:‘z (ﬁf) Linux# scp admin@<FortiGate IP>:sys config <location>

ZELinuxZlim FEHSCPTHFGTERE &1


https://community.fortinet.com/t5/FortiGate/Technical-Tip-Using-the-Revision-option-to-revert-to-a-previous/ta-p/194312
https://community.fortinet.com/t5/FortiGate/Technical-Tip-How-to-send-automated-backups-of-the-configuration/ta-p/198364
https://community.fortinet.com/t5/FortiGate/Technical-Tip-Get-backup-config-file-on-FortiGate-using-RestAPI/ta-p/202286
https://community.fortinet.com/t5/FortiGate/Technical-Tip-How-to-download-a-FortiGate-configuration-file-and/ta-p/197125

F:=RTINET.



	Slide 1: FortiGate 运营管理维护注意事项
	Slide 2
	Slide 3: 管理员账号分权管理
	Slide 4: 管理员账号分权管理
	Slide 5: 管理员账号分权管理
	Slide 6: HA配置同步
	Slide 7: HA配置同步
	Slide 8: HA配置同步
	Slide 9: HA配置同步
	Slide 10: CLI脚本导入检查
	Slide 11: CLI脚本导入检查
	Slide 12: CLI脚本导入检查
	Slide 13: CLI添加成员对象
	Slide 14: CLI添加地址成员对象
	Slide 15: CLI添加zone区域成员
	Slide 16: GUI界面配置地址对象
	Slide 17: GUI配置地址对象
	Slide 18: 规范调试操作
	Slide 19: 规范调试操作
	Slide 20: 规范调试操作
	Slide 21: SNMP信息采集/ 远程服务器日志记录
	Slide 22: SNMP信息采集/远程服务器日志记录
	Slide 23: SNMP信息采集/远程服务器日志记录
	Slide 24: Comlog功能
	Slide 25: comlog功能
	Slide 26: comlog功能
	Slide 27: 设备定时配置备份
	Slide 28: 设备定时配置备份
	Slide 29: 设备定时配置备份
	Slide 30

