FE:E HTI n Er, FortiGate fi##% 5 Flash [N 77

=:RTINET

FortiGate T4t 5 Flash [N

A V1.0

AiE) 2023 £ 4 B

= F IR

NG O3 1%

i diy support_cn@fortinet.com




F:ERTINET

FortiGate i##% 5 Flash [N 1f

2. Disk fEELF Flash INAF BB B v
2.1 BE Disk TEALF R oo
2.2 BF Flash NAFBEPIZE vt

30 BB BRI oo
3.1 THEE IR oot
3.2 HEBABEERI .ooovvoeeee s

b, FEELAFREH G o
4.1 A HEAMEE AL X e
4.2 A HEFME BRI

5. AREALIELL oooooeeee s
5.1 A&FUA Disk AL covooeeeee s
5.2 $EUM Flash TTFEE o

..................................................... 3

..................................................... 6

..................................................... 6

..................................................... 7



FE:EH.I-IF‘E.I:l FortiGate fi##% 5 Flash [N 77

1. t48

ARCREA 4 FortiGate B4 AT Flash [N A7 %L FH < R Ay 2

2. Disk iE# M Flash N FREEEE

FortiGate B K3 L0 AP : Disk BEELAN Flash [NA74 .

Disk f##% 35 RAFHE HEM WAN fi4L (WAN optimization) , ALFEIIK
BB TIPS HUBE e, BRSO EE . X TR BT K, Disk fEELAZARIC,
Lt 4n 60E 55

Flash [NAFHEFEAAN ARG, FRE 3005 kI, Bril Flash f2FREC, 5
QAFAE . Flash $fHribAT B K s EANESS .

BAEPKEEERAE S R EA LT a2

# get hardware status

# execute disk list

# diagnose hardware device disk =~ ------ HEFF (6 FH b 4
2.1 &F Disk WHREL

DL 501E %4451, S01E B kil Bk SSD f#sit, K/NBE 240G; [F, &
—> 16G ) Flash . #1> SSD £ 737l B3 X /devisda A1 /dev/sdb: Flash %
XMy IX devisdes

{44 : # get hardware status

a4 R R T 5 Disk i /dev/sda 1 Flash [NAE#L /devisde, A TR
/dev/sdb {5 S, AF:
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FGT-581E # get hardware status

Model name: FortiGate-381E

ASIC wersion: CP9

ASIC SRAM: 64M

CPU: Intel(R) Core(TM) 17-6708 CPU @ 3.48GHz
Number of CPUs: 8

RAM: 16847 MB

Compact Flash: 15331 MB /dev/sdc

Hard disk: 228936 MB /dev/sda

USB Flash: not avallable

Network Card chipset: Intel(R) Gigabit Ethernet Linux Driver (rev.8003)
Network Card chipset: FortiASIC NP6 Adapter (rev.)

fF @4 #execute disk list
HEoRER: Disk WfER, WAL Flash #RER, T

FGTS01E # execute disk list

Disk SSD1 . 255 223.6GiB type: SSD [ATA INTEL SSDSC2KB24] dev: /dev/sda
partition ref: 220.1G1B, 219.8GiB free mounted: Y label: LOGUSEDXD973998A dev: /dev/sdal start: 2048

Disk SSD2 i 16 223.6GiB type: SSD [ATA INTEL SSDSC2KB24] dev: /dev/sdb
partition ref: 2.7GiB, 62.4GiB free mounted: Y label: WANOPTXXCOCA4FAE dev: /dev/sdbl start: 2
partition ref: ./GiB, 63.7G1B free mounted: N label: dev: /dev/sdb2 start: 133625856
partition ref: .BG1iB, 85.0G1B free mounted: N label: dev: /dev/sdb3 start: 267249664

{454 # diagnos hardware device disk
IR oe R, WAL Disk A Flash #%. £ FEIH, 4% SSD K/NEoR
223.6GiB, sEMfE 1024 THEMFTTHCOR/N, Bl 240 + 1.024 + 1.024 + 1.024 =
223517

FGT581E # diagnose hardware deviceinfo disk

Disk S$SD1 ref: 255/223.6GiB type: SSD [ATA INTEL SSDSC2KB24] dev: /dev/sda
partition ref: 228.1G1B, 219.8GiB free mounted: Y label: LOGUSEDXD973998A dev: /dev/sdal start: 2

Disk SSD2 : 16 |223.66G1iB type: SSD [ATA INTEL SSDSC2KB24] dev: /dev/sdb
partition ref: 2.7GiB, 62.4GiB free mounted: Y 1label: WANOPTXXCBCA4FAE dev: /dev/sdb1 start: 2
partition ref: .7GiB, 63.7GiB free mounted: N 1label: dev: /dev/sdb2 start: 133625856
partition ref: .8GiB, 85.8GiB free mounted: N label: dev: /dev/sdb3 start: 267249664

Disk |SYSTEM(boot) 14.9GiB type: SSD [ATA 16GB SATA Flash] dev: /dev/sdc
partition 247.6MiB, 168.8MiB free mounted: Y 1label: dev: /dev/sdc1(boot) start: 1
partition 247.8MiB, 168.@MiB free mounted: N label: dev: /dev/sdc2(boot) start: 524289
partition ref: 35 14.2GiB, 13.9GiB free mounted: Y 1label: dev: /dev/sdc3 start: 1048577

Total available disks: 3
Max SSD disks: 2 Available storage disks: 2

T REAL, BT UIEEMAEE, R, KA Virtio Disk:
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FGT-VM-Pri # diagnose hardware deviceinfo disk

Disk SYSTEM(boot) ] 2.0GiB type: IDE [virtio Disk] dev: /dev/vda
partition 123.0miB, 31.0miB free mounted: Y Tabel: dev: /dev/vdal(boot) start: 2048
partition 1.8Gie, 1.8GiB free mounted: Y Tabel: dev: /dev/vdaz(boot) start: 264192

Total available disks: 1
Max SsSD disks: 8 Available storage disks: 0

R, SRR RAE A “H7, XN Flash, 52 K8 3 LWL

FGT-VM-Pri # get hardware status
Model name: FortiGate-vM64-KVM
ASIC version: not available

CPU: QEMU Virtual CPU version 2.5+
Number of CPus: 1

RAM: 997 MR

compact Flash: 2056 MB /dev/vda
Hard disk: not available

USB Flash: not available

WA LA smartctl TEEFE#MAEE, M4 # diagnose hardware

smartctl —i /dev/sdc

FGTSB1E # diagnose hardware smartctl -1 /dev/sdc
smartctl 6.5 2812-086-38 r3573 [x86_64-1inux-3.2.16] (local build)
Copyright (C) 2802-16, Bruce Allen, Christian Franke, www.smartmontools.org

=== START OF INFORMATION SECTION ===

Device Model: 16GB SATA Flash Drive

Serial Number: AF348794812408455889

Firmware Version: SFPS925C

User Capacity: 16,0813,942,784 bytes [16.8 GB]

Sector Size: 512 bytes logical/physical

Rotation Rate: Solid State Device

Form Factor: MicroSSD

Device is: Not in smartctl database [for details use: -P showall]
ATA Version is: ACS-3 (minor revision not indicated)
SATA Version is: SATA 3.1, 6.8 Gb/s (current: 6.8 Gh/s)
Local Time is: Fri Mar 18 17:19:24 20822 GMTa

SMART support is: Available - device has SMART capability.
SMART support is: Enabled

Kel & B WAL XI5, fH 4 # fnsysctl cat /proc/partitions

FGTSO1E # fnsysctl cat /proc/partitions
major minor #blocks name

2344316864 sda
234427488 sdal
234431864 sdb
66811891 sdb1
66811302 sdb2
89882243 sdb3
15638616 sdc
262144 sdcl
262144 sdc2
15184687 sdc3
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B E Flash A%, A4 # diagnose sys flash list

FGTSO1E # diagnose sys flash list

Partition Image TotalSize(KB) Used(KB) se% Active
1 FG5H1E-7.08-FW-builde384-22 253871 89702 35% Yes

: 27

2 FG5H1E-7.08-FW-builde3e1- : 253871 89673 35% No
<} EXDB-1.60060 14866908 254888 2% No
Image build at Feb 8 2022 22:11:46 for bB3e4

DL E A A 0] DAY [ A A P 1 S, e an 24w A R A [ RAS B Active IR
A FG5H1E-7.00-FW-build0304-220208, *f N % % {5 B d fi FH iR A & v7.0.5
buildo304, 1T K-

FGTSB1E # get system status | grep Version
Version: FortiGate-581E |v7.8.5,buildB364 226288 (GA)

Release Version Information: GA

TEE: WRAE Active [RRAS LU 2 BT RRCAS 1, 224 A ARCAS A 3 3 3] £ B ok 114,
[ F 2 ] E 3 U H

3. TR fE A I

3.1 B EM

{44 # diagnose hardware smartctl —H /dev/sda

FGT5B1E # diagnose hardware smartctl -H /dev/sda
smartctl 6.5 2812-86-30 r3573 [x86_64-1inux-3.2.16] (local build)
Copyright (C) 2002-16, Bruce Allen, Christian Franke, www.smartmontools.org

=== START OF READ SMART DATA SECTION ===
SMART overall-health self-assessment test result: PASSED

“PASSED” fURAEAL S AR AIEN, WRER “Failure” , HS4 i W B
KEGHEAE BRI, 5 O A A

3.2 HEBABEARN

fiiF a4 # diagnose hardware test disk file-varlog
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BTSN (F Narfloghtwry) 1% H R IR KA
fr. WRSAIER, 2850 ERESNEIE PASS.

FortiGate-1288D # diagnose hardware test disk file-varlog
Test Begin at UTC Time Wed Sep 7 ©9:26:14 20822

9:26:14 (  @s) ==> Logdisk File Test

Writing file /var/log/fwrv, 184857608 Bytes
Checking file /var/log/fwrv, 184857682 Bytes

File checksum verification passed on /var/log/fwrv
Remove /var/log/fwrv after test

089:26:15 ( 1s) <== Logdisk File Test - [[ PASS ]]

Test End at UTC Time Wed Sep 7 B89:26:15 2822

Total Elapsed Time: 1 seconds (@m @1s).

4, BRAF®BEE

FortiGate Pjj ki HEMRG /BB ILFREAMNANFHE, AMAEf HE, @
FortiAnalyzer H&, ZfE SYSLOG HEMS . nILARIN 2R 2 /N H ERS A -

4.1 BFHESFHEAN#EES X

474 # diagnose sys logdisk status

FGToB1E # diagnose sys logdisk status
State of log disk - /dev/sda 1s: active/idle

AR AL FH ) 0 XA —#E, fil4n 1200D {2 /devisdb 73 [X .

FortiGate-12068D # diagnose sys logdisk status

State of log disk - /dev/sdb 1s: active/idle
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4.2 BF HEFHEABER AR

44 # diagnose sys logdisk usage

A LAE B ficgs H SRR RN 2 177214MB, Xf REEME AL /devisda 1

N 177 +236 = 75%, FYBRIA H & AT 25 B Bl o g 45 A 22 18] 1) 75%.
£ NEAF, HEMERHT 46 MB.

FGTS5B1E # diagnose sys logdisk usage
Total HD usage: 1283MB(1148MiB)/236286MB(225340M1iB)

Total HD logging space: 177214MB(169005M1iB)

HD logging space usage for vdom “"root": 46MB(44MiB)/177214MB(1690085MiB)

PR St _EXE AR .

Disk Usage

B Free Space 177.17 GB
(B Used Space 46.14 MB |

177.21GB

Total

XfF% VDOM %, W' 101E B> VDOM, 43772 root A1 test-vdom.
H &0 UE H B 23 (8] K/ 2 354G, t b5 BN 4% %% 1) 480G 1) 75%. 51~ VDOM 43
AE T — A 2= (A ED 177 G.

FGT-101E (global) # diagnose sys logdisk usage
Total HD usage: 1192MB(1137MiB) /472564MB(450673MiB)

Total HD logging space: 354422MB(338604MiB)

HD logging space usage for vdom “root”: 4MB(4MiB)/177211MB(169882MiB)
HD logging space usage for vdom "test-vdom”: GMB(@MiB)/177211MB(169882MiB)

IMAER; K5 GUI FHi Y, R4 B7x24[1 VDOM T iy AJ FH 28 [ A1 A I 2, 4 F -
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Disk Usage

B Free Space 177.21 GB
[ Used Space 4.19 MB

177.21GB

Total

TR WIROEL A F E ] RE-FENT T A 5 Er . I L iR & 1
FortiAnalyzer /7.& /R4 #7714 traffic log Fl.&, Attt i % 7 45 H &, % H &5

5. BAAMER

5.1 #= 4k Disk &#t

SRR TGV, EbanfE ] # get system status A4 278 “Log hard disk: Not
available” , wJ DA% &A% AL A4

Tk

BRI R 7 X &R 5], fEH A4 # execute disk list

FortiGate-61F # execute disk Tist

Disk Internal ref: 258 119.2Gi8  type: SSD [ATA SSSTC CVB-8D128] dev: /dev/sda
partition ref: 259 117.4GiB, 116.8GiB free mounted: Y Tabel: LOGUSEDXCCIL54B9 dev:

DX ZE G 259, Ak SALEEEL, fEAH @4 # execute disk format 259

FortiGate-61F # execute disk format 259 .

format requested for: device=/dev/sdal 259/Internal status=enable media-status=enable
Formatting this stora%e will erase all data on it, including

es;

Togs, quarantine fi
This action requires the unit to reboot.
Do you want to continue? (y/n)y

HE: MAUBRESERD AN, HEMA “y” HATHIA,
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B H B R, A4 # execute formatlogdisk

FortiGate-61F # execute formatlogdisk
Log disk is /dev/sdal.
Formatting this storag[]e will erase all data on it, including

logs, quarantine files;
and require the unit to reboot.
Do you want to continue? (y/n)y

FIREH, K 0k B 2 B R B A hs, TR S B R HE 4T
5.2 ¥AAM Flash NFEHE

B kB TCIE LW BBy, AT LA EEME Xk Flash [NAFAEL, A ABTHIREIAE, BrK
B4 F B B [ AR 3

#304k Flash 75 ZLEERT#E S K IZEHE Console ZR45 2B ki, fKFELE TFTP
Megs &, TEIFREIFRES TFTP AR5 &,

HE: ARAEREE BB KNS, UG AR A

BHAREAF T

(1) HEJ5#%: #execute reboot

(2) HFEjEHIEE, 2HBL “press any key to display configuration” , 1R
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FortiGate-61F # execute reboot
This operation will reboot the system !
Do you want to continue? (y/n)y

System is rebooting...

The system is going down NOW !!

FortiGate-61F # _
Please stand by while rebooting the system.
Restarting system.

FortiGate-61F (19:07-07.21.2021)

Ver:05000009

Serial number: FGT61FTK22054602

CPU: 1200MHz

Total RAM: 2 GB

Initializing boot device...

Initializing MAC... NP6XLITE#0

Please wait for 0S to boot, or |press any key to display configuration menu.

AT 2, HEN BIOS SZH, R

Configure TFTP parameters.
Review TFTP parameters.
Initiate TFTP firmware transfer.
Format boot device.
System information.
: Boot with backup firmware and set as default.
: Quit menu and continue to boot.
[H]: Display this 1list of options.

Enter C,R,T,F,I,B,Q,0r H:

(3) AN F, #5504 boot device, Bl Flash #%. $2 <G HdE,

SETREE, BEN yes 4R4E:

It will erase data in boot device. Continue? [yes/no]:yes
Formatting done

Done.

(4 Rtk E, A C, ME TFTP R4y, BEIEEHAT:
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: Set firmware download port.
: Set DHCP mode.
: Set local IP address.
]: set Tocal subnet mask.
: Set local gateway.
: Set local VLAN ID.
: Set remote TFTP server IP address.

: Set firmware file name.

Reset TFTP parameters to factory defaults.
: Review TFTP parameters.
: Diagnose networking(ping).

Quit this menu.

Display this 1list of options.

A1, BB KEEAM 1P

Enter local IP address [192.168.1.1]:

WA S, HEMM

Enter local subnet mask [255.255.255.0]:

A G, AWK

Egter local gateway IP address [192.168.1.254]: 192.168.1.110
.done

BN T, BLE TFTP RZZEIP

Egter‘ remote TFTP server IP address [192.168.1.100]: 192.168.1.110
.done

AN F, ECERE AR

Egter firmware file name [image.out]: FGT_61F-v7.0.9.M-build0444-FORTINET.out
.done

ARG, A H, AFEFIN TFTP KIS

Image download port: port 1

DHCP status: Disabled
Local VLAN ID: <NULL>
Local IP address: 192.168.1.1

Local subnet mask: 255.255.255.0
Local gateway: 192.168.1.110
TFTP server IP address: 192.168.1.110
Firmware file name: FGT_61F-v7.0.9.M-build0444-FORTINET.out

A Q, 1B F| E—JEH
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: Configure TFTP parameters.

: Review TFTP parameters.

: Initiate TFTP firmware transfer.
: Format boot device.

: System information.

: Boot with backup firmware and set as default.
: Quit menu and continue to boot.

: Display this Tist of options.

(5) HA T, JFaafehmff, fhmsetea, #A D, wEABOAREIE:

Please connect TFTP server to Ethernet port 'port 1'.

MAC: ac:71:2e:fd:3d:ac
Connect to tftp server 192,168.1.110 ...

i G s
i G s
i G G s
HitH A A A A R AR A AR R AR R A R R R 1

Inage Received.

Checking Tmage... OK

This firmvare image is certified!

Save as Default firmware/Backup firmware/Run image without saving:[D/B/R]7D

Programming the boot device now.The sgstem must re-layout the boot device to install this firmware.

The default and backup firmware will be Tost.

Continue: [Y/N]?

o 0K

Bootin? 0S...
Initializing firewall...

e, B3 KA P [ 4 J 30
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