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—. BFER
1. WA/FEIS

# get system status

Version: FortiGate-3800D v6.0.7,build9227,201208 (GA)
Virus-DB: 1.00000(2018-04-09 18:07)

Extended DB: 1.00000(2018-04-09 18:07)

Extreme DB: 1.00000(2018-04-09 18:07)

IPS-DB: 6.00741(2015-12-01 02:30)

IPS-ETDB: 6.00741(2015-12-01 02:30)

APP-DB: 6.00741(2015-12-01 02:30)
INDUSTRIAL-DB: 6.00741(2015-12-01 02:30)
Serial-Number: FG380DTB19800450

IPS Malicious URL Database: 1.00001(2015-01-01 01:01)
Botnet DB: 1.00000(2012-05-28 22:51)

BIOS version: 05000011

System Part-Number: P19020-10

Log hard disk: Available

Hostname: SXXY-PSC-P9F2-3800D-1

Operation Mode: NAT

Current virtual domain: NAT

Max number of virtual domains: 10

Virtual domains status: 4 in NAT mode, 0 in TP mode
Virtual domain configuration: enable

FIPS-CC mode: disable

Current HA mode: a-p, master

Cluster uptime: 2 hours, 43 minutes, 48 seconds
Cluster state change time: 2021-03-02 11:27:55
Branch point: 0302

Release Version Information: GA

FortiOS x86-64: Yes

System time: Tue Mar 2 14:11:17 2021

2. HARE

@ EBRT/MER
# config global
# diagnose sys ha status
HA information
Statistics
traffic.local = s:0 p:36 b:5039
traffic.total = s:0 p:44 b:5367
activity.ha_id_changes = 2
activity.fdb = c:0 :0
Model=80007, Mode=2 Group=77 Debug=0
nvcluster=1, ses_pickup=0, delay=0
[Debug_Zone HA information]
HA group member information: is manage primary=1.
FGVM04TM21000013: Primary, serialno_prio=1, usr_priority=120, hostname=FGT1-MASTER
FGVM04TM21000014: Secondary, serialno_prio=0, usr_priority=100, hostname=FGT2-SLAVE
[Kernel HA information]
vcluster 1, state=work, primary_ip=169.254.0.2, primary_id=0:
FGVM04TM21000013: Primary, ha_prio/o_ha_prio=0/0
FGVM04TM21000014:  Secondary, ha_prio/o_ha_prio=1/1

© BERS

# config global

# get sys ha status

HA Health Status: OK

Model: FortiGate-VM64-KVM

Mode: HA A-P

Group: 77

Debug: 0

Cluster Uptime: 0 days 0:4:49

Cluster state change time: 2021-03-02 14:48:16

Primary selected using:
<2021/03/02 14:48:16> FGVMO04TM21000013 is selected as the primary because it has the largest value of override priority.
<2021/03/02 14:48:13> FGVMO04TM21000013 is selected as the primary because it's the only member in the cluster.

ses_pickup: disable

override: disable




Configuration Status:
FGVM04TM21000013(updated 3 seconds ago): in-sync
FGVM04TM21000014(updated 4 seconds ago): in-sync
System Usage stats:
FGVM04TM21000013(updated 3 seconds ago):
sessions=5, average-cpu-user/nice/system/idle=0%/0%/3%/92%, memory=46%
FGVM04TM21000014(updated 4 seconds ago):
sessions=3, average-cpu-user/nice/system/idle=0%/0%/1%/95%, memory=45%
HBDEV stats:
FGVM04TM21000013(updated 3 seconds ago):
port7: physical/10000full, up, rx-bytes/packets/dropped/errors=1255440/5862/0/0, tx=1132417/3296/0/0
port8: physical/10000full, up, rx-bytes/packets/dropped/errors=560384/1408/0/0, tx=579480/1431/0/0
FGVM04TM21000014(updated 4 seconds ago):
port7: physical/10000full, up, rx-bytes/packets/dropped/errors=1129768/3287/0/0, tx=1250336/5842/0/0
port8: physical/10000full, up, rx-bytes/packets/dropped/errors=577455/1426/0/0, tx=557598/1401/0/0
MONDEYV stats:
FGVM04TM21000013(updated 3 seconds ago):
port3: physical/10000full, up, rx-bytes/packets/dropped/errors=0/0/0/0, tx=2860/37/0/0
FGVM04TM21000014(updated 4 seconds ago):
port3: physical/10000full, up, rx-bytes/packets/dropped/errors=0/0/0/0, tx=0/0/0/0
Primary : FGT1-MASTER , FGVM04TM21000013, HA cluster index = 1
Secondary :FGT2-SLAVE , FGVM04TM21000014, HA cluster index = 0
number of vcluster: 1
vcluster 1: work 169.254.0.2
Primary: FGVM04TM21000013, HA operating index = 0
Secondary: FGVM04TM21000014, HA operating index = 1

® TESKRESGE
a)  BREEMIR checksum E2&—F

# config global

# diagnose sys ha checksum show
is_manage_primary()=1, is_root_primary()=1
debugzone

global: 09 f1 70 b8 44 df 10 5d 09 21 8a c5 4a 1a 73 64
root: b5 ca 8d 95 7c 6e 2f c0 48 ac 33 35 3b a5 61 3f
WAN: 11 27 3a f5 ¢9 33 66 b1 ¢3 51 5f ab b2 38 ab ab
NAT: 09 84 ba cd 85 cc bb 14 20 Oc bc c0 1d 42 74 d7
IPv6: 59 5¢ e2 8 f3 ff 43 85 Oc c8 4d 65 f9 3d e3 1f

all: b8 18 45 56 d7 c6 49 54 95 67 cc 38 d3 e2 7e 2b
checksum

global: 09 f1 70 b8 44 df 10 5d 09 21 8a c5 4a 1a 73 64
root: b5 ca 8d 95 7c 6e 2f c0 48 ac 33 35 3b a5 61 3f
WAN: 91 f7 aa fe b9 34 66 b1 c3 51 3e ab b1 88 eb ab
NAT: 09 84 ba cd 85 cc bb 14 20 Oc bc c0 1d 42 74 d7
IPv6: 59 5c e2 8 f3 ff 43 85 Oc c8 4d 65 f9 3d e3 1f

all: ¢3 18 45 56 d7 c6 49 54 95 67 cc 38 43 22 7e 5f

b)  WARF—E , WEHAIEIRE LT dialog sys ha recalculate #{TRIZE.

# diagnose sys ha checksum recalculate

# diagnose sys ha checksum show
is_manage_primary()=1, is_root_primary()=1
debugzone

global: 09 f1 70 b8 44 df 10 5d 09 21 8a c5 4a 1a 73 64
root: b5 ca 8d 95 7c 6e 2f c0 48 ac 33 35 3b a5 61 3f
WAN: 91 f7 aa fe b9 34 66 b1 c3 51 3e ab b1 88 eb ab
NAT: 09 84 ba cd 85 cc bb 14 20 Oc bc c0 1d 42 74 d7
IPv6: 59 5c¢ e2 c8 f3 ff 43 85 Oc c8 4d 65 f9 3d e3 1f

all: b8 18 45 56 d7 c6 49 54 95 67 cc 38 d3 e2 7e 2b
checksum

global: 09 f1 70 b8 44 df 10 5d 09 21 8a c5 4a 1a 73 64
root: b5 ca 8d 95 7c 6e 2f c0 48 ac 33 35 3b a5 61 3f
WAN: 91 7 aa fe b9 34 66 b1 c3 51 3e ab b1 88 eb ab
NAT: 09 84 ba cd 85 cc bb 14 20 Oc bc c0 1d 42 74 d7
IPv6: 59 5c e2 8 f3 ff 43 85 Oc c8 4d 65 f9 3d e3 1f

all: b8 18 45 56 d7 c6 49 54 95 67 cc 38 d3 e2 7e 2b

@ HAHREGS  EERERE EHIT :
# config global
# diagnose sys ha reset-uptime




3. uptime &/~

# config global

# get system performance status

CPU states: 0% user 2% system 0% nice 94% idle 0% iowait 4% irq 0% softirq

CPUO states: 0% user 2% system 0% nice 94% idle 0% iowait 4% irq 0% softirq

Memory: 2058360k total, 988656k used (48.0%), 821544k free (39.9%), 248160k freeable (12.1%)
Average network usage: 58 / 64 kbps in 1 minute, 63 / 56 kbps in 10 minutes, 58 / 61 kbps in 30 minutes
Average sessions: 35 sessions in 1 minute, 36 sessions in 10 minutes, 30 sessions in 30 minutes

Average session setup rate: 0 sessions per second in last 1 minute, 0 sessions per second in last 10 minutes, 0 sessions per second in
last 30 minutes

Virus caught: 0 total in 1 minute

IPS attacks blocked: 0 total in 1 minute

Uptime: 0 days, 0 hours, 30 minutes
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1. BIRRE
# config global

# diagnose hardware deviceinfo psu

PSU[1]:
Vendor
Model
FW Revision
SN

PSU[2]:
Vendor
Model
FW Revision
SN

: Murata-PS

: D1U54P-W-1200-12-HA4PC
:0801-1001-0000

: DH1910RM005U

: Murata-PS

: D1U54P-W-1200-12-HA4PC
: 0000-1001-0000

: DH1910RM00CG

2. MBS, CPUIRERER

# config global
# exe sensor list
1 MB CPUO VTT
2 MB CPU1 VTT
3 MB DDR3 VDQ AB

4 MB DDR3 VDQ CD

5 MB DDR3 VDQ EF

6 MB DDR3 VDQ GH

7 MB CP8 VCCK A
8 MB CP8 VCCK B
9 MB CP8 VCCK C
10 MB CP8 VCCK D

alarm=0 value=0.992 threshold_status=0
alarm=0 value=0.992 threshold status=0
alarm=0 value=1.344 threshold_status=0
alarm=0 value=1.344 threshold status=0
alarm=0 value=1.328 threshold_status=0
alarm=0 value=1.344 threshold status=0
alarm=0 value=0.992 threshold_status=0
alarm=0 value=0.992 threshold status=0
alarm=0 value=0.992 threshold_status=0
alarm=0 value=0.992 threshold_status=0

11 MB NCT7904D 3VDD alarm=0 value=3.216 threshold_status=0
12 MB NCT7904D 3VSB alarm=0 value=3.312 threshold status=0

1310 +12V
1410 +3.3V
1510 +2.5V
1610 +1.2V
17 10 VBAT

alarm=0 value=12.077 threshold_status=0
alarm=0 value=3.3024 threshold status=0
alarm=0 value=2.5169 threshold_status=0
alarm=0 value=1.2157 threshold_status=0
alarm=0 value=3.216 threshold_status=0

18 10 BCM56860 DVDD alarm=0 value=1.0001 threshold_status=0
19 10 BCM56860 AVDD alarm=0 value=1.0099 threshold_status=0
20 10 NCT7904D 3VDD alarm=0 value=3.264 threshold status=0
21 10 NCT7904D 3VSB alarm=0 value=3.312 threshold_status=0

2210 VDD CORE
2310 VDD ANLG
2410 P1V2

25 DTS CPUO

26 DTS CPU1

27 CPUO Core 0
28 CPUO Core 1
29 CPUO Core 2
30 CPUO Core 3
31 CPUO Core 4
32 CPUO Core 5
33 CPUO Core 6
34 CPUO Core 7
35 CPUO Core 8
36 CPUO Core 9
37 CPU1 Core 0
38 CPU1 Core 1
39 CPU1 Core 2
40 CPU1 Core 3
41 CPU1 Core 4
42 CPU1 Core 5
43 CPU1 Core 6
44 CPU1 Core 7
45 CPU1 Core 8
46 CPU1 Core 9
47 MB NCT7904D
48 10 NCT7904D
49 TD1

50 TD2

51 TD3

52 TD4

53 TS1

alarm=0 value=0.992 threshold_status=0
alarm=0 value=0.992 threshold_status=0
alarm=0 value=1.2 threshold status=0
alarm=0 value=46 threshold_status=0
alarm=0 value=44 threshold status=0
alarm=0 value=43 threshold_status=0
alarm=0 value=41 threshold_status=0
alarm=0 value=39 threshold_status=0
alarm=0 value=40 threshold_status=0
alarm=0 value=41 threshold_status=0
alarm=0 value=40 threshold status=0
alarm=0 value=45 threshold_status=0
alarm=0 value=41 threshold status=0
alarm=0 value=46 threshold_status=0
alarm=0 value=43 threshold_status=0
alarm=0 value=41 threshold_status=0
alarm=0 value=41 threshold status=0
alarm=0 value=45 threshold_status=0
alarm=0 value=44 threshold status=0
alarm=0 value=40 threshold_status=0
alarm=0 value=40 threshold status=0
alarm=0 value=39 threshold_status=0
alarm=0 value=44 threshold_status=0
alarm=0 value=45 threshold_status=0
alarm=0 value=41 threshold status=0
alarm=0 value=40 threshold_status=0
alarm=0 value=35 threshold_status=0
alarm=0 value=43 threshold status=0
alarm=0 value=43 threshold_status=0
alarm=0 value=32 threshold status=0
alarm=0 value=33 threshold_status=0
alarm=0 value=40 threshold_status=0




54 TS2 alarm=0 value=31 threshold_status=0

55TS3 alarm=0 value=32 threshold_status=0

56 TIR1 alarm=0 value=42 threshold status=0

57 Fan 1 alarm=0 value=3400 threshold_status=0
58 Fan 2 alarm=0 value=3200 threshold_status=0
59 Fan 3 alarm=0 value=3300 threshold_status=0
60 Fan 4 alarm=0 value=2600 threshold_status=0
61 Fan 5 alarm=0 value=2500 threshold_status=0
62 Fan 6 alarm=0 value=2600 threshold_status=0
63 Fan 7 alarm=0 value=2500 threshold_status=0
64 PS1 VIN alarm=0 value=236 threshold status=0
65 PS1 VOUT 12V alarm=0 value=11.969 threshold_status=0
66 PS1 Temp 1 alarm=0 value=32 threshold status=0
67 PS1 Temp 2 alarm=0 value=43 threshold_status=0
68 PS1 Fan 1 alarm=0 value=11264 threshold_status=0
69 PS1 Status alarm=0

70 PS2 VIN alarm=1 value=0 threshold_status=0x7
71 PS2 VOUT 12V alarm=1 value=1.763 threshold_status=0x7
72 PS2 Temp 1 alarm=0 value=34 threshold_status=0
73 PS2 Temp 2 alarm=0 value=0 threshold_status=0

74 PS2 Fan 1 alarm=1 value=0 threshold_status=0x7
75 PS2 Status alarm=1

76 DNP6-1-TIR1 alarm=0 value=39 threshold_status=0
77 DNP6-2-TIR1 alarm=0 value=39 threshold_status=0
78 DNP6-3-TIR1 alarm=0 value=39 threshold_status=0
79 DNP6-4-TIR1 alarm=0 value=39 threshold status=0
80 TP2-TS1 alarm=0 (reading unavailable)

3. CF /SRS, (ERER
# config global
# diagnose hardware deviceinfo disk

Disk SYSTEM(boot) 14.9GiB type: SSD [ATA 16GB SATA Flash] dev: /dev/sda
partition 247.0MiB, 178.0MiB free mounted: N label: dev: /dev/sdal(boot) start: 1
partition 247.0MiB, 178.0MiB free mounted: Y label: dev: /dev/sda2(boot) start: 524289
partitionref: 3 14.2GiB, 14.0GiB free mounted:Y label: dev: /dev/sda3 start: 1048577
Disk HDD1 ref: 16 447.1GiB type: SSD [ATA INTEL SSDSC2KB48] dev: /dev/sdb
partition ref: 17 440.1GiB, 439.0GiB free mounted: Y label: LOGUSEDXE7671FAC dev: /dev/sdb1 start: 2048
Disk HDD2 ref: 32 447.1GiB type: SSD [ATA INTEL SSDSC2KB48] dev: /dev/sdc

partition ref: 33 125.4GiB, 124.9GiB free mounted: N label: WANOPTXXBF766E7F dev: /dev/sdc1 start: 2048
partition ref: 34 127.4GiB, 127.4GiB free mounted: N label: dev: /dev/sdc2 start: 267245568
partition ref: 35 169.9GiB, 169.9GiB free mounted: N label: dev: /dev/sdc3 start: 534489088

Total available disks: 3

Max SSD disks: 2 Available storage disks: 2




=, E&OExX

1. MEEORE

# config global

# get system interface

== [ port1]

name: port1 status:up  type: physical scan-botnet-connections: disable  src-check: enable  aggregate: To_FW
== [ port2]

name: port2  status:up  type: physical scan-botnet-connections: disable  src-check: enable  aggregate: To_FW
== [ port3]

name: port3 mode: static  management-ip: 0.0.0.0 0.0.0.0 ip: 0.0.0.0 0.0.0.0 status: up  netbios-forward: disable
physical  netflow-sampler: disable sflow-sampler: disable scan-botnet-connections: disable src-check: enable
override: disable ~ wccp: disable  drop-overlapped-fragment: disable  drop-fragment: disable

== [ mgmt1]

name: mgmt1  management-ip: 0.0.0.0 0.0.0.0 ip: 10.186.6.12 255.255.255.0  status: up netbios-forward: disable
physical  netflow-sampler: disable sflow-sampler: disable scan-botnet-connections: disable src-check: enable
override: disable  wccp: disable drop-overlapped-fragment: disable  drop-fragment: disable

==[To_FW]

name: To FW mode: static  management-ip: 0.0.0.0 0.0.0.0 ip:0.0.0.0 0.0.0.0 status:up  netbios-forward: disable
aggregate  netflow-sampler: disable  sflow-sampler: disable  scan-botnet-connections: disable src-check: enable
override: disable ~ wccp: disable  drop-overlapped-fragment: disable  drop-fragment: disable

== [ipv4_internal ]

name: ipv4_internal mode: static management-ip: 0.0.0.0 0.0.0.0 ip: 10.186.4.46 255.255.255.252  status: up

type:

mtu-

type:
mtu-

type:
mtu-

netbios-

forward: disable  type:vlan netflow-sampler: both  sflow-sampler: disable  scan-botnet-connections: disable  src-check:

enable  mtu-override: disable  wccp: disable  drop-overlapped-fragment: disable  drop-fragment: disable
== [ ipv4_external ]
name: ipv4_external mode: static management-ip: 0.0.0.0 0.0.0.0 ip: 10.186.4.42 255.255.255.252  status: up

netbios-

forward: disable  type:vlan netflow-sampler: both sflow-sampler: disable  scan-botnet-connections: disable src-check:

enable  mtu-override: disable ~ wccp: disable  drop-overlapped-fragment: disable ~ drop-fragment: disable

2, EOXGH

# config global

# diagnose hardware deviceinfo nic port1 ( #ZO&R )
=Description :FortiASIC NP6 Adapter

Driver Name :FortiASIC Unified NPU Driver

Name :np6_0

PCI Slot :0000:05:00.0

irq 26

Board :FGT3800D

SN :FG380DTB19800450
Major ID 14

Minor ID 0

lif id 0

lif oid 1160

netdev oid 1160

netdev flags  :1b83
Current_ HWaddr  00:09:0f:09:00:00
Permanent_HWaddr 04:d5:90:4b:27:d6

phy name :port1

bank_id 255

phy_addr :0x40

lane 0

flags 1244002

sw_port 1

sw_np_port 8

vid_phy[6] :[0x02][0x00] [0x00] [0x00] [0x00] [0x00]
vid_fwd[6] :[0x00][0x00][0x00][0x00][0x00][0x00]
oid_fwd[6] :[0x00][0x00][0x00][0x00] [0x00] [0x00]
========== Link Status ==========

Admin up

netdev status :down
autonego_setting:0
link_setting  :1

link_speed 1100000
link_duplex i
Speed 0
Duplex :Half
link_status :Down

rx_link_status :0
int_phy link 0




local_fault :0

local_warning  :0

remote fault  :0

============ Counters ===========
Rx_Internal_Mac_Errors:0

Rx_CRC _Errors 0

rx_carrier 0

Rx_Frame_Too_Longs:0

rx_undersize 0

tx_collision  :0

Rx Pkts 0
Rx Bytes 0
Tx Pkts 0

Tx Bytes 0
Host Rx Pkts  :0
Host Rx Bytes  :0
Host Tx Pkts 0
Host Tx Bytes  :0
Host Tx dropped :0
FragTxCreate  :0

FragTxOk 0
FragTxDrop 0
sw_rx_pkts 0

sw_rx_bytes 0

sw_tx_pkts 0

sw_tx_bytes 0

sw_rx_mc_pkts :0
sw_rx_bc_pkts :0

sw_in_drop_pkts :0

sw_out_drop_pkts:0

3. JeOUAEER

# config global
# get sys interface transceiver
Interface port9 - SFP/SFP+

Vendor Name : FINISAR CORP.

Part No. : FTLX8574D3BCL

Serial No. A2MB1UC
Interface port10 - SFP/SFP+

Vendor Name : FINISAR CORP.

Part No. : FTLX8574D3BCL

Serial No. A2MB1UE
Interface port11 - SFP/SFP+

Vendor Name : FINISAR CORP.

Part No. : FTLX8574D3BCL

Serial No. A2MB1T5
Interface port12 - SFP/SFP+

Vendor Name : FINISAR CORP.

Part No. : FTLX8574D3BCL

Serial No. A2MB1UK

Optical Optical Optical

SFP/SFP+ Temperature Voltage Tx Bias Tx Power Rx Power
Interface (Celsius) (Volts) (mA) (dBm) (dBm)
port9 35.8 335 8.95 -2.6 -33
port10 36.2 3.36 8.98 -2.6 -3.9
port11 35.1 3.37 8.94 -2.7 -33
port12 35.8 3.34 8.92 -2.7 -3.1

++ : high alarm, + : high warning, - : low warning, -- : low alarm, ? : suspect.

4, REONE
# config vdom
# edit root
# diagnose netlink aggregate list
List of 802.3ad link aggregation interfaces:
1 name To_FW status down  algorithm L4 lacp-mode active

5. VLAN E2&

# config vdom
# edit root
# diagnose sys vlan list




total vlan malloc times=0

list vlan info

To _FW ipv6_external vid=006¢
To_FW ipv6_internal vid=006e
To_FW ipv4_external vid=006b
To_FW ipv4_internal vid=006d

6. EOWEAMEE
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7. ARPE%E
# config vdom
# edit root
# get system arp
Address Age(min)  Hardware Addr Interface
192.168.15.2 1 aa:bb:cc:80:a0:00 vlan15
192.168.16.2 1 aa:bb:cc:80:10:00 vlan16

169.254.0.1 = 50:00:00:04:00:06 port7

8. FTIimM down/up #{E
# config vdom

# edit root

# config system interface

# edit port1 (ZFEOBFR)

# set status down

# set status up
# end




M. tEREtEX

1. CPU/RTfF/BERE/ERE

# config global

# get system performance status

CPU states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irq 0% softirq

CPUO states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irq 0% softirq

CPUT states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irq 0% softirq

CPU2 states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irq 0% softirq

CPU3 states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irq 0% softirq

CPU4 states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irq 0% softirq

CPUS states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irq 0% softirq

CPUG states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irq 0% softirq

CPU7 states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irq 0% softirq

CPUS states: 7% user 0% system 0% nice 93% idle 0% iowait 0% irq 0% softirq

CPUQ9 states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irq 0% softirq

CPU10 states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irq 0% softirq

CPU11 states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irq 0% softirq

CPU12 states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irq 0% softirq

CPU13 states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irq 0% softirq

CPU14 states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irq 0% softirq

CPUT15 states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irq 0% softirq

CPU16 states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irq 0% softirq

CPU17 states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irq 0% softirq

CPU18 states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irq 0% softirq

CPU19 states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irq 0% softirq

CPU20 states: 9% user 1% system 0% nice 90% idle 0% iowait 0% irq 0% softirq

CPU21 states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irq 0% softirq

CPU22 states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irq 0% softirq

CPU23 states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irq 0% softirq

CPU24 states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irq 0% softirq

CPU25 states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irq 0% softirq

CPU26 states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irq 0% softirq

CPU27 states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irq 0% softirq

CPU28 states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irq 0% softirq

CPU29 states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irq 0% softirq

CPU30 states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irq 0% softirq

CPU31 states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irq 0% softirq

CPU32 states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irq 0% softirq

CPU33 states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irq 0% softirq

CPU34 states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irq 0% softirq

CPU35 states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irq 0% softirq

CPU36 states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irq 0% softirq

CPU37 states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irq 0% softirq

CPU38 states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irq 0% softirq

CPU309 states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irq 0% softirq

Memory: 132107524k total, 13362652k used (10.1%), 118589048k free (89.8%), 155824k freeable (0.1%)
Average network usage: 36 / 0 kbps in 1 minute, 38 / 6 kbps in 10 minutes, 37 / 7 kbps in 30 minutes
Average sessions: 7 sessions in 1 minute, 8 sessions in 10 minutes, 8 sessions in 30 minutes
Average session setup rate: 0 sessions per second in last 1 minute, 0 sessions per second in last 10 minutes, 0 sessions per second in
last 30 minutes

Average NPU sessions: 0 sessions in last 1 minute, 0 sessions in last 10 minutes, 0 sessions in last 30 minutes
Average nTurbo sessions: 0 sessions in last 1 minute, 0 sessions in last 10 minutes, 0 sessions in last 30 minutes
Virus caught: 0 total in 1 minute

IPS attacks blocked: 0 total in 1 minute

Uptime: 0 days, 5 hours, 44 minutes

2. HE top K&
# config global
# diagnose sys top
Run Time: 0 days, 5 hours and 48 minutes
1U, ON, 0S, 991, OWA, OHI, 0SI, 0ST; 129011T, 115809F
garpd 458 R 50.0 0.0 22
bcm.user 338 S< 7.9 00 8
forticron 433 S 04 00 2
reportd 438 S 0.0 08 0
miglogd 423
miglogd 500
miglogd 508
miglogd 507
miglogd 510
miglogd 503
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A. Si&EX

1. VDOM ID&Z&E

# config global

# diagnose sys vd list | grep index

sname=root/root index=0 enabled fib ver=25 use=83 rt num=1 asym rt=0 sip_helper=0, sip_nat_trace=1, mc_fwd=0, mc_ttl nc=0,
tpmc_sk_pl=0

name=vpn1004/vpn1004 index=1 enabled fib ver=4 use=43 rt num=0 asym rt=0 sip_helper=0, sip_nat trace=1, mc_fwd=0,
mc_ttl_nc=0, tpmc_sk_pl=0

name=FG-traffic/FG-traffic index=2 enabled fib ver=4 use=43 rt num=0 asym rt=0 sip_helper=0, sip_nat trace=1, mc_fwd=0,
mc_ttl_nc=0, tpmc_sk_pl=0

name=vpn1003/vpn1003 index=3 enabled fib ver=4 use=43 rt_num=0 asym rt=0 sip_helper=0, sip nat_trace=1, mc_fwd=0,
mc_ttl_nc=0, tpmc_sk_pl=0

name=vpn1001/vpn1001 index=4 enabled fib ver=4 use=46 rt num=0 asym rt=0 sip_helper=0, sip_nat trace=1, mc_fwd=0,
mc_ttl_nc=0, tpmc_sk_pl=0

name=vpn1002/vpn1002 index=5 enabled fib ver=4 use=43 rt_ num=0 asym rt=0 sip_helper=0, sip nat trace=1, mc_fwd=0,
mc_ttl_nc=0, tpmc_sk_pl=0

name=vsys_hamgmt/vsys_hamgmt index=6 enabled fib_ver=8 use=47 rt_num=3 asym_rt=0sip_helper=0, sip_nat_trace=1, mc_fwd=0,
mc_ttl_nc=0, tpmc_sk_pl=0

name=vsys_ha/vsys ha index=7 enabled fib ver=18 use=53 rt num=7 asym_rt=0 sip_helper=0, sip_nat trace=1, mc_fwd=0,
mc_ttl_nc=0, tpmc_sk_pl=0

name=vsys_fgfm/vsys fgfm index=8 enabled fib ver=4 use=40 rt num=0 asym rt=0 sip_helper=0, sip_nat trace=1, mc_fwd=0,
mc_ttl_nc=0, tpmc_sk pl=0

2. REFIHER
# config global
# diagnose sys session full-stat
session table: table_size=33554432 max_depth=1 used=14
misc info: session_count=7 setup_rate=0 exp_count=0 clash=0
memory_tension_drop=0 ephemeral=0/8454144 removeable=0
npu_session_count=0
nturbo_session_count=0
delete=0, flush=0, dev_down=0/0 ses_flush filters=0
flush_work_num=0
TCP sessions:
2 in ESTABLISHED state
firewall error stat:
error1=00000000
error2=00000000
error3=00000000
error4=00000000
tt=00000000
cont=00000000
ids_recv=00000000
url_recv=00000000
av_recv=00000000
fgdn_count=00000000
fqdn6_count=00000000

3. RIPSIEGR

@ EELEEY

# config global

# diagnose sys session filter src 192.168.15.1 (dE5:4-1R IP)

# diagnose sys session filter dst 114.114.114.114 (i EE&4-ERY IP)
# diagnose sys session filter sport 5001 (dE&4-TRIHO )

# diagnose sys session filter dport 443 (iE&A-BrYERO )

# diagnose sys session filter dst 114.114.114.114 (iLESRMA-BHIIP)
# diagnose sys session filter proto 17 (IEEEH-1Y )

# diagnose sys session filter sintf port1 (iZi&REEO )

# diagnose sys session filter dintf port2 (iZEERYEND )

# diagnose sys session filter vd 2 (g3 VDOM ID )

@ EBEEIRSH
# diagnose sys session filter ( EEAIEITIERS )
session filter:

vd: 2

sintf: 3

dintf: 4




proto: 6

proto-state: any

source ip: 192.168.15.1-192.168.15.1
NAT'd source ip: any

dest ip: 114.114.114.114-114.114.114.114
source port: 5001-5001

NAT'd source port: any

dest port: 443-443

policy id: any

expire: any

duration: any

state1: any

state2: any

® BEEREIIX

# diagnose sys session list ( BEESIEFIZR )

session info: proto=6 proto_state=00 duration=40 expire=23 timeout=0 flags=00000000 sockflag=00000000 sockport=0 av_idx=0
use=4

origin-shaper=

reply-shaper=

per_ip_shaper=

class_id=0 ha_id=0 policy dir=0 tunnel=/ vlan_cos=0/255

state=may_dirty

statistic(bytes/packets/allow_err): org=420/5/1 reply=420/5/1 tuples=2

tx speed(Bps/kbps): 0/0 rx speed(Bps/kbps): 0/0

orgin->sink: org pre->post, reply pre->post dev=16->6/6->16 gwy=192.168.118.1/192.168.35.2
hook=post dir=org act=snat 192.168.15.1:5001->114.114.114.114:443(192.168.118.17:5001)
hook=pre dir=reply act=dnat 114.114.114.114:443->192.168.118.17:5001(192.168.15.1:5001)
src_mac=aa:bb:cc:80:a0:00

misc=0 policy_id=4 auth_info=0 chk client_info=0 vd=2

serial=00005f04 tos=ff/ff app_list=0 app=0 url_cat=0

rpdb_link_id = 00000000

dd_type=0 dd_mode=0

total session 1

@ BEERIETIER
# diagnose sys session filter clear
# diagnose sys session filter
session filter:

vd: any

sintf: any

dintf: any

proto: any

proto-state: any

source ip: any

NAT'd source ip: any

dest ip: any

source port: any

NAT'd source port: any

dest port: any

policy id: any

expire: any

duration: any

state1: any

state2: any




7%, ESEEX

1. BHXREE
@ LRIBEE

# config vdom
# edit NAT (HANFEEERKHN VDOM )
# get router info routing-table all
Routing table for VRF=0
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i-IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default
S* 0.0.0.0/0 [10/0] via 172.16.0.1, npu4_vlink1
[10/0] via 172.16.0.5, npu5_vlink1
[10/0] via 172.16.0.9, npu6_vlink1
[10/0] via 172.16.0.13, npu7_vlink1
[10/0] via 172.16.0.17, npuO_vlink1
[10/0] via 172.16.0.21, npu1_vlink1
[10/0] via 172.16.0.25, npu2_vlink1
[10/0] via 172.16.0.29, npu3_vlink1
36.133.97.172/32 [10/0] is a summary, Null
36.133.98.185/32 [10/0] is a summary, Null
36.133.99.2/32 [10/0] is a summary, Null
36.133.99.23/32 [10/0] is a summary, Null
36.133.99.48/32 [10/0] is a summary, Null
36.133.99.234/32 [10/0] is a summary, Null
36.133.99.241/32 [10/0] is a summary, Null
36.133.100.190/32 [10/0] is @ summary, Null
36.133.100.231/32 [10/0] is a summary, Null
36.133.101.144/32 [10/0] is a summary, Null
36.133.101.154/32 [10/0] is a summary, Null
36.133.101.157/32 [10/0] is a summary, Null
]
]

36.133.104.233/32 [10/0] is a summary, Null
36.133.104.244/32 [10/0] is a summary, Null
172.16.0.0/30 is directly connected, npu4 vlink1
172.16.0.4/30 is directly connected, npu5_vlink1
172.16.0.8/30 is directly connected, npu6_vlink1
172.16.0.12/30 is directly connected, npu7_vlink1
172.16.0.16/30 is directly connected, npu0_vlink1
172.16.0.20/30 is directly connected, npu1_vlink1
172.16.0.24/30 is directly connected, npu2_vlink1
172.16.0.28/30 is directly connected, npu3_vlink1

OO0 NDunLunmnumLunuLmLLnLnnnmnmnnmn

@ B8H database &

# config vdom
# edit NAT (HANFZESEHH VDOM )
# get router info routing-table database
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i-IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
> - selected route, * - FIB route, p - stale info
Routing table for VRF=0
O E2 *> 0.0.0.0/0 [110/10] via 192.168.15.2, vlan15, 00:36:24
O E2 *> 10.10.1.0/24 [110/20] via 192.168.16.2, vlan16, 01:21:08
*> 10.10.4.0/24 [254/0] is a summary, Null
10.10.4.0/24 [10/0] is directly connected, FGT1-to-FGT4 inactive
192.168.15.0/24 [110/1] is directly connected, vlan15, 01:22:03
*> 192.168.15.0/24 is directly connected, vlan15
192.168.16.0/24 [110/1] is directly connected, vlan16, 03:10:04
*> 192.168.16.0/24 is directly connected, vian16
*> 192.168.35.0/24 [110/2] via 192.168.15.2, vlan15, 01:21:09
Routing table for VRF=2
C  *>55.5.0/24 is directly connected, port7

ONoONOoOwVw®




2. OSPF
@ OSPFRZE

# config vdom
# edit NAT ( HENFEEEEKMHEAI VDOM )
# get router info ospf status
Routing Process "ospf 0" with ID 192.168.77.1
Process uptime is 2 hours 47 minutes
Process bound to VRF default
Conforms to RFC2328, and RFC1583Compatibility flag is disabled
Supports only single TOS(TOSO) routes
Supports opaque LSA
Do not support Restarting
SPF schedule delay 5 secs, Hold time between two SPFs 10 secs
Refresh timer 10 secs
Number of incomming current DD exchange neighbors 0/5
Number of outgoing current DD exchange neighbors 0/5
Number of external LSA 2. Checksum 0x0061BB
Number of opaque AS LSA 0. Checksum 0x000000
Number of non-default external LSA 1
External LSA database is unlimited.
Number of LSA originated 1
Number of LSA received 19
Number of areas attached to this router: 1
Area 0.0.0.0 (BACKBONE)
Number of interfaces in this area is 2(2)
Number of fully adjacent neighbors in this area is 2
Area has no authentication
SPF algorithm last executed 00:13:48.950 ago
SPF algorithm executed 10 times
Number of LSA 4. Checksum 0x018d2b

@ OSPFEPE

# config vdom

# edit NAT (EANFEEEIKHAI VDOM )
# get router info ospf neighbor

OSPF process 0, VRF 0:

Neighbor ID Pri  State Dead Time Address Interface
192.168.35.2 1 Full/- 00:00:33 192.168.15.2  vlan15
192.168.16.2 1 Full/- 00:00:36  192.168.16.2  vlan16

3. BGP

® BGPRE

# config vdom

# edit NAT ( HENFEEEEMHEAI VDOM )

# get router info bgp summary

BGP router identifier 192.168.77.3, local AS number 65500

BGP table version is 1

1 BGP AS-PATH entries

0 BGP community entries

Neighbor Vv AS MsgRcvd MsgSent ~ TbIVer InQ OutQ Up/Down State/PfxRcd
192.168.15.1 4 65500 0 0 0 0 O neverActive
Total number of neighbors 1

@ BGP $BfE

# config vdom

# edit NAT ( HEANFEEERHN VDOM )

# get router info bgp neighbors

BGP neighbor is 192.168.15.1, remote AS 65500, local AS 65500, internal link
BGP version 4, remote router ID 0.0.0.0
BGP state = Active
Last read , hold time is 180, keepalive interval is 60 seconds
Configured hold time is 180, keepalive interval is 60 seconds
Received 0 messages, 0 notifications, 0 in queue
Sent 1 messages, 0 notifications, 0 in queue
Route refresh request: received 0, sent 0
Minimum time between advertisement runs is 30 seconds

For address family: IPv4 Unicast

BGP table version 1, neighbor version 0
Index 1, Offset 0, Mask 0x2




Community attribute sent to this neighbor (both)
0 accepted prefixes
0 announced prefixes

For address family: IPv6 Unicast
BGP table version 1, neighbor version 0
Index 1, Offset 0, Mask 0x2
Community attribute sent to this neighbor (both)
0 accepted prefixes
0 announced prefixes

Connections established 0; dropped 0

Next connect timer due in 88 seconds




+. BE#EX

1. WSITEEEE

# config vdom

# edit root

# execute log filter xxxx (ILFEEEEZINEETRNS )

# execute log display (EEHEHE )

21: date=2021-03-03 time=14:57:19 logid="0000000013" type="traffic" subtype="forward" level="notice" vd="root"
eventtime=1614754639 srcip=101:101:: srcport=34474 srcintf="To_FW" srcintfrole="undefined" dstip=202:202:: dstport=20
dstintf="ipv4 _external" dstintfrole="lan" sessionid=100000 proto=6 vrf=32 action="accept” policyid=1 policytype="policy6"
service="tcp/20" dstcountry="Reserved" srccountry="Reserved" trandisp="noop" duration=10 sentbyte=2000 rcvdbyte=1000
sentpkt=0 rcvdpkt=0 appid=6 app="BitTorrent" appcat="P2P" apprisk="high" utmaction="allow" countapp=1 crscore=5
craction=1048576 utmref=100000

22: date=2021-03-03 time=14:57:19 logid="0000000013" type="traffic" subtype="forward" level="notice" vd="root"
eventtime=1614754639 srcip=1.1.1.1  srcport=60000 srcintf="To_FW" srcintfrole="undefined" dstip=2.2.2.2 dstport=20
dstintf="ipv4 external" dstintfrole="lan" sessionid=60000 proto=6 vrf=32 action="accept" policyid=1 policytype="policy"
service="tcp/20" dstcountry="France" srccountry="Australia" trandisp="noop" duration=10 sentbyte=2000 rcvdbyte=1000 sentpkt=0
rcvdpkt=0 appcat="unscanned" utmaction="allow" countapp=1 devtype="iPad" devcategory="None" osname="Apple"
osversion="ver" mastersrcmac="01:01:01:01:01:01"  srcmac="01:01:01:01:01:01"  srcserver=0 dstdevtype="Android Phone"
dstdevcategory="None" dstosname="Android" dstosversion="ver" masterdstmac="02:02:02:02:02:02" dstmac="02:02:02:02:02:02"
dstserver=0 utmref=60000

23: date=2021-03-03 time=14:57:19 logid="0000000013" type="traffic" subtype="forward" level="notice" vd="root"
eventtime=1614754639 srcip=1.1.1.1  srcport=50000 srcintf="To_FW" srcintfrole="undefined" dstip=2.2.2.2 dstport=20
dstintf="ipv4 external" dstintfrole="lan" sessionid=50000 proto=6 vrf=32 action="accept" policyid=1 policytype="policy"
service="tcp/20" dstcountry="France" srccountry="Australia" trandisp="noop" duration=10 sentbyte=2000 rcvdbyte=1000 sentpkt=0
rcvdpkt=0 appcat="unscanned" utmaction="allow" countips=1 crscore=30 craction=8192 devtype="iPad" devcategory="None"
osname="Apple" osversion="ver" mastersrcmac="01:01:01:01:01:01" srcmac="01:01:01:01:01:01" srcserver=0 dstdevtype="Android
Phone" dstdevcategory="None" dstosname="Android" dstosversion="ver" masterdstmac="02:02:02:02:02:02"
dstmac="02:02:02:02:02:02" dstserver=0 utmref=50000

2. DoSHE
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5. RZEBEE
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ol
& root
& user
& admin
& admin
& root

& Admin

& guest

& 1204

& admin

& roat

& Administrator
& admin

& root

LS

Administrator raot login failed from ssh{123.59.185.212) because of imvalid passward
Administrator user login failed from ssh(141.98.80.59) because of invalid password
Administrator admin login failed from 5sh(141.98.50.68) because of invalid password
Administrator admin login failed from ssh(141.98.80.65) because of invalld password
Administrator root login failed from ssh(141.96,80.64) because of invalid password
Delete 120 0ld report files
Administrator Admin ogin tailed from ssh(141.98.80.63) because of invalid password
Administrator guest login failed from ssh(14198 60,60 because of invalid password

1234 login failed 55h(141.98.80.5 invalid password
Administrator admin login falled from ssh(141.98.30.68) because of invalid password
Administratar root login failed from ssh(141.96.80.65) because of Invalid password

Administrator Administrator login failed from ssh(141.98.80.64) because of invalid password

Administrator admin login falled from ssh{141.98.80.63) because of invalld password
Administratar raot login failed from ssh(141.6.80.60) because of invalid password

fl by quard 3reached TTL.
Delete 120 old report files
fil by quard 2reached TTL.
by quard 2 reached TTL.
by quard 2reached TTL.
fil by quard 2 reached TTL.
& by quard & reached TTL.
Delete 120 0ld report files
4 by quard 4reached TTL.
Delete 120 0/d report fles
fil byquard , 3reached TTL.
4 by quard 4reathed TTL.
4l by quard 4 reached TTL.
3 by quard Sreached TTL.
fil by quard 2reached TTL.

€|[c| 1 11687 > | » | [#H:83343)

B

Admin loginfailed

Admin login failed

Admin login failed

Admin login failed

Admin login failed

Outdated report files deleted

Admin login failed

Admin login failed

Admin login failed

Admin login failed

Admin login failed

Admin login failed

Admin login failed

Admin login failed

Files dropped due to poor network connection
Outsated report files deleted

Files dropped due to poor network connection
Files dropped due to poor netwerk connection
Files dropped du to poor network connection
Files dropped due to poor network connection
Files drapped due to poor network connection
Outdated report files deleted

Files dropped due to poor network connection
Outdated report fles deleted

Files dropped due to poor network connection
Files dropped due to poor netwerk connection
Files dropped due to poor network connection
Files dropped due to poor netwerk connection
Files dropped due to poor network connection
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I\, BEFHIE

1. Ping iz

# config vdom

# edit NAT ( #A\FEZ ping fllifAY VDOM )
# execute ping 114.114.114.119

¥ ping-options , ELAMKE ping BAIA/N , ping BN, ping BAIR IP EHEE
FGT# execute ping-options ?

execute ping-options adaptive-ping <enable|disable>
execute ping-options data-size <bytes>

execute ping-options df-bit {yes | no}

execute ping-options pattern <2-byte_hex>

execute ping-options repeat-count <repeats>
execute ping-options source {auto | <source-intf_ip>}
execute ping-options timeout <seconds>

execute ping-options tos <service_type>

execute ping-options ttl <hops>

execute ping-options validate-reply {yes | no}

execute ping-options view-settings

# execute ping-options source 192.168.112.2

# execute ping 114.114.114.114

PING 114.114.114.114 (114.114.114.114): 56 data bytes

64 bytes from 114.114.114.114: icmp_seq=0 ttI=67 time=281.6 ms
64 bytes from 114.114.114.114: icmp_seq=1 tt|=64 time=282.1 ms
64 bytes from 114.114.114.114: icmp_seq=2 ttl=65 time=273.9 ms
64 bytes from 114.114.114.114: icmp_seq=3 ttI=57 time=277.7 ms
64 bytes from 114.114.114.114: icmp_seq=4 ttI=81 time=281.3 ms

--- 114.114.114.114 ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 273.9/279.3/282.1 ms

# execute ping-options reset

2. Traceroute iz

# config vdom
# edit NAT ( #ENZEE traceroute JUSHAY VDOM )
# execute traceroute 114.114.114.114

¥ ping-options , LANIRE ping BRIAN , ping 8N, ping BRIR IP EHHER
FGT# execute traceroute-options source 192.168.112.2

# execute traceroute 114.114.114.114
traceroute to 114.114.114.114 (114.114.114.114), 32 hops max, 3 probe packets per hop, 84 byte packets
1 122.100.206.11 63.567 ms 62.221 ms 59.206 ms
2 122.100.200.1 54.582ms 45.155ms 50.825 ms
3 18293.63.225 53424 ms 76430 ms 71.445 ms
4 202.175.54.157 63.079 ms 61.107 ms 57.033 ms
5 202.175.0.54 60.885ms* 67.641 ms
6 154.184.121 77.068 ms 60.769 ms 65.329 ms
7 1545487121 217.492ms 217.488 ms 211.743 ms
8 154.54.42.149 195.754 ms 197.387 ms 217.347 ms
9 154.54.86.109 230.846 ms 229.508 ms 210.235 ms
10 154.54.4298 221.108 ms 249.138 ms 237.969 ms
11 154.5431.90 230.480 ms 233.100 ms 242.183 ms
12 154.5444.170 271583 ms 241.412ms 257.967 ms
13 154.54.89.2 268326 ms 254575 ms 273416 ms
14 38.14258.114 275.943 ms 271.183 ms 253.467 ms
15 23.237.126.230 267.321ms 265119 ms 254.339 ms
16 *23.237.136.242 271.085 ms 264.557 ms
17 114114114114 265.090 ms 246.551 ms 262.582 ms




3. Session List 2IEEE
BERERIE
# config vdom
# edit NAT ( HAANFEEEESER VDOM )
# diagnose sys session filter dst 114.114.114.114
# diagnose sys session filter dport 53
# diagnose sys session filter
session filter:
vd: any
sintf: any
dintf: any
proto: any
proto-state: any
source ip: any
NAT'd source ip: any
dest ip: 114.114.114.114-114.114.114.114
source port: any
NAT'd source port: any
dest port: 53-53
policy id: any
expire: any
duration: any
statel: any
state2: any
# diagnose sys session list

session info: proto=17 proto_state=00 duration=348 expire=40 timeout=0 flags=00000000 sockflag=00000000 sockport=0 av_idx=0
use=4

origin-shaper=

reply-shaper=

per_ip_shaper=

class_id=0 ha_id=0 policy_dir=0 tunnel=To_Macau/ helper=dns-udp vlan_cos=255/255
state=log local nds

statistic(bytes/packets/allow_err): org=31649/461/1 reply=0/0/0 tuples=2

tx speed(Bps/kbps): 0/0 rx speed(Bps/kbps): 0/0

orgin->sink: org out->post, reply pre->in dev=0->64/64->0 gwy=0.0.0.0/0.0.0.0
hook=out dir=org act=noop 111.204.123.114:1109->114.114.114.114:53(0.0.0.0:0)
hook=in dir=reply act=noop 114.114.114.114:53->111.204.123.114:1109(0.0.0.0:0)
misc=0 policy_id=0 auth_info=0 chk_client_info=0 vd=0

serial=000a4dc3 tos=ff/ff app_list=0 app=0 url_cat=0

rpdb_link_id = 00000000

dd_type=0 dd_mode=0

npu_state=00000000

no_ofld _reason: local

ERIRERIE

# config vdom
# edit NAT ( HAANFEEEESIER VDOM )
# diagnose sys session filter clear
# diagnose sys session filter dst 114.114.114.114
# diagnose sys session filter dport 53
# diagnose sys session filter
session filter:
vd: any
sintf: any
dintf: any
proto: any
proto-state: any
source ip: any
NAT'd source ip: any
dest ip: 114.114.114.114-114.114.114.114
source port: any
NAT'd source port: any
dest port: 53-53
policy id: any
expire: any
duration: any
state1: any
state2: any
# diagnose sys session clear
# diagnose sys session filter clear




4. Sniffer e

MEH<S

# config vdom

# edit NAT ( HEAFZHEA VDOM )

# diagnose sniffer packet any "host 172.16.1.100 and icmp" 4 //3N 172.16.1.100 A9 ICMP &

# diagnose sniffer packet any "host 172.16.1.100 and tcp" 4 //4172.16.1.100 £9 TCP &

# diagnose sniffer packet any "host 172.16.1.100 and udp" 4 //4172.16.1.100 9 UDP &

# diagnose sniffer packet any "host 172.16.1.100 and tcp port 443" 4 //4172.16.1.100 B https B9&

# diagnose sniffer packet any "host 172.16.1.100 and !tcp port 22" 4 //3M 172.16.1.100 BHE ssh {98

# diagnose sniffer packet any "host 172.16.1.100 and port 10000" 4 //4172.16.1.100 B TCP/UDP-Port=10000 F9€

# diagnose sniffer packet any "host 114.114.119.119 and icmp" 4 0a  // &% 0 BRARENTEANE |, 155 a FRETENATEE | a
RN AT X AYAE IR A]

# diagnose sniffer packet any "host 114.114.119.119 and icmp" 4 0|  // #5 0 FABREHMEANE , 1 | FREHOMRER , | &
TEBENXIEISETE , BRERIERXNSH , MREEE—H

# diagnose sniffer packet any "host 114.114.119.119 and icmp" 4 0 |
interfaces=[any]
filters=[host 114.114.119.119 and icmp]

2021-03-03 16:45:09.242113 p1v21in 192.168.112.119 -> 114.114.119.119: icmp: echo request
2021-03-03 16:45:09.242154 wan1 out 111.204.123.114 -> 114.114.119.119: icmp: echo request
2021-03-03 16:45:09.255510 wan1 in 114.114.119.119 -> 111.204.123.114: icmp: echo reply
2021-03-03 16:45:09.255522 p1v21 out 114.114.119.119 -> 192.168.112.119: icmp: echo reply
2021-03-03 16:45:09.255523 port1 out 114.114.119.119 -> 192.168.112.119: icmp: echo reply
2021-03-03 16:45:10.247347 p1v21 in 192.168.112.119 -> 114.114.119.119: icmp: echo request
2021-03-03 16:45:10.247357 wan1 out 111.204.123.114 -> 114.114.119.119: icmp: echo request
2021-03-03 16:45:10.258293 wan1 in 114.114.119.119 -> 111.204.123.114: icmp: echo reply
2021-03-03 16:45:10.258300 p1v21 out 114.114.119.119 -> 192.168.112.119: icmp: echo reply
2021-03-03 16:45:10.258302 port1 out 114.114.119.119 -> 192.168.112.119: icmp: echo reply
2021-03-03 16:45:11.252070 p1v21 in 192.168.112.119 -> 114.114.119.119: icmp: echo request
2021-03-03 16:45:11.252078 wan1 out 111.204.123.114 -> 114.114.119.119: icmp: echo request
2021-03-03 16:45:11.263058 wan1 in 114.114.119.119 -> 111.204.123.114: icmp: echo reply
2021-03-03 16:45:11.263063 p1v21 out 114.114.119.119 -> 192.168.112.119: icmp: echo reply
2021-03-03 16:45:11.263065 port1 out 114.114.119.119 -> 192.168.112.119: icmp: echo reply
2021-03-03 16:45:12.254988 p1v21 in 192.168.112.119 -> 114.114.119.119: icmp: echo request
2021-03-03 16:45:12.254997 wan1 out 111.204.123.114 -> 114.114.119.119: icmp: echo request
2021-03-03 16:45:12.266359 wan1 in 114.114.119.119 -> 111.204.123.114: icmp: echo reply
2021-03-03 16:45:12.266364 p1v21 out 114.114.119.119 -> 192.168.112.119: icmp: echo reply
2021-03-03 16:45:12.266366 port1 out 114.114.119.119 -> 192.168.112.119: icmp: echo reply

5. Debug flow JBER7

BERRERS :

Debug Flow &< ##f : diagnose debug flow filter addr xx.x.x //ALiEEA IP

diagnose debug flow show function-name enable [/ BRIREERETR

diagnose debug flow trace start 999 //FFi3 debug flow trace FH&7= 999 £ debug E8
diagnose debug enable //FF/E debug %

diagnose debug flow trace stop //3%7 debug flow trace

diagnose debug flow filter clear [/ EBRTIEE

diagnose debug disable //3%i7] debug @<

iagnose debug reset //EERER debug <

#FH debug flow 2451 1 : #1EY 10.10.10.100 B ICMP {378 debug flow i
diagnose debug reset
diagnose debug console timestamp enable

diagnose debug flow filter addr 10.10.10.100
diagnose debug flow filter proto 1

diagnose debug flow show function-name enable
diagnose debug flow trace start 100

diagnose debug enable

EH debug flow 245 2 : 4EY 10.10.10.100 B TCP i%[A 10443 §YiiiE debug flow s
diagnose debug reset
diagnose debug console timestamp enable

diagnose debug flow filter addr 10.10.10.100
diagnose debug flow filter proto 6

diagnose debug flow filter port 10443

diagnose debug flow show function-name enable
diagnose debug flow trace start 100




diagnose debug enable

EF debug flow 25451 3 : #1(BY 10.10.10.100 B UDP i%[A 500 AYifiE debug flow A
diagnose debug reset
diagnose debug console timestamp enable

diagnose debug flow filter addr 10.10.10.100

diagnose debug flow filter proto 17

diagnose debug flow filter port 500

diagnose debug flow show function-name enable

diagnose debug flow trace start 100

diagnose debug enable

Debug Flow £55Rf55%4] debug flow BIBIZS : % debug flow Bz
diagnose debug disable

diagnose debug reset

2531 -

# config vdom

# edit NAT ( ENFEZEEERHI VDOM )

# diagnose sys session filter dst 202.106.1.100
# diagnose sys session clear

# diagnose debug reset
# diagnose debug console timestamp enable

# diagnose debug flow filter addr 202.106.1.100

# diagnose debug flow filter proto 1

# diagnose debug flow show function-name enable
# diagnose debug flow trace start 10

# diagnose debug enable

IEEi&{SH Debug Flow {58 :

2016-11-04 02:37:25 id=20085 trace id=31 func=print pkt detail line=4478 msg="vd-root received a packet(proto=1,
172.16.1.100:768->202.106.1.100:8) from port9. code=8, type=0, id=768, seq=768."

2016-11-04 02:37:25 id=20085 trace_id=31 func=init_ip_session_common line=4629 msg="allocate a new session-00082e36"
2016-11-04 02:37:25 id=20085 trace_id=31 func=vf_ip4_route_input line=1596 msg="find a route: flags=00000000 gw-202.106.1.100
via port10"

2016-11-04 02:37:25 id=20085 trace_id=31 func=fw_forward_handler line=675 msg="Allowed by Policy-6: SNAT"

2016-11-04 02:37:25 id=20085 trace_id=31 func=__ip_session_run_tuple line=2606 msg="SNAT 172.16.1.100->202.106.1.1:62464 "

2016-11-04 02:37:25 id=20085 trace id=32 func=print _pkt detail line=4478 msg="vd-root received a packet(proto=1,
202.106.1.100:62464->202.106.1.1:0) from port10. code=0, type=0, id=62464, seq=768."

2016-11-04 02:37:25 id=20085 trace_id=32 func=resolve ip tuple fast line=4539 msg="Find an existing session, id-00082e36, reply
direction”

2016-11-04 02:37:25 id=20085 trace id=32 func=__ip_session_run_tuple line=2620 msg="DNAT 202.106.1.1:0->172.16.1.100:768"
2016-11-04 02:37:25 id=20085 trace_id=32 func=vf_ip4_route_input line=1596 msg="find a route: flags=00000000 gw-172.16.1.100
via port9 “

%4 debug flow :
diagnose debug disable
diagnose debug reset
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1. BHEE
@ ERHSEN Web 7@ , SEALAERWES admin , HEERE , AT &0 KH , MEEBHTHFRT.

== FortiGate 3800D  SXXY-PSC-P9F2-3800D-1

[« =351 - . . _ FortiGate 3800D
RAHES X - | EER

YL v v6.0.7 build9227 (GA)
E#l#%  SXXY-PSC-P9F2-3800D-1 @ssH @ rHTe @ Fortixplorer
& RAER »
admin

super_admin

) ) ) 71  FG3goDTB19800450 SR 0 | =
~X Security Fabric > showonly showonly &i| O & 4
+ s > || B v6.0.7 build9227 (GA) D08 | o mumm
& FoEE > | EE @ E BT | o am
B HEE SR > AR 2021/03/04 16:14:58
& S2pwf > EEE 02045001
= WIFI5 SRS > v
i BE & RE
HA IR i | FE o F i-
Lot Exh-#sh rtiCare Support
A FG-HA i1t Firmware & General Updates
k3 * IPS

SLRETIE)  02:04:46:53

PRAEME 02:04:46:58

FortiClient 0/10 VDOM 4/10 FortiToken 0/0
e
v

@ SEEEEER ., FAoRFM PC, RIERRERERENE , mEMiARE,

== FortiGate 3800D  SXXY-PSC-P9F2-3800D-1

Q2R > BORARE
@ UFER >
_ w@ B voom
¥4 Security Fabric >

&E USBEL S
+ R g e ]
& REEE >

A el

8 weREXH , “
= WiFi 5 A5 8 »
L B &IRE >

Q EEREFRTFIRE, UREEXHETR.

=2 FortiGate 3800D  S)XXY-PSC-P9F2-3800D-1

@2/ v | EHRARE
& ER > ] [E#E3TF SXXY-PSC-POF2-3800D-1_202103...
piclE=| VDOM
NX Security Fabric > m ERETH:
S35 USBREEE
& W& > nE o SXXY-PSC-POF2-3800D-1_20210304_1641.conf
o REEE N MR WHE (753 KB)
¢ 3RiH:  http:/)192.168.84.249
B RS & & >
$T7F, @ Sublime Text (B8IA)
= WIFiS R 5 3 > O Bk
L B & RE >
i




2. kEEE
@ ERSSEH Web BE , ShALASEWE admin , HETRS , &t "R B , WERESHTRE.

FortiGate 3800D SXXY-PSC-P9F2-3800D-1

[« =351 - . . = FortiGate 3800D
ROHER ¥ oi- || EBHEA .
& BFE . 0 @ o v6.0.7 build9227 (GA)
2 . _ _ SSH HTTP FortiExplorer
EHlE SXXY-PSC-P9F2-3800D-1 . ’ J—— \
% Securi . FFFIS  FG380DTB19800450 admin  super_admin D==)
% Security Fabric b showonly showonly O & ||D & 4
+ W > || B v6.0.7 build9227 (GA) D BE] o marmm
o R > | EE © S8BT | o
B RE SR > ALAN 2021/03/04 16:46:35
8 REMEXHF > @R 02:05:21:38
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B Ezh-ilizh <. FortiCare Support

e FG-HA <.: Firmware & General Updates
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FUEET(E] 02:05:18:29 i RAE

R 02:05:18:35 i Webid il

FortiClient 0/10 VDOM 4/10 FortiToken 0/0
| .roc |
v

@ CEERE 2" WEBEE A PC" , Rt EERE | ERREXH | NREE RTINS | NFEEENESE.
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& R -
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A
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1.
@

PR

FEIR

BITANEERRRE.
config global
exe sensor list

72 PS1VIN

73 PS1 VOUT_12V
74 PS1 1IN

75 PS1 10UT_12V
76 PS1 POUT

77 PS1 Temp 1

78 PS1 Temp 2

79 PS1 Temp 3

80 PS1 Fan 1

81 PS1 Status

82 PS2 VIN

83 PS2 VOUT_12V
84 PS2 IIN

85 PS2 |IOUT_12V
86 PS2 POUT

87 PS2 Temp 1

88 PS2 Temp 2

89 PS2 Temp 3

90 PS2 Fan 1

91 PS2 Status

alarm=1 value=0 threshold status=0x7
alarm=1 value=-0.064 threshold_status=0x7
alarm=0 value=0 threshold status=0
alarm=0 value=0 threshold_status=0
alarm=0 (not detected)
alarm=0 value=18 threshold_status=0
alarm=0 (scanning disabled)
alarm=0 value=20 threshold_status=0
alarm=1 value=0 threshold_status=0x7
alarm=1
alarm=0 value=236 threshold_status=0
alarm=0 value=12.221 threshold_status=0
alarm=0 value=1 threshold_status=0
alarm=0 value=17.5 threshold_status=0
alarm=0 (not detected)
alarm=0 value=26 threshold_status=0
alarm=0 value=32 threshold_status=0
alarm=0 value=52 threshold_status=0
alarm=0 value=4224 threshold_status=0
alarm=0

@ REEENHEERFATHNERAT.
& (U >z & ommuns M- oas
% Security Fabric ) (= B P s HE BEER
e FortiView > |1 2021/03/0418:08:36 W admin  Edit system.global Attribute configured
o3 i > 2 2021/03/04 18:07:53 m admin Administrator admin timed out on console Admin logout successful
o EREER s 3 25%E [ L] Performance statistics: average CPU: 0, memory: 14, concurrent sessions: 10, setup-rate: 0 System performance statistics
»HELHE N 4 249E L] admin Administrator admin logged in successfully from https(192.168.91.254) Admin login successful
5 24WE unknown Administrator unknown login failed from https(192.168.91.254) because of an internal error  Admin login failed
8 REEEXH > 3 . 3 X . X
& 24EhEl T admin  Administrator admin login failed from https(192.168.91.254) because of invalid password  Admin login failed
DREER L7 AzwE ] admin  Administrator admin logged in successfully from console Admin login successful
& APeiad > L8 A5EE mmm PS1 Fan 1 failure: 0.00 (at or below lower non-recoverable threshold) Fan anomaly
F WIFIS5 BT 2 3 9 SoOEEr (1] PS1 Status input lost: 9.00 Power supply failed
| o | 10 SEEmI (1] PS1VIN voltage out of range: 0.00 (at or below lower non-recoverable threshold) Voltage anomaly
e 11 558 (1] PS1Fan 1is normal: 2560.00 Fan narmal
12 54480 (T PS1 Status is normal Power supply restored
Finm 13 546 T P51 VIN voltage is normal: 236.00 Voltage normal
RERE 14 7 44E1 (1] Performance statistics: average CPU: 0, memory: 14, concurrent sessions: &, setup-rate:0  System performance statistics
15 758 ] DHCP statistics DHCP statistics
mmms 16 12 3480 - Performance statistics: average CPU: 0, memory: 14, concurrent sessions: &, setup-rate:0  System performance statistics

RERIREO ST RN,

RERIRHIERA  E5T#T HA DR B S ERERIBIRIEHINERRE REULGSHITERREE
BERE TR,
27




2. SRR
@ EENRRIRSSH.

# config global
# get sys interface transceiver <port id>
Interface port11 - SFP/SFP+

Vendor Name : FINISAR CORP.
Part No. : FTLX8574D3BCL
Serial No. A2MB1T5

Measurement Unit Value

High Warning Low Warning Low Alarm

Temperature (Celsius) 34.5

Voltage (Volts) 3.37
Tx Bias (mA) 9.00
Tx Power (dBm) -2.6
Rx Power (dBm) -33

++ : high alarm, + : high warning, - : low warning, -- : low alarm, ? : suspect.

@ WMRNEHIRSHIEM , ST HA ik | IkREWSS  BRIIZERGERSLE,
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