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1. MR

I ™y e s ™,
Port1:192.168.91.32 192.168.91.37 192.168.90.37
FGT I o I NAT Gateway | 192 153.90.39| Strongswan ‘
A A A A AN wy
Port2:192.16.1.1 192-r62-1
192.16.1.0/24 192.16.2.0/24

RN LGSR
FGT i Strongswan i, NAT Gateway i NAT;
NAT Gateway [FIIF LSS T FGT portl 4% 1 udp 500 F1 4500 i 1145 Strongswan;

2. WERAE

FortiGate: v6.2.7

Strongswan: v5.7.2

3. £ Centos7 %3 Strongswan

%% epel Y&: yum install epel-release

%% strongswan: yum install strongswan

ZAESE A G Strongswan Fi A

[root@localhost ~l# strongswan version
Linux strongSwan |U5.7.2FK3.10.0-957.el/.x86_64
University of Applied Sciences Rapperswil, Switzerland
See 'strongswan --copyright' for copyright information.

Strongswan B RRA T IS B R, NS RS

Strongswan B W : https://www.strongswan.org/

Strongswan %1% : https://wiki.strongswan.org/projects/strongswan/wiki/Swanctlconf


https://www.strongswan.org/
https://wiki.strongswan.org/projects/strongswan/wiki/Swanctlconf
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4. Strongswan it &
4. 1. Fe i eA

Configuration Files

General Options 1

EFRE

* strongswan.conf file
+ strongswan.d directory

Used by swanctl and the preferred vici plugin

« swanctl.conf file EFEA
+ swanctl directory

* Migrating from ipsec.conf to swanctl.conf

Used by starter and the deprecated stroke plugin
« ipsec.conf file ioHE, FEEEEA

» ipsec.secrets file
s ipsec.d directory

Management Commands

+ The powerful swanctl command starts, stops and monitors IPsec connections. W=
» The legacy ipsec command is deprecated but currently still supported. 953, &=

1. BRI At
https://wiki.strongswan.org/projects/strongswan/wiki/UserDocumentation

2. 4§ swanctl 1 starter B, 75 ZLEC E SO 2 S AN F 1

3. Hf#H swanctl B, JE Bl ARSS A& strongswan-swanctl; i starter B, J5 shilk%s
& strongswan;

4. ipsec.conf 7] sdwanctl.conf fic & iTF% -

https://wiki.strongswan.org/projects/strongswan/wiki/Fromipsecconf

5. A4 B Y AT swanctl,


https://wiki.strongswan.org/projects/strongswan/wiki/UserDocumentation
https://wiki.strongswan.org/projects/strongswan/wiki/Fromipsecconf
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4. 2.Strongswan Bt B

Strongswan fic & 2%
https://wiki.strongswan.org/projects/strongswan/wiki/Swanctlconf
a3 man swanctl.conf

Strongswan it & H %1
https://wiki.strongswan.org/projects/strongswan/wiki/UsableExamples

M swanctl.conf Fit & 7] L M strongswan 215202417 conf.d H 3¢ K PL.conf 45 & KR

B

[root@localhost ~]# grep -Ev #["$' /etc/strongswan/swanctl/swanctl.conf

include conf.d/*.conf

B e B S

vim /etc/strongswan/swanctl/conf.d/swanctl.conf
connections {
#IPSEC % #5
vpnl {
#IKE WiiA, 13K~ IKEVL, 2 &R IKEV2

version =1

#3H IPSEC VPN ik

local_addrs = 192.168.90.39

#5%] i IPSEC VPN Hihik

remote_addrs = 192.168.90.37

#IPSEC [ B — s £k

proposals = aes128-shal-modp2048

# PRt yes, FEEEE no, ERIASE no

aggressive = yes

#dpd ol 5] b

dpd_delay = 5s

#DPD A& E I I 1]

dpd_timeout = 15s

#A AR

local{
#METT R psk L ZFBEA
auth = psk
#AHD id


https://wiki.strongswan.org/projects/strongswan/wiki/Swanctlconf
https://wiki.strongswan.org/projects/strongswan/wiki/UsableExamples
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id = 192.168.90.39

}
# X IE
remote{
#5451 vt id
id =192.168.91.32
auth = psk
}
#IPSEC [frt — &
children {
HT B AR, WA 2RO, FTUE 24, W vpn2{xxx}
vpnl {
#oT By AR
esp_proposals = aes128-shal-modp2048
BN SR
local_ts =192.16.2.0/24
AT i S R AT
remote_ts =192.16.1.0/24
#IPSEC Fi% i 155,
mode = tunnel
# 24 dpd I 2 O 23 37 B E BT R 2 IKE PR
dpd_action = restart
#24 nEAC B AT 3R
start_action = trap
}
}
}
}
#ELIBCE
secrets {
# IKE preshared secret section for a specific secret.
ike-vpnl {
#IL R A
secret = "fortinet"
#HiZ LAV T, W id e id = Y%any, RoRULECHTE
id =192.168.91.32
}



E:EHTInEt FGT 5 Strongswan %57 IPSEC VPN

4.3. I8N A

start_action: 5 N#E T & I AT I B01E
BN none: AN, IREAGEH KPR
trap: E R LMK WIS, MxPu RS E, EAKIA T DL R P
start: /3RS BT E R E, H2x 0 ESWE, ASEREDE, it
B AR P
T K& IPSEC Whrifir4: swanctl —-initiate --child <name> (Ffr B — B4 #5)

local{
id = 192.168.90.39 #A4Hh ID
}
remote{
id = 192.168.91.32 #X} i 1D
}
secrets {
ike-vpnl {
HZILERVH R T
id=192.168.91.32
}
}

id R IPSEC i) 5473, BREIET IP HhEFRIR;

WMRAEAE NAT WIS, B&K IP bk & e, HEmLiEe id, W
10=192.168.91.32;

o A] LLgFH fqnd 287, 40 fadn:testd; [F)A% X st 4 B 0k I 2R AU AT id, % id = Y%any
NGNS

ike-vpnl & secrets T —ZHAREH, H P EK id 245 remote H11) id XTR, A RE
Bef b5 2% id AZE i id = %any, FoRILELATA .
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4. 4. Strongswan Hi&

HERES%:
man strongswan.conf # LOGGER CONFIGURATION #5;
vim /etc/strongswan/strongswan.conf

7t charon{}H s nis B SO H A&, WERAEE, BN HE 24 #l/var/log/messages

charon {
#filelog &R ft 7, & XRMHE
filelog {
#HAFR
charon {
#H B AR

path = /var/log/charon.log
# H &A%
time_format = %b %e %T
# HEHER ike LR
ike_name = yes

# TR A H S
append = no

# BT H B4
default =1

# RHTRE— 47 24
flush_line = yes

# 8 BT RHEL, 7 default X1 3EHIE
cfg=4
ike =2

}
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HEZ5): https://wiki.strongswan.org/projects/strongswan/wiki/LoggerConfiguration

Levels and Subsystems/Groups

The IKE daemon knows different numerical levels of logging, ranging from -1 to 4:

-1: Absolutely silent

0: Very basic auditing logs, (e.g. SA up/SA down)

: Generic control flow with errors, a good default to see whats going on
: More detailed debugging control flow

: Including RAW data dumps in hex

: Also include sensitive material in dumps, e.g. keys

N N

Each logging message also has a source from which subsystem in the daemon the log came from:

app: applications other than daemons

asn: Low-level encoding/decoding (ASN.1, X.509 etc.)

cfg: Configuration management and plugins

chd: CHILD_SA/IPsec SA

dmn: Main daemon setup/cleanup/signal handling

enc: Packet encoding/decoding encryption/decryption operations
esp: libipsec library messages

ike: IKE_SA/ISAKMP SA

imc: Integrity Measurement Collector

imv: Integrity Measurement Verifier

job: Jobs queuing/processing and thread pocl management

knl: IPsec/Networking kernel interface

lib: libstrongswan library messages

mgr: IKE_SA manager, handling synchronization for IKE_SA access
net: IKE network communication

pts: Platform Trust Service

tls: libtls library messages

tnc: Trusted Network Connect


https://wiki.strongswan.org/projects/strongswan/wiki/LoggerConfiguration
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4.5. RGEE

SR A B K die
systemctl stop firewalld
systemctl disable firewalld

% [ Selinux:

[root@localhost
[root@localhost ~]# getenforce #%% Selinux JR7&
Permissive

7K A< 4] Selinux:

vim /etc/selinux/config

[root@localhost ~]# grep dis /etc/selinux/config
# disabled - No SELinux policy is loaded.
SELINUX=disabled

ﬁD%T?@Pﬂ Selinux, Strongswan J& ¥ L% JE 5 .

56:21 localhost

setroubles shoot: SELinux is preventing /usr/sbin/swanct] from read access on the directory charon. For complete SELinux messages run
79-887

nting sbin/swanct] from read access on the directory charon. 012401 Plugin catchall (100. confide
i et I it e el S reniiel o eierE | ccess on the na -on directory by default.#012Then you sho
S ey IOt el e AEEet DD AT ) TS, CetCas (o Tor) (7 et s CTeee) oG

bug.#012You can genera

FERAHR

cat >> /etc/sysctl.conf << EOF
# JF R K
net.ipv4.ip_forward=1
net.ipv6.conf.all.forwarding=1

## 2EIFE A, ARk ICMP EE R

net.ipv4.conf.all.accept_redirects =0
net.ipv4.conf.all.send_redirects =0

EOF

sysctl —p
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4. 6.

Ja 3 Strongswan RS

JA 3l strongswan AR %%, FEEHIFHLE B

[root@localhost ~]# systemctl start strongswan-swanctl
[root@localhost ~]# systemctl enable strongswan-swanctl

[root@localhost ~]# systemct] status strongswan-swanctl

® strongswan-swanctl_s

e - strongSwan IPsec IKEvl/IKEv2 daemon using swanctl

enabled; vendor preset: disabled)

Loaded: loaded usr/lib/systemd/system/strongswan-swanctl.service;
Active: [active (running)]since — -04-19 14:13:59 cST; 2s ago
Process: 89 X t=/usr/sbin/swanct] --Toad-all

Main PID:
Status:
Tasks:
Memory:
CGroup:

2.3m

:00
:00
:00
:00
:00
:00
:00
:00
:00
:00

AR RAARRARR
I IO 0TI 0 0T T T
[ =

o

localhost.
localhost.
localhost.
localhost.
localhost.
localhost.
localhost.
localhost.
Tocalhost.
Tocalhost.

8914 (charon-systemd)
igharon—systemd running, strongswan 5.7.2, Linux 3.10.0-957.e17.x86_64, x86_64"
7

localdomain
localdomain
localdomain
localdomain
localdomain
localdomain
localdomain
localdomain
localdomain
Tocaldomain

/system.slice/strongswan-swanct].service
L8914 /usr/sbin/charon-systemd

charon-systemd[8914] :
charon-systemd[8914

charon-systemd[8914
charon-systemd[8914
charon-systemd[8914
charon-systemd[8914
charon-systemd[8914
charon-systemd[8914
charon-systemd[8914
charon-systemd[8914]:

00[CFG]
00[CFG]
00[CFG]
00[CFG]
00[CFG]
00[LIB]
00[3J0B]
16[NET]
14 [CFG]
06[CFG]

--noprompt (code=exited, status=0/SUCCESS)

Toading secrets from '/etc/strongswan/ipsec.secrets’

opening triplet file /etc/strongswan/ipsec.d/triplets.dat failed:
loaded 0 RADIUS server configurations

HA config misses local/remote address

no script for ext-auth script defined, disabled

Toaded plugins: charon-systemd pkcsll tpm aesni aes des rc2 sha2 shal mdd mdS mg...link re
spawning 16 worker threads

waiting for data on sockets

Toaded IKE shared key with id 'ike-vpnl' for:
added vici connection: vpnl

No such file o...rectory

'192.168.91.32"
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5. FGT it B

Ko IPSEC

config vpn ipsec phasel-interface
edit "to-strongswan"
set interface "port1"
set mode aggressive
set peertype any
set net-device disable
set proposal aes128-shal
#UNR strongswan 8 5E 7 id A1 id-28%Y, FGT i th EAH A 15 &
set localid-type address
set auto-negotiate disable
set dpd on-idle
set dpd-retrycount 3
set dpd-retryinterval 5
set dngrp 14
set remote-gw 192.168.90.39
set psksecret fortinet
next
end

config vpn ipsec phase2-interface
edit "to-strongswan"
set phaselname "to-strongswan"
set proposal aes128-shal
set replay disable
set src-subnet 192.16.1.0 255.255.255.0
set dst-subnet 192.16.2.0 255.255.255.0
next
end
He &
config firewall policy
edit 1
set name "test1"
set srcintf "port2"
set dstintf "to-strongswan"
set srcaddr "all”
set dstaddr "all"
set action accept
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set schedule "always"
set service "ALL"
next
edit 2
set name "test2"
set srcintf "to-strongswan"
set dstintf "port2"
set srcaddr "all"
set dstaddr "all"
set action accept
set schedule "always"
set service "ALL"
next
end
P B % FH
config router static
edit 1

set dst 192.16.3.0 255.255.255.0

set device "to-strongswan"
next
end
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6.

RERE

FGT IPSEC IR%

& Refresh B ResetStatistics @ BringUp~ @ BringDown~ @ Locate on VPN Map
Name * Remote Gateway = PeerID = Incoming Data = Outgoing Data = Phase1 = Phase 2 Selectors =
B Q Custom @
© to-strongswan 192.168.90.39 6408 162kB © to-strongswan © to-strongswan

Strongswan IPSEC R 7

[root@localhost ~]# swanctl --list-sas
vpnl: #2, ESTABLISHED, IKEvl, 51262afcO0fac59e5_1 3d33cc26d8ledB84c_r*
lTocal '192.168.90.39" @ 192.168.90.39[4500]
remote '192.168.91.32" @ 192.168.90.37[4500]
AES_CBC-128/HMAC_SHA1_96 /PRF_HMAC_SHA1l,/MODP_2048
established 662s ago, rekeying in 12860s
vpnl: #8, reqid &, INSTALLED, TUNNEL-in-UDP, ESP:AES_CBC-128/HMAC_SHA1_96/MODP_2048
installed 3s ago, rekeying in 3292s, expires in 3957s
in cbhefcl38, 0 bytes, 0 packets
out 678fbdff, 0 bytes, 0 packets
local 192.16.2.0/24
rgmote1}92.16:}.0/24

=

IKEVl FAE/ B s st, IKEv2 MR ERHE I o g s,
{H A, Strongswan { F #2550 PSK v)wETmTTﬁé, B & ik,

Apr 20 11:12:02 15[CFG] <l> selecting proposal:

Apr 20 11:12:02 15[CFG] <l1> proposal matches

Apr 20 11:12:02 15[CcFG] <l> received proposals: IKE:AES_CBC_128/HMAC_SHAl_96/PRF_HMAC_SHALl/MODP_2048
Apr 20 11:12:02 15[CFG] <l1> conf1gured proposa1s IKE AES_CBC 128/HMAC SHAl _96/PRF_HMAC_SHALl/MODP_2048
Apr 20 11:12:02 15[CFG o a B 1 96 /PRE_HMAC_SHAL/MODP_2048
Apr 20 11:12:02 15[IKE A--resswve Mode PSK dwsab]ed for secur1t reasons

Apr 20 11:12:02 15[IKE] <l1> queueing INFORMATIONAL tas

Apr 20 11:12:02 15[IKE] <l1> activating new tasks

Apr 20 11:12:02 15[IKE] <1> activating INFORMATIONAL task

Apr 20 11:12:02 15[ENC] <1> generating INFORMATIONAL_V]1 request 540149239 [ N(AUTH_FAILED) ]

Apr 20 11:12:02 15[NET] <1> sending packet: from 192.168.90.39[500] to 192.168.90.37[500] (56 bytes)
Apr 20 11:12:02 15[IKE] <1> IKE_SA (unnamed)[1] state change: CONNECTING => DESTROYING

Apr 20 11:12:05 07[NET <g> receiqed packet: from 192.;6@.90.3?[500] to 192.168.90.39[500]1(600 bytes)

7 ZLAE vim Jetc/strongswan/strongswan.conf 5 i i 10

i_dont_care_about_security_and_use_aggressive_mode_psk = yes

charon {
pad modilar - ec
u!_dont_care_about_security_and_use_aggressﬁve_mode_psk = yes |
prugins 1

include strongswan.d/charon/*.conf

:
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7. Strongswan H E&EE

i3 tail -f /var/log/charon.log M %% IPSEC H &5 B, kA IPSEC (1] &5
DY k4, Strongswan JIZEA—FR, HHEGFE

Apr 13LIKE] <1> 192.168.90.3/ is initiating a Aggressive Mode IKE_SA

Apr 13[IKE] <l1> IKE_SA (unnamed)[1] state change: CREATED => CONNECTING

Apr 13[cFG] <l> selecting proposal:

Apr 13[CFG] <1> _no acceptable INTEGRITY ALGORITHM found

Apr 13[CcFG] <1 |received proposals: IKE:AES_CBC_128/HMAC_SHA2_256_128 /PRF_HMAC_SHA2_256/MODP_2048
Apr 13[cFG] <l |configured proposals: IKE:AES_CBC_128/HMAC_SHA1_96/PRF_HMAC_SHA1l/MODP_2048
Apr 13[IKE] <1>lno proposal found

Apr 13[IKE] <l> queueing INFORMATIONAL task

Apr 13[IKE] <l1> activating new tasks

Apr 13[IKE] <1> activating INFORMATIONAL task

Apr 13[ENC] <l1> generating INFORMATIONAL_V1 request 3635494359 [ N(NO_PROP) ]

Apr 13[NET] <l> sending packet: from 192.168.90.39[500] to 192.168.90.37[500] (56 bytes)
Apr 13[IKE] <l> IKE_SA (unnamed)[1] state change: CONNECTING => DESTROYING

@4 5 id ALK, HHEER:

Apr 19 20:49:20 12[IKE] <l> 192.168.90.37 is dinitiating a Aggressive Mode IKE_SA

Apr 19 20:49:20 12[IKE] <l> IKE_SA (unnamed)[1] state change: CREATED => CONNECTING

Apr 19 20:49:20 12[cFG] <l> selecting proposal:

Apr 19 20:49:20 12[cFG] <1=> proposal matches

Apr 19 20:49:20 12[CFG] <l> received proposals: IKE:AES_CBC_128/HMAC_SHA1_96/PRF_HMAC_SHAl/MODP_2048

Apr 19 20:49:20 12[CFG] <l> configured proposals: IKE:AES_CBC_128/HMAC_SHAl_96/PRF_HMAC_SHAL/MODP_2048

Apr 19 20:49:20 12[CFG] <l> selected proposal: IKE:AES_CBC_128/HMAC_SHALl_96/PRF_HMAC_SHA1l/MODP_2048

Apr 19 20:49:21 12[CFG] <l> looking for pre-shared key peer configs matching 192.168.90.39...192.168.90.37[192.168.91.32]
Apr 19 20:49:21 12[CFG] <l> peer config "vpnl", ike match: 3100 (192.168.90.39...192.168.90.37 IKEvl)

Apr 19 20:49:21 12[cFG] <1> local id match: 1 (ID ANY)

Apr 19 20:49:21 12[CFG] <13 remote id match: 0O (ID_IPV4_ADDR: c0:a8:5b:20)

Apr 19 20:49:21 12[IKE] <1 no peer config found

Apr 19 20:49:21 12[IKE] <l> queueing INFORMATIONAL task
Apr 19 20:49:21 12[IKE] <l> activating new tasks

Apr 19 20:49:21 12[IKE] <l> activating INFORMATIONAL task

(:)fﬁﬁ;;ié:;:ﬂﬂ£4§q,;1~>E1;E§E1[Fj‘ ;ﬁi: Eﬂ i FJIL».

Apr 19 21:10:18 04
Apr 19 21:10:18 04
Apr 19 21:10:18 04
Apr 19 21:10:18 04
Apr 19 21:10:18 04
Apr 19 21:10:18 04
Apr 19 21:10:18 04
Apr 19 21:10:18 04
Apr 19 21:10:18 04
Apr 19 21:10:18 04
Apr 19 21:10:18 04
Apr 19 21:10:18 04
Apr 19 21:10:18 06

@B GRS, HHEER:

Apr 20 11:29:26 03[NET] <vpnl|1l> received packet: from 192.168.90.37[4500] to 192.168.90.39[4500] (364 bytes)
Apr 20 11:29:26 03[ENC] <vpnl|1ls> d QUIC ODE_request 3657100888 HASH SA No KE ID ID

Apr 20 11:29:26 03[CFG] <vpnl|1l> .16.
Apr 20 11:29:26 03[CFG] <vpnl|1>
Apr 20 11:29:26 03[CFG] <vpnl|1ls>
Apr 20 11:29:26 03[cFG] <vpnl|l>]|proposing traffic selectors for other:
Apr 20 11:29:26 03[cFG] <vpnl|l>] 192.16.1.0/24

Apr 20 11:29:26 03[IKE] <vpnl|l>]no matching CHILD_SA config found for 192.16.3.0/24 === 192.16.2.0/24
Apr 20 11:29:26 03[IKE] <vpnl|ls> queueing
Apr 20 11:29:26 03[IKE] <vpnl|l> activating new tasks

Apr 20 11:29:26 03[IKE] <vpnl|ls> activating INFORMATIONAL task

Apr 20 11:29:26 03[ENC] <vpnl|l> generating INFORMATIONAL_V1 request 1956105377 [ HASH N(INVAL_ID) ]

CFG] <vpnl|l> selecting proposal:

CFG] <vpnl|1l> proposal matches

CFG] <vpnl|l> received proposals: IKE:AES_CBC_128/HMAC_SHAl 96/PRF_HMAC_SHAl/MODP_2048
CFG] <vpnl|1l> coangured proposaWs IKE AES _CBC 128/HMAC SHA1_96/PRF_HMAC_SHA1 /MODP_2048
CFG] <vpnl|1l> Qp Al 96/PRF_HMAC_SHAl/MODP_2048
IKE] <vpnl|l>
IKE] <vpnl|l> queueing INFORMATIONAL tas
IKE] <vpnl|l> activating new tasks

IKE] <vpnl|l> activating INFORMATIONAL task

ENC] <vpnl|1l> generating INFORMATIONAL_V1 request 1922189643 [ HASH N(AUTH_FAILED) ]
NET] <vpnl|l> sending packet: from 192.168.90.39[500] to 192.168.90.37[500] (92 bytes)
IKE] <vpnl|1l> IKE_SA wvpnl[1l] state change: CONNECTING => DESTROYING

CFG] vici client 2 disconnected

g g
proposing traffic selectors for us:

192.16.2.0/24




