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1. FAC License
1.1 6 FAC VM License™ Y support “:: 1 , Y @
Y ip ,FAC Wlicensey w @ ip
, @ ip “Y FACKy Wa o ip ;
1.2 FAC k @ ip , ®  support k @
ip , 1  license FAC: k ip ,
@ license

View Products

& Product Information

» FAC-VMTM2100

FortiAuthenticator VM
FAC-VMTM21C .
FACVM471:
30000
2021-09-27
FACVM =77 77
Fortinet (China)
L192. 115 |

| License File Download |

1.3 y FACaq token license K
1.4HA H token licensé y ir7 a HA
1.5FAC token licenses FAC L7 , token license
CS teamA b.
1.65 FAC I ' D FAC License
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System v | Import License

o oo ' s
% Network »
& Administration v

System Access

High Availability
Firmware Upgrade
Config Auto-backup
SNMP

Features

FortiGuard
FortiNACs
FTP Servers
Admin Profiles
NetHSMs

~ . ~
1.7 FAC status License H
System v | 4 Add Widget
@& Dashboard
Ve el System Information
HA Status Host Name FAC640GAG44
& Network B Device FQDN fac1115 fortiad.com
i FACVMTM22006222
£ Administration > Serial Number
. System Time Thu Feb 2 15:57:03 2023
4 Messaging >
. Firmware Version v6.4.4, build1028 (GA)
Authentication >
System Configuration Last Backup: Wed Jan 4 14:39:45 2023
Fortinet S50 Methods S .
Uptime 114 dayls) 6 hour(s) 19 minute(s)
Monitor >
Certificate Management »
Logging > . .
License Information
FortiAuthenticator
VM 30000 users
FortiClient 5 entries
License Type Evaluation (valid until October 11, 2023) £,
SMS
Sent/Allowed YT T R - -
FortiToken Cloud
Status i )]

2. FACA

FAC D , FAC 0 , :

N
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DNS
Static Routing
Zero Trust Tunnels
Packet Capture

& Administration

A Messaging
Authentication
Fortinet 550 Methods
Monitor
Certificate Management
Logging

2.2 FACI

Fortinet 'E”

Interface Status
Interface:

Status:

|P Address / Netmask
|Pva:

|Pwé:

Access Rights

Admin access:

Services:

H

7 /7112

portl

|192.168.91.115/255255.255.0 |

B Telnet (TCP/23)
& S5H (TCP/22)
HTTPS (TCP/443)
@O GUI (TCP/443)
& REST API (/api/)
& Fabric (/api/v1/fabric/)
@ HTTP (TCP/B0)
@ SNMP (UDP/161)

@ HTTPS (TCP/443)
& Self-service Portal (/login/)
@0 Guest Portals (/guests/, /portal/)
@ SAML IdP (/saml-idp/)
@) SAML SP S50 (/saml-sp/, /login/saml-auth/)
&0 Kerberos 550 (/login/kerb-auth)
@) SCEP (/app/cert/scep/)
& CRL Downloads (fapp/cert/crl/)
& FortiToken Mobile API (/api/v1/pushauthresp/, /apifvl/transfertoken/)
@ OAuth Service (/api/vl/oauth/, /guests/, /portal/)
@O HTTP (TCP/80)
& SCEP (/app/cert/scep/)
@ CRL Downloads (/app/cert/crl/)
@ SAML IdP (/saml-idp/)
@ Kerberos S50 (/login/kerb-auth)
@ RADIUS Accounting Monitor (UDP/1813)
@O RADIUS Auth (UDP/1812)
@ RADIUS Accounting S5O (UDP/1646)
& RADSEC (TCP/2083)
@ TACACS+ Auth (TCP/49)
& LDAP (TCP/389)
@ LDAPS (TCP/636)
& FortiGate FSSO (TCP/8000)
@ OCSP (TCP/2560)
@ FortiClient FSSO (TCP/8001)
@) Hierarchical FSSO (TCP/8003)
@ DC/TS Agent FSSO (TCP/8002)
& Syslog (UDP/514)
@ Syslog over TLS (TCP/6514)

www.fortinet.com.cn



=:RTINET

FAC , Y FAC Hoshame/ H
System v || 4= Add Widget
& Dashboard v
Tt System Information
HA Status Host Name FAC&40GAS44
3 Network > Device FQDN fac91115.fortiad.com
Ty b e , Serial Number FAC-VMTM21004988
- [l , System Time Fri Sep 2 17:48:25 2022
L Firmware Version wé.4.4, build1028 (GA)
Authentication 5
System Configuration Last Backup: Wed Aug 31 17:06:45 2022
Fortinet SSO Methods » .
Uptime 1 day(s) 7 hourls) 36 minutefs)
Manitor »
Certificate Management »
, FAC , 8 7
DNS
wpa2 : FAC v~ [ , DNSServer
A AD Y AD 3 DNSServer .| Yy FAC
DNS AD DNS Server
System ~ | DNS Configuration
@ Dashboard * | Primary DNS server: 192.168.90.232
Secondary DNS server: 208.91.112.53
Interfaces @ Enable DNS cache
DNS cache maximum TTL: 0 o | seconds (30-600)
Static Routing
Zero Trust Tunnels
Packet Capture
¥ Administration >
A Messaging >
2.3SMTP
FAC SVTPL 5] 0 email token
0 FTM token D .
, a Wa b
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FortiAuthenticator VM FAC640GA644

:SMTP
MTP

System v | Edit SMTP Server
@ Dashboard > | Name: Ihq |
4 Network > | Server name/IP: smtp.qq.com
£+ Administration > | Port: 587 2
A4 Messaging Sender name (optional):
SMTP Servers Sender email address: L@gg.com
ELalEs Connection Security And Authentication
SMS Gateways
J Secure connection: None
Authentication >
@ Enable authentication
Fortinet S50 Methods >
Account username: |@qg.com
Monitor * | Password: esesesee
Certificate Management >
~ PN 7

_<
™M~

| 2y Y SOUA2YE

Syst v | 4 Create New
@ Dashboard » [
# Network y |2
@ Administration » (O
=

SMTP Servers o

Email Services.

$MS Gateways -

2.4FACSNMP ~
Y FAC

snmp

Hame

Server Default
Local Mail Server localhost:25
110ficeds5 smtp.officedss.com 587

ag smip.qq.com 587 @

TRAP:

factd

System v ‘ Edit SNMP V1/v2c
@ Dashboard >
| snmpvize
o Network >
Community name:
Bt
System Access
High Avallability

Firmware Upgrade
Config Auto-backup

Features
Licensing
FortiGuard
FortiNACs
FTR Servers
Admin Profiles
NetHSMs
Replacement Messages
ol Messaging »

| SNMP Hasts
IP/Netmask
17222542

Authentication > | | 4 AcdSHMP Host

‘FAC  snmp

Fortinet E”

€0 CPU usage is high
O Memory is low
» Interface IP is changed
® Auth users threshold exceeded
» Auth group threshold exceeded
» Radius NAS threshold exceeded
B TACACS+ NAS threshold exceeded
3 Auth event rate threshold exceeded
» Auth failure rate threshold exceeded
B User lockout detected
O HA status changed
4O Disk usage is high
B HA sync activity is low
B RAID status changed

Traps Delete

(V)

read-only, Doy FAC

Cca

token

www.fortinet.com.cn
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 tacTragrasipchtniton

[y
o)
e
© | focwadel
£ facMBConformarce ¥
= G -
fom 136,141 105153 10023
s FoTmET PO 5
e Pringes freger2) (0. 214783647 vt &
Tresiordy
tans et
=
fdexes

FAG: b ’ / /Social

System » | 4 Create New @ Import | @ Export e Disabled Users - TO
Authentication .|
User First Name  Last Name Email Address. Admin Status. Token Token Requested Groups 1}
4311001 o ° o
a1 sam1 wia 4701431i@gq.com -] L FortiToken Cloud o
al a3 asdfas asdfasd  4701431@90c0m o ® °
Remote User Sync Rules = - = = ° localgroupl
o aaal -] L (-]
User Groups 0 ak sami xia 470143te0acom  © ® FortiToken Mobile (FTKMOB1AS89AB899] o
Usage Profile O odmin o o °
e 0 adusert ® ® °
FortTokens
° ® °

- Ty RESTAPI
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Local Users

Remote Users

Remote User Sync Rules

Social Login Users
Guest Users

User Groups
Usage Profile
Realms
FortiTokens

MAC Devices
1AM

# Legacy Self-service Portal »

"& Portals

&8 Remote Auth. Servers

& RADIUS Service
& TACACS+ Service

<
System >
Authentication v
& User Account Policies >

Local Users
Remate Users
Remote User Sync Rules
Social Login Users
Guest Users

User Groups
Usage Profile
Realms
FortiTokens

MAC Devices
1AM

& Legacy Self-service Portal »

<l

Fortinet E”

(T One-Time Password (OTP) authentication
(_® FIDO authentication

( Allow RADIUS authentication

(@ Force password change on next logon
(Z® Sync in HA Load Balancing mode

@ Restrict admin login from trusted management subnets only

User Role

Role:

@ Full permission

@O Web service access

IP Address/mask @ Delete
. 0.0.0.0/0.0.0.0 ®
» =+ Add Trusted Subnet
» @ Restrict GUI
5 (I Restrict API

Create New Local User
Username: test
Password creation: Specify a password ~

Password: sesane
Password confirmation:
O Allow RADIUS authentication

(W Force password change on next logon

|
Administrator  Sponsor
—

renne

Role

Role:

Account Expiration

(3 Enable account expiration
IAM

Account: [ Please Select | v

Cancel

Ne token:

11 112 www.fortinet.com.cn
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System > | Edit Local User
Authentication ~ | Username: abe
& User Account Policies » | » Disabled

@ User Management Password authentication | Change Password
@ One-Time Password (OTP) authentication

Remote Users Deliver token codes from: FortiToken Cloud

Remote User Sync Rules Deliver token code by: 5MS Dual (Email & SMS) Test Token

Social Login Users

Guest Users
Token: ( |- r—— - |

User Groups
Activation delivery method:
Usage Profile I Y m SMS Scan QR code I

+ Temporary token

Realms

FortiTokens B FIDO authentication

MAC Devices & Allow RADIUS authentication

1AM (D Force password change on next logon

& Legacy Self-service Portal > @ Sync in HA Load Balancing mode

& portals y User Role

n
8 Remote Auth. Servers » Administrator [Nl

& RADIUS Service 3 & Full permission

& TACACS+ Service >

(I Web service access
(I Restrict admin login from trusted management subnets only

& LDAP Service »
& OAuth Service , _

. Display name:
B saMLIdP |
First name: sam1 Last name: xia
&.8 FAC Agent > .
Email: 4701431@qq.com Phone number:
Fortinet S5O Methods > .
Mobile number: B*l +1 v 506-234-5678 SMS gateway: Use default v Test SMS
Monitor »

Street address:

Ne token ,” Yy Email H 0 w tokenH
, token, 3 Y QR ,
Y # @ QR © ( b 0

D)

System > | Edit Local User
Authentication ~ | Username: test
& User Account Policies > | » Disabled
& User Manageme @ Password authentication | Change Password
@ One-Time Password (OTP) authentication
Remote Users Deliver token codes from: FortiToken Cloud
Remote User Sync Rules Deliver token code by: Email | SMS | Dual (Email & SMS) Test Token
Social Login Users e
Guest Users -
Token: 7
User Groups
Activation delivery method: Email SMS
Usage Profile
=G + Temporary token
FortiTokens Please visit hitps://docs fortinet.com/product/fortitoken/ for instructions on how to install your FortiToken Mobile application on your device and to activate your token.
MAC Devices Activation Code for FortiToken Mobile FTi 7265, which you will need to enter on your device later, is
1AM
&, Legacy Self-service Portal > use the following QR cede image to activate your token with the "Scan Barcode” feature of the app.
& Portals »
2 Remote Auth. Servers >
& RADIUS Service >
& TACACS+ Service >
& LDAP Service >
& OAuth Service >
B samLIdP »
13 FAC Agent > You must activate your token by: Feb. 14, 2023, 12:53 a.m,, after which you will need to contact your system administrator to re-enable your activation.
Fortinet S50 Methads >

Fortinet E” 12 /" 112 www.fortinet.com.cn
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W Force passﬁord change on next logon

System »
Sync in HA Load Balancing mode
Authentication ~
. User Role
& User Account Policies >
Role: i
Py — T

== @ Allow LDAP browsing

Remote Users User Information

Remote User Sync Rules Alternative Email Addresses

Social Login Users )
Password Recovery Options
Guest Users

User Groups W

Usage Profile Fac groups: Available Groups @
Realms Q Fiker | localvpngroup | ~
FortiTokens
fidovpngroup A
MAC Devices locall
1AM localgroupl
) localgroup3
& Legacy Self-service Portal » tacacsgroup
& Portals » wifisamigroup
== 2gr
£& Remote Auth. Servers » wesseroun
& RADIUS Service >
& TACACS+ Service > v v

H Y it , 37y

3.2Remde

Remote base Foss , Remote

LDAP/Radius/SAML, remote LDAP ;

:FAC ~ Remote 7 "IV A
L group L token , FAC
H , ¥ FAC H 0

serve Yy i , 1 a FAC: @ Remote
H ,Remote 37 vy FAC A :

Remote "~y * ~ Fool Remote Ne token:
f = a
P T e | Export e v Tl e [ o
Authentication .
o Usemame Remote LDAP Server Admin Status Token Token Requested
& User Account Policies >
S y— O 3 WinAD0232 (192.168.90.232) o © °
Local Users o abe WinAD90232 (192.148.90.232) o L] o
o dm1 WinADY0232 (£92168.90.232) ° o o
Remote User Sync Rules
; am3 WinAD0232 (192168 90.232) o ° °
Social Login Users
Guest Users jack hang@fortiad.net WinADS0232 (192.168.90.232) ° © °
User Groups o john.sun@fortiad net WinADP0232 (192.168.90.232) ° © °
Usage Profile o mailuser] WInAD90232 (192,168 90.232) o ° Emall (470143180 o
Realn
e o mikee Thang@lortiad.net WinADS0232 (192.166.90.232) ° ® °
FortiTokens
MAC Devices sam1 WinAD90232 (192.168.90.232) o ° FortiToken Mobil °
s~ ~ ~ ~

“ Ne token:

" o T, LDAP Server groupsaml T -

Fortinet E” 13 /" 112 www.fortinet.com.cn
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[ FAC:

EH

v~ [ FAC: =

groupsaml @

T:

System >

Authentication v

& User Account Policies >
Local Users

Remote Users

Edit Remote LDAP User Synchronization Rule

Name: syncgroupsam|

Remote LDAP: WinAD90232 (192.168.90232) v HESNFERENEF

Base distinguished name: de=fortiad,dc=com /

LDAP filter: memberaf=CN =groupsaml,OU=TAC,DC=fortiad, DC=com Set Group Filter Test Filter
Synchn Attributes

| Remote User Sync |
Social Login Users
Guest Users
User Groups
Usage Profile

OTP method assignment priority:

(® None (users are synced explicitly with no token-based authentication) User Fields Format x

(» FortiToken Hardware (assign if serial number is provided) The following user fields will be synchronized

(B FortiToken Hardware (assign an available token) * Usemname:

maximum length: 255 characters
4 FortiToken Mobile (assign an available token) |

Only lstters, numbers and @/./+/-/_
Bt characters are allowed
FortiTokens (B FortiToken Cloud - Default « First name:
) maximum length: 263 characters
MAC Devices B FortiToken Cloud - FortiToken Mabile \ BN S token” Last name g
1AM L= 73
B FortiToken Cloud - FortiToken Hardware maannmlionglh 263 lchatactots
Yy Ly « Email address: (required)
& (D FortiToken Cloud - Email maximum length: 254 characters
Portals > must be a valid email address
— ( FortiToken Cloud - SMS Needed for assigning an available
Za Remote Auth. Servers > FortiToken Mobile
B Email .
& RADIUS Service > > Phone number
B SMS maximum length: 64 characters
& TACACS+ Service » « Mobile number
., , 3 Dual (Email and SMS) iy Ie:gl);. 26 characters
must be in this format
. +{intemational_number]
£ @i > | ® FIDO authentication
. Please note that user fislds will be truncated it
E: samLiop > | Syncas: theirvalues exceed the mdmum length.
FAC Agent * | User role for new user imports: -
; PRSI Bk
Fortinet 55O Methads > [Syncovery: T~ <] /
Monitor ? | Group to associate users with: | groupsaml x v | I el 10 5] 25 B FH PO BIFAC_E G EH
Certificate b > | FortiToken Logo: [ Please Select ] v
4
FAC MAC , Y U Portal MAB Bypass , Y
a a

Fortinet E”

FAC:

System
Authentication

& User Account Policies

& User Manageme:

Local Users

Remate Users

Remote User Sync Rules
Social Login Users
Guest Users

User Groups

Usage Profile

Realms

FortiTokens

MAC Devices

1AM

v

¥

¥ MAC

Name:
MAC address:

Description:

User Type:

Owner:

14

(Portal + MAB Bypass);

Edit MAC-based Authentication Device

|aaa-device |

48:45;

& This device belongs to a user

#
Remote LDAP  Remote RADIUS
[ aaa % v

Cancel

112 www.fortinet.com.cn
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Fortinet E”

Guest Users

Usage Profile

(B Usage Profile

TACACS+ authorization rule:
Realms
FortiTokens
MAC Devices
1AM

RADIUS Attributes

¢ RemoteLDAP , ¥

System » | Create New User Group
Authentication > | Name:
& User Account Policies > | Type: Remote LDAP  Remote RADIUS  Remote SAML | MAC
Local Users Users:
Remote Users seareh
Remote User Sync Rules
Social Login Users Password policy: Defaut v

[ Please Select ] v

[ Please Select ] v

bRE]
3

WinAD90232 (192.168.90.232) v
de=fortiad dc=com

memberof=CN=groupvpn, OU=SAMTEST1, DC=fortiad DC=com

System » | Edit Remote LDAP User Synchronization Rule
Authentication ~ | Name: groupvpn
& User Account Policies > | Remote LDAP:
Local Users LDAP filter:
Remote Users P

Attributes

I Remote User Sync Rules I

Social Login Users
Guest Users

OTP method assignment priority:

User Groups

Usage Profile
Realms
FortiTokens
MAC Devices
IAM
& Legacy Self-service Portal  »
% Portals »
&2 Remote Auth. Servers >
& RADIUS Service >
& TACACS+ Service »
& LDAP Service >
0 @uinelz * | O» FIDO authentication
Ei saMLIdP » | syncas:
£33 FAC Agent * | User role for new user imports:
Fortinet SSO Methods > | Sync every:
Monitor >

@ None (users are synced explicitly with no token-based authentication)
(W FortiToken Hardware (assign if serial number is provided)
(B FortiToken Hardware (assign an available token)

B FortiToken Mobile (assign an available token)

(B FortiToken Cloud - Default

(B FortiToken Cloud - FortiToken Mobile

B FortiToken Cloud - FortiToken Hardware

W FortiToken Cloud - Email

(® FortiToken Cloud - SMS

® Email

» SMs

(® Dual (Email and SMS)

ninistrator nsor |
7~ dayls) v

Group to associate users with:

[ groupvpn

Certificate Management

FortiToken Logo:

i. - - v
System > | Edit User Group
Authentication > | Name:

& User Account Policies > | Type:
User retrieval:
Local Users

Remote Users Remote LDAP:

Remote User Sync Rules

Social Login Users
Guest Users

| Please Select | v

group

groupvpn

Specify an LDAP filter
@® Set a list of imported remote LDAP users

WinAD0232 (192.168.90.232) ~

Cancel

Set Group Filter Test Fifter

User Fields Format x

The following user fields will be synchronized

* Username:
maximum length: 255 characters
Only letters, numbers and @/./+/-/_
characters are allowed
«» First name
maximum length- 253 characters
 Last name:
maximum length: 253 characters
» Email address:
maximum length: 254 characters
must be a valid email address
* Phone number:
maximum length- 64 characters

Please note that user fields will be runcated if
theirvalues exceed the maximum length

kearch

@ Remove all

v
Usage Profile
Realms (I Usage Profile & Select Al
FortTokens TACACS+ authorizaton rule: |
0 tacuser2
MAC Devices RADIUS Attributes
1AM jack.zhang@Tfortiad net
A Legacy Self-service Portal » john.sun@fortiad.net
ﬁ& Portals > mikee.zhang@fortiad.net
5 Remote Auth. Servers > sami123
& RADIUS Service o saml.zhang@fortiad.net

15
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System

N , :

> || Create New grovgon o
Authentication -
& Usersccomt s > |2 Mame Type Remete Server Members Number Of Us
groupvpn Remote LDAP LDAP: WinAD90232 (192.168.50.232) dm1, dm3, testuser], testuser, testusers,_
Lacal Users .
Remote Users
Remote User Sync Rules
Social Login Users
‘Guest Users
User Groups.
Usage Profile
W G Remde LDAP AD F :f i
IR
System > | Edit User Group
Authentication v INamE: Igmupi I
& User Account Policies > | Type:
& User Management it I User retrieval: @® Specify an LDAP filter |
Local Users O Set a list of imported remote LDAP users
Remote Users Remote LDAP: WinAD90232 (192.168.90.232) v
Remote User Sync Rules LDAP filter: | [&lobjectClass=person){|{memberOf=CN=groupa,0U=TAC,DC=fortiad, DC=com)) Set Group Filter Test Filter
Social Login Users (T Usage Profile [ Please Select | v
Guest Users TACACS+ authorization rule: | [ Please Select] v
Usage Profile RADIUS Attributes
FortiTokens
MAC Devices
1AM
A

¢! AaSNJ NBGNKSANIEGA T

,FAC wa
7t
a

H

System » | 4 Create New

Authentication .

& User Account Policies »

Local Users

Remote Users

Remote User Syne Rules
Social Login Users

Guest Users

Usage Prohie

group

Fortinet E”

by, [ 5!t

€[ 5!t T ADAPSexEr W

CcCc

group b w , Y

H

groupn

Hame Tyoe Remote Server Members

groupa Remote LDAP LDAP: WinADS0232 (192.168,.90.232)

radius

vlanH radius

group

16 112 www.fortinet.com.cn
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System > | Edit User Group
Authentication v | Name:
& User Account Policies > | Type: 1 Remote RA Remote SAML | MAC
User retrieval: O Specify an LDAP filter
Local Users ® Set alist of imported remote LDAP users
Porenelhes Remote LDAP: WinADS0232 (192.168.90.232)
Remote User Sync Rules LDAP users:
Social Login Users search Sfemyeal
Guest Users
Usage Profile =
Realms (I Usage Profile [ Please Select | v
FortiTokens TACACS+ authorization rule: [ Please Select] v
MAC Devices
1AM
& Legacy Self-service Portal » RADIUS Attribute:
& Portals N Vendor: Fortinet ~
2 Remote Auth. Servers > Attribute ID: st Smwtinc e
& RADIUS Service > | Call
& TACACS+ Service y | Tvpe: String
& LDAP Service > + Add RADIUS Attribute
& OAuth Service »
B samLidp > “ Foncel
£18 FAC Agent >
vlanH
System > | Edit User Group
Authentication ¥ | Name:
& User Account Policies > | Type: oca Remote LDAP | Remate RAD MAC
Local Users Users:
Remote Users search SEovc

Remote User Sync Rules
xWp 1

Social Login Users

Guest Users Password policy: Default  w
(I Usage Profile | Please Select | ~
Usage Profile TACACS+ authorization rule: [ Please Select] v
Realms
ForTokens @ReOUSABes
MAC Devices RADIUS Attribute:
1AM Vendor: Default v
& Legacy Self service Portal 3 | Agtribute ID: Tunnel-Type v
& Portals * | value: VLAN
&8 Remote Auth. Servers >
Type: Integer
& RADIUS Service >
RADIUS Attribute:
& TACACS+ Service >
Vendor: Default v
& LDAP Service > )
Attribute 1D: Tunnel-Medium-Type ~
& OAuth Service >
. Value: IEEE-802
B saMLidP >
Type:
£33 FAC Agent > | P8 Integer
Fortinet SSO Methods > et
Monitor N Vendor: Default v
Certificate Management , | Attribute ID: Tunnel-Private-Group-ld v
Logging . Value: 30
Type: String

+ Add RADIUS Attribute

, radiuspolicy T ,FAC w

Fortinet E” 17 /" 112 www.fortinet.com.cn
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groupT radius :

Syst
| T — ——
Authentication -

& User Account Policies » | Username format: ® username@realm
O realmusername
ser Management » realm/username
o User M. o}
- | se default realm when user-provided realm is different from all configured realms.
Legacy Self-service Portal » | (3 Use default realm wh ided realm is different from all configured reals
Realms:
& Portals 5 | Realms Default Realm Allow Local Users To Override Remote Users | Use Windows AD Domain Authentication Groups @ Delete
ER Remote Auth. Servers >
@  wind90232 | WinADS0232 (192.168.90232) v » » ®
+ Adtaaim
Services

Dictionaries

3.5Remote $

FACC

e
RN

I. y t (LDAP filter)

System > | Edit Remote LDAP User Synchronization Rule
Authentication ¥ | Name: groupvpn
& User Account Policies > | Remote LDAP: WinAD90232 (192.148.90.232) v +

@ User Management Ml Base distinguished name: de-fortiad.dc=com
Local Users LDAP filter: memberafs CN=groupvpn, OUsSAMTEST1,DCfortiad DCscom

Remote Users

Synchronization Attributes
Remote User Sync Rules

LDAPServet': W @ : a ¢{Si
DNR dzL) CAR G $NE =1 :

System » | Edit Remote LDAP User Synchronization Rule
Authentication ~ | Name: s
& User Account Policies > | Remote LDAP: WinAD90232(19216890232) v + o
Base distinguished name: de=fortiad dc-com
LDAP filter: | erherct-Chi-graumvprn OU-SAMTESTLDCfortiad DC-con] ) Test it
Synchronization Attributes | : -
- e ym @ Set Group Fiter — Mozl ircfox o X
OTP method assignment priority:
Social Login Users e priority QO G hitps:/192.168.91.115/dap =
Guest Users
Set Group Filter
User Groups
Usage Profile LDAP server: 192.168.90.232:389
Realms Distinguished name: de=fortiad de=com
Frimsis Select groupls) from the tree belowr to include in the sync rule LDAP filter.
MAC Devices
1AM Buitin
& Legacy Self-service Portal  » Fortinet_Grol

~globalgroup
& Portals H

&R Remote Auth. Servers

& RADIUS Service >

& TACACS* Service >

& LDAP Senvice >

O Eriesim ? | B FIDO authentication
B SAMLIdP > | syneas:

& FAC Agent
Fortinet SSO Methods

User role for new user imports: Caneel

Sync every:

y t ., yvya £€¢Sald CAWUHSNE

Fortinet E” 18 /" 112 www.fortinet.com.cn
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t

LDAP Servet

Dt ¢ Sa
, 3

7

i CAf &S
4

System
Authentication

& User Account Policies

Edit Remote LDAP User
Name:
Remote LDAP:

@& User Management Ml Base distinguished nam

Local Users
Remote Users

Remote User Sync Rules

ocial Login Users
Guest Users
User Groups
Usage Profile
Realms
FortiTokens
MAC Devices
1AM
& Legacy Self-service Portal
‘i‘ Portals
E2 Remote Auth. Servers
& RADIUS Service
& TACACS+ Service
& LDAP Service
& OAuth Service
B sAMLIdP
13 FAC Agent
Fortinet S50 Methods
Monitor

Certificate Management

FAC

LDAP filter:

Synchronization Rule

groupvpn

WinAD$0232 (192.168.90.232) v

e: dc=fortiad dc=com

memberof-CN=groupvpn,

 OU=SAMTEST1,DC=fortiad DC=com

et Group Fiher | Test Fiter |

LDAP User Sync Mappin,
LDAP server:

Base DN:

Filter:

@ Filter child nodes an

@ LDAP User Sync Mapping Preview — Mozilla Firefox

g Preview

192.168.90.232:389

dc=fortiad,dc=com

memberof=CN=groupvpn,OU=S
Apply Clear

d show number of children

Er 53 OU-IT (1)
P (3 CNedm1
[+ O OU=SAMTESTL 4)
i B 3 OUsoutesti (2)
(2 CN=testuserl
- () CN=testuseré
I B 59 OU=outest2 (2)
- (1) CN-testuser3
() CNstestusers
£ 53 QU-TAC (2
(3 CN=dm3
(2 CN=testuser?

0 a https://192.168.91.115/Idap/user_preview/ldapusersync/?_popup=1&remote_ldap=1&base_dn=dc¥%3Dfortiad%2Cdc%3Deoméfiter= B ¥ Fal

AMTEST1,DC=fortiad DC=com

e

- a X

Only LDAP entries that are marked green can be synchronized as users (indicating that these entries match the configured LDAP filter and their userames can be found using the configured
username attribute). You can configure other user mapping attributes on the previous page.

https://community.fortinet.com/t5/FortiAuthenticator/Technical

Tip-LDAFilter-syntax/tap/197063

b G

vpn

accesSitle=vpn

t ldapfilter

3 Y

Idapserver

Y

G
W @

11

group

Idap server:::

¥ : (accesSitle=vpn)

Idap servef -

v )

v vpnAccesslLevelb

2, Y 7

. (vpnAccessLevel);

Ne token

19 /7

112

filter

www.fortinet.com.cn
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Synchronization Attributes
OTP method assignment priority:

(W FortiToken Hardware (assign if serial number is provided)

(W FortiToken Hardware (assign an available token)

& FortiToken Mobile (assign an available token)

W FortiToken Cloud - Default

(W FortiToken Cloud - FortiToken Mobile
W FortiToken Cloud - FortiToken Hardware
W FortiToken Cloud - Email

W FortiToken Cloud - SMS

I Email

W SMS

(B Dual (Email and SMS)

FTM tokenp i
emailH 0 token 5}

3vw :

iii. t
LDAP Servgr b v,

G 30 Ne

Sync as:

I None (users are synced explicitly with no token-based authentication)

User Fields Format ®

The following user fields will be synchronized:

= Username:
o maximum length: 255 characters
o Only letters, numbers and @/ /+/-/_
characters are allowed
= First name:
o maximum length: 253 characters
= Last name:
maximum length: 253 characters
= Email address: (required)
o maximum length: 254 characters
© must be a valid email address
o Weeded for assigning an available
FortiToken Mabile
= Phone number:
o maximum length: 64 characters

Please note thatuser fields will be truncated if
their values exceed the maximum length.

il Vgl  Remote RADIUS User Local User

User role for new user imports: Administrator Sponsar h

e ]
Group to associate users with: [ group| minute(s) -
FortiToken Logo: [ Please hour(s) r'
day(s)
Certificate binding CA: No ¢ ermcates selected
[Please select] v |+

iv. T

Sync as: Local User

User role for new user imports:

Administrator

Sync every: 7 v dayls)
|Groug to associate users withj groupvpn x
FortiToken Logo: I|
Certificate binding CA: groupe

groupit
Sync users to IAM Account: groupsaml
(® Email password recovery grouptac
O Do not delete synced users wh
(B Proceed with rule even when rgs remotegroupel
1 DAD | lear Mannine Attrihitac || syncgroupmail

20 /" 112 www.fortinet.com.cn
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V. G -
FAC ¢ t , G group ,
Idap server: (L @ group- ;
H - ’ @ t ,FAC 6 t oo
FAC: - @ W He o wi

1 @ ( Idapservei: @ group— =, f
@ t ,ldap server bwuw , 4 Idap server:

G @ group, f @ FACE

1 @ t , ldap server v, f

t vht NEOSSR gAUK NHzA S S@OSYy 6KSyYy

0T

ticator VM FACVMé&50

System » » None (users are synced explicitly with no token-based authentication) maximum length: 25 characters
L must be in this format
Authentication - +[international_number]
- B FIDO authentication
& User Account Policies » Please note that user fields will be truncaled if
Sync as: their values excaed the maximum length
W User Management - )
User role for new user imports:
Local Users

v [day  ~
Remote Users Symc every: 7 dayls)

Remote User Sync Rules Group to associate users with: groupa x w

Social Login Users FortiToken Logo: [ Please Select] w
Guest Users Certificate binding CA: No Certificates Selected
User Groups [Please select] v |+
Usage Profile
Realms Sync users to IAM Account: [ Please Select ] v
FortiTokens B Email password recovery
MAC Devices [ 4D Proceed with rule even when response empty.
1AM LDAP User Mapping Attributes
% Portals » | Username:
B2 Remote Auth. Servers » | Firstname: givenName

~

3 Y |7l JJI b - FAC

Fortinet E” 21 /" 112 www.fortinet.com.cn
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System »
Authentication -
& User Account Policies >

Guest Users
User Groups
Usage Profile
Realms
FortiTokens
MAC Devices
1AM
+& Portals »
&S Remote Auth. Servers >
& RADIUS Service »
& TACACS+ Service »
& LDAP Service »
& OAuth Service s
Bi samiide »
22 FAC Agent >
Fortinet 550 Methods »
Monitor >
Certificate Management N
Logging »

DR

Idapservery
T,

Idap ,

synced users whethey arey” 2

Y ®
' b

>

3.67

Edit Remote LDAP User Synchronization Rule

Name:

Remote LDAP: ‘WinADP0232 (192.168.90.232) v +
Base distinguished name:

LDAP filter:

de=fortiad.de=com

{&fobjectClass=person){|{memberOf=CN=groupa. OU=TAC DC=lortiad OC =comil)

Synchronization Attributes

OTP method assignment priority:
& None (users are synced explicitly with no token-based authentication)

" FortiToken Hardware (assign if serial number is provided)
(I FortiToken Hardware (assign an available token)
(B FortiToken Mobile (assign an available token)
(B FortiToken Cloud - Default

(B FortiToken Cloud - FortiToken Mobile

B FortiToken Cloud - FortiToken Hardware

(I FortiToken Cloud - Email

(I FortiToken Cloud - SMS

® Email

(W SMs

(2 Dual (Email and SMS)

» FIDO authentication

Sync as: (s
User role for new user imports:
Sync every 7 | daylsl v
Group to associate users with: usergroupa v
FortiToken Logo: [ Pease Select | v
Certificate binding CA: Mo Cartificates Selected
[Prease select] v *

Sync users to IAM Account: | Please Select | +

B Email password recovery

Realmw

I & Do not delete synced users when they are no longer found on the remote server I

Apply when the number of such
users is greater than:

4y FAC: l[dapserver

Y

FAC Idap 3

i) (Q )

v f 3b Idapserver: x,” Y

Radius Realm

FAC

<1

Realm 3’z :

username@realm

realm\username

Fortinet E”

22 112

LR R N N K N I R A

14

€

FAC

-

f2y3SN) F2dzy R 2V

.

o

Set Group Filer Test Fiter

User Figlds Format x
The following user fieids will be synchronized

* Usemame:
maximum length: 255 characlers
Only letters, numbers and @//+-_
characters are allowed
« Firstname:
maximum length: 253 characlers
« Lastname:
maximum length: 253 characters
« Email address:
maximum length: 254 characters
must be avalid email address
= Phone number.
maximum length: 64 charadlers
+ Mobile number.
maximum length: 25 characters
must be in this format
+[international_number]

Please note that user fiekds will be truncated if
their valugs excesd the maximum kength

( Idapservey:

( FAGC: -

52 y2i
0K

( FAC: -

G M No

www.fortinet.com.cn
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realm/username

ii. Realm W e realm :

System
Authentication

& User Account Policies

(B Chained token authentication with remote RADIUS server [ Please Select ] +

Local Users
Remote Users

Remote User Sync Rules

Social Login Users
Guest Users

User Groups
Usage Profile

FortiTokens

"
System

Authentication

& User Account Policies

Local Users
Remate Users

Remate User Sync Rules
Social Login Users
Guest Users

User Groups

Usage Profile

FortiTokens

Radius

System
Authentication

& User Account Policies

¥ User Management
& Legacy Self-service Portal
o Portals

Bl Remote Auth. Servers

Clients

Services

Dictionaries
& TACACS+ Service
& LDAP Service

1

y

» | Edit Realm
~ | Name: domaina.com I
> I User source: domaina.com {domaina.com) I v

“ Ceres!

Name @

realm , domaina.com domairb.comy i locat

# Create New
u] Name User Source

I [ domaina.com LDAP: domaina.com (domaina.com) |
u} [ domainb.com LDAP: domainb.com (domainb.com) |
a] fortiad.com LDAP: fortiad.com (fortiad.com)
o Local users
u} winad90232 LDAP: WinAD90232 (192.168.90.232)

F policy} A T4

Username format: @® username@realm
O realm\username
O realm/usemame

® Use default realm when user-provided realm is different from all configured realms

Real
e Realm Allow Local Users To Override R Users Us D Domair icati Groups O Delete

» Filter:

O | tocstl1ocat users. v .
domaina.com | domaine com [domaira.com] » 3 Fiter ) .

© | domainb.com | domaintcom (domainb.com) v » » Filter: .
+ Adda eaim

Y username

usernameé@domaina.com ,FAQy¥ domainacomi

)

FAC

Yy usernameéddomainb.com ,FAC
domainbhcom0
W usernamé®local , FACw g

local
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3.7FortiToken g

FAC token Fortitoken b (FTK) Fortitoken mobile(FTM),
email token, SMS token.
1 FTK: FTK , b A token b
1 FTM: Fortitoken Mobile app,
[ token p ,a FortitokenMobile app
token
1 Email token: , emailtoken , ¢ FACw
0 token, Y B A token :
1 SMS token: FAC H 7 , ,
H , 1 FACw 0 token, y B A
token
I. Token
¢ b FTKtoken, token L
System » | Create New FortiToken
Authentication -

& User Account Policies »
Local Users
Remote Users
Remote User Sync Rules
Social Login Users
Guest Users

User Groups

Token type:

[ FortiToken Hardware FortiToken Mobile

(I Add all FortiTokens from the same Purchase Order

I Serial numbers:

|

Usage Profile
Realms
G FTM token, y FTMtoken license , v [ We
token pdf b, token
Fortinet E” 24 | " 112 www.fortinet.com.cn



=:RTINET

License » © :

FortiToken™
Mobile Redemption Certificate

Tokens

Activation Code EA4C & ¢

Certificate Valid Until | JUL 14,2022

Serial Number EFTME |

(V)

N ~
System > | Create New FortiToken
Authentication ¥ | Token type: FortiToken Hardware |E ke
& User Account Policies > | (B Get FortiToken Mobile free trial tokens
Rl | Activation codes: ]

Local Users

Remote Users “ CCCCC

Remote User Sync Rules

Social Login Users
Guest Users

User Groups
Usage Profile
Realms

MAC Devices
:token license K . P L license » T~ Y [ ,token
: s token;

3

FAC He® FTM token, I} 0 :

Fortinet E” 25 /" 112 www.fortinet.com.cn



System » | Create New FortiToken
Authentication v

&

& User Manageme

User Account Policies

Local Users

Remote Users

Remote User Sync Rules
Social Login Users
Guest Users

User Groups

Usage Profile

Realms

Authent

Sec
Gue

Reak

1AM

& User Account Policies. »

Local Users

Remote User Sync Rules

User Groups
Usage Profile

& Legacy Self-senvice Portal
& Portals 5 e
ER Remote Auth. Servers »
& RADIUS Service ’

MAC Devices

FAC

HA

v | 4 CresteNew @ Impert

Remote Users o

l Login Users
st Users

ims

FortiTokens -
MAC Devices o

Token

Token type:

FortiToken Hardware

> | & Get FortiToken Mobile free trial tokens

Token

token

Token Serlal Number
FTKMOB1A
FTKMOBI!
FTKMOB 1124
FTKMOB 102 n:
FTKMOB

FTKMOF 1

FTKMO 1

FTKMO 1

FTKMO, L
FTRMOERA

FTKMCE T4
FTKMOT2AB]

Available:

Pending:

Lock:

Fortinet E”

token

& Export FTK Hardware

token w

Y

[ token

FortiToken Mobi

a

£ Refresh FTM
Token Type Status Last Used Comment User Algorithm

FortiToken Mobile NiA

FortiToken Mobile Ava NiA

FordTokenMotile [ -0 | 2023-02-24T06:2200 Local: k41 Tote
FortiToken Mobile Assigned  2022-10-11T02:22:00 Local: cec: Tote
FortiToken Mobile 2023-01-31T05:59:00 Locak abc TOoTP
FortiToken Mobile Available NiA

FortiToken Mobile Availal N/

FortiToken Mobile Available niA

FortiToken Mobile Available NiA

FortiToken Mobile Availa NiA

FortiToken Mobile NiA

FortiToken Mobile N/A

~

| token

Fo

~

26

Ne

token

@ token

112

Size

token, 1

’ .
Q| soa
Drift/Counter Timestep
0 40
0 &0
0 60

tokenT

www.fortinet.com.cn

Cancel

v S e
FTM License

EFTMO1013
EFTMO10%
EFTMO1044
EFTM
EFTMO1015000
EFTMO1015 o+
EFTMD10"
EFTMD101 o
EFTMO101 oo
EFTMO10T3
FTMTRIALDY
FTMTRIALOA

s

W Lock
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System
@& Dashboard
& Network
# Administration

High Availability
Firmware Upgrade
Config Auto-backup
SNMP

Features

Licensing

FortiNACs
FTP Servers
Admin Profiles
NetHSMs
Replacement Messages
A Messaging
Authentication
Fortinet 550 Methods
Monitor

Certificate Management

Logging

Assigned:

4. LDAP Server
FACLH

Systemn
Authentication
& User Account Policies

& User Management

& Legacy Self-service Portal  »

",& Portals

5 Remote Auth. Servers - I Username:

General
LDAP
RADIUS
OAUTH
SAML
& RADIUS Service
& TACACS+ Service
& LDAP Service
& OAuth Service
B saMLidp
818 FAC Agent
Fortinet SSO Methods
Monitor
Certificate Management

Logging

Fortinet E”

v | FortiGuard Services and Settings
FortiGuard Subscription Services
Messaging Service Valid until August 03, 2023

SMS messages 10 allowed (0 used)

FortiGuard Proxy Server

FortiToken Hardware Provisioning

Server address: fortitokenmobile.fortinet.com

Activation timeout: 0 T days |1 T | hours{max 30 days) I

~ K

Token size:

Token algorithm:

Time step: 30
Require PIN: Not required Enforced
PIN Length: 8 | 6

FTM trial license activation: Disable

FortiGuard Messaging Service

token |F Ne , G

LDAPServer ,

» | Name:

WinAD$0232
192.168.90.232

~ | Primary server name/IP:

> (I Use Zero Trust tunnel
» | (B Use secondary server

Base distinguished name:

Bind type: simple TS

>

Server port:

443 2

LDAP Server:

Port: 389 O

[Please Select] v

Administrator@fortiad.com

Password:

Server type:

Query Elements

User object class: person

Username attribute: sAMAccountName I

Group object class: group

* | Obtain group memberships from: Group attribute

Group membership attribute: memberOf

» | (O Force use of administrator account for group membership lookups

* | Secure Connection

* |_€ Enable

» | Protocol: LDAPS STARTTLS
» | Trusted CA: All Trusted

» | CAcertificate:
¥ | (O Use Client Certificate for TLS Authentication

Windows Active Directory Domain Authentication
& Enable

Kerberos realm name: FORTIAD.COM
Domain NetBIOS name: FORTIAD
FortiAuthenticator NetBIOS FAC640GA111
name:

Administrator username: sami

Administrator password:
I Allow Trusted Domain

FAC LDAP Server ,

27 [ " 112

Microsoft Active Directory Openl DAP/GSuite

(T Add supported domain names (used only if this is not a Windows Active Directory server)

Novell eDirectory/Others Apply template

Fortinet_CA1_Root | emailAddress=support@fortinet.com v

Ve LDAP

www.fortinet.com.cn
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Server  administrator “ FACF aq , ¢ W oy
@ ~ FAC Idap servet': L
FAG: - ~ [ FAG: Idapserver's A
i. T D¢ . NB g &S MEFAC
i ' I FACL LDAP Server v o,
N, Y IDAP ¢ { SOdzNB [/ 2yySOlA2YyE
iil. LDAP a b pap , H ¢ Windows Active
Directory Domain Authenticatign~ FACv ~ [ AD
! Ty FAGQr ~ [ AD ;
System > || £ Refresh
Authentication ’ Windows Active Directory Server #1
Fortinet SSO Methods > Server name: WinAD90232
| Primary IP Address: 192.168.90.232
@ 550 o Secondary IP address None
Authentication Real: FORTIAD.COM
Locked-out Users Agent: running -

RADIUS Sessions
= ‘Connection: joined domain, connected I

Windows AD

Windows Device Logins Updated: 33 seconds ago

Learned RADIUS Users

SAML IdP Sessions

OAuth Sessions
Certificate Management >
Logging >

5. i
5.1FAC https i
dl FAC FACDH w portal server, portal ,

v F n
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<« [&] Ca Not Secure  https//192.16891.115

Warning: Potential Security Risk Ahead

Firefox detected a potential security threat and did not continue to 192.168.91.115. If you visit this
site, attackers could try to steal information like your passwords, emails, or credit card details.
What can you do about it?

The issue is most likely with the website, and there is nothing you can do to resolve it.

If you are on a corporate network or using antivirus software, you can reach out to the support teams for assistance.
You can also notify the website's administrator about the problem.

Learn more...

Back (Recomm Advanced...

Someane could be trying to impersonate the site and you should not continue.
Websites prove their identity via certificates. Firefox does not trust 192.168.91.115 because its certificate
issuer is unknown, the certificate is self-signed, or the server is not sending the correct intermediate

certificates.

Error code: SEC_ERROR_UNKNOWN_ISSUER

View Certificate

Back (Recommended)

o ~

4 FACaq https server W, b E CAD :

3

Y D YB FAC, T https ¥,

~ ~ ~

Y " Y 2’2 https server i :

* [ s | @ oo To
Authenticatior >
ortine S50 Methods ,|o Centificate ID Subject Iesuer Status
Moritor = 1office3651interim €=US, O=DigiCert Inc, CN=DigiCert Claud Services CA-1 €=US, O=DigiCert Inc, OU=www.digicert.. Active
Certfcate Management .|o tofficea651root C-US, O-DigiCert Inc, OU=ywwew digicertcom, CN=DigiCert Glubal Root CA  C=US, O-DigiCert I, OU=www.ligicert... Active
Esrol > | Fortinet_CA1_Root C=US, ST=Califormia, L=Sunnyvale, O=Fortinet, OU=Certificate Authority, €. C=US, ST=California, L=Sunnyvale, O=Fo... Active
L3 End Entities = Fortinet CAZ Intermediate €=US, ST=Callfornia, L=Sunnyvale. O=Fortinet, OU=Certificate Authority, C... C=LIS, ST=Califarnia, L=Sunnyvaie, O=Fo.. Active
=} Fortinet_CA2_Root C=US, ST=California, L=Sunnyvale, O=Fortinet, OU=Certificate Authority, C. C=US, §T=California, L=Sunnyvale, O=Fo... Active
;‘;:' A D qainterim €-BE, O=GlobalSign nwv-sa. CN=GlobalSign Organization Validation CA - SH.. C-BE, O-GiobalSign nv-sa. OLi=Root CA,.. Active
D qaroot C=BE, O=GlobalSign nv-sa, OU=Root CA, CN=GlabalSign Root CA C=BE, O=GlobalSign nv-sa, OU=Root CA, Active
B scep > —
Logging >

System >
Authentication >
Certificate ID Subject I
Fortinet 5O Methods y |2 erimeate i seuer
Monitor , 1O Def- T rte CUS,ST=C-" * ° _Ale, <Fortinet, O... T LsST=Ca
Certificate Management ~ |0 EAPS o i A C=CN, ST=Beii,. v 0=" t et OU=TAC.. C=CN. TP g, ! Bejjin..
B Polcies [m} Fortiipt ¢ €=US, ST=C W L T net 0. Reme! U T=Cail
[u] Fortin" ( o £S, ST het. O ' oS 5.47=Cali...
[u] -
: = o fac9i ! C=CN, ST=0 O=FCHT, IU=TAC.. C=CN, T B “Leijin..
3% Certificate Authorities
Dlges = fac91 er C=CN, ST=Beijing, - LUU=TAC.. C=CN,S$)=nc1 ..
Logging , 1o facwpaus | rer C=CN, 5T=Beijing, L=1 =" -ortinet, OU=TAC... C=CN,ST=B. _, L=Bejjin...
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~

iii. https server i

(V)

Z

System

@ Dashboard

o Network

# Administration

| System Access
High Availability
Firmware Upgrade
Config Auto-backup

SNMP
Features
Licensing
FortiGuard
FortiNACs
FTP Servers
Admin Profiles
NetHSMs
N
nT
System v
@ Dashboard v
User Lookup
HA Status
& Network P
£ Administration >
A Messaging »
Authentication >
Fortinet 550 Methods >
Monitor >
Certificate Management >
Logging »

5.2SMTP i
A FAC
"

Fortinet E”

b oo

~ | Edit System Access Settings

Administrative Access

@ Require strong cryptography.

(® Enable pre-authentication warning message.
CLI Access

CLI idle timeout:

GUI Access
Site title:
GUl idle timeout:
Maximum HTTP header length:
HTTPS Certificate: |
(I HTTP Strict Transport Security (HSTS) Expiry
Certificate authority type:

CA certificate that issued the server certiﬁcatel

Server i :

0 T | minutes (0-480 mins)

Fortiduthenticator

60 J | minutes (1-480 mins)

4 O (4-16KB)

180 J | (0-730 days)

i

, Y server W
, FAC: y

+ Add Widget

System Information

Host Name FACE40GAS44
Device FQDN fac91115.fortiad.com
Serial Number FAC-VMTM22006222

System Time Fri Feb 24 15:53:25 2023

Firmware Version vé.4.4, build 1028 {GA&)
System Configuration

Uptime 136 dayls) 6 hour(s) 15 minutefs)

MTP ,

Last Backup: Thu Feb 23 15:24:05 2023

License Information

SMTPg,

~

MTPmail serverv CA i

30 /" 112
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System » | @ Learn Certificate
Authentication >
Certificate ID Subject
Fortinet SSO Methods s ]
Monitor , O 1office3651interim C=US, N=Ni t Cloud Services CA-1
Certificate Management ~ |0 1office3651root C=US, O=DigiCart"= ~ CN=DigiCert Global Root CA
B Policies > | O Fortinet_CA1_Root C=US, ST=California . _w=Certificate Authority, C...
L5 End Entities =] Fortinet_CA2_Intermediate c=us, _. wnex, UU=Certificate Authority, C...
b Certificate Authorities i Fortinet_CA2_Root C=US, ST=Califc. ., _ _ 4 womar iate Authority, C...
Local CAs — . _ . _—
— a qqinterim C=BE, O=GlabalSign nv- .., .. _._ = L onization Validation CA - SH...
s
[m] qqroot C=BE, O=GlobalSign nv-* N=GlobalSign Root CA
& scep * | 7/200 trusted CA certificates
Logging >

: F ~CA i T i .
a W KB I SMTP server i

https://community.fortinet.com/t5/FortiAuthenticator/Technical ip-

ConfigureMicrosoft-Office-365-SMTPasMail-server/tap/214959

533 FAC # No
Ya FAC # 0 i, a FAC

O httpsserver i .

I. - CA

Authentication >

Fortinet SSO Methods N a Certificate ID Subject Issuer

Monitor , (O emsca C=CN, ST=BJ, L=BJ, 0=BJ, OU=TAC, CN=ems-ca, emailAddress=wfli@fortinetcom  C=CN, ST=BJ,L=B....

Certificate Management v |0 fac91115ca C=CN, ST=Bejjing, L=Beijing, O=Fortinet, OU=TAC, CN=fac91115.fortiad.com, emailAd... C=CN, ST=Bejjing, ...
B Policies > (O facrootcaforap C=CN, 5T=Beijing, L=Beijing, O=Fortinet, OU=TAC, CN=facrootcaforap, emailAddress=... C=CN, ST=Beijing, ...
L3 End Entities > O facwpadca C=CN, 5T=Beijing, L=Beijing, O=Fortinet, OU=TAC, CN=facwpa3ca, emailAddress=470.. C=CN, ST=Beijing, ...

48 Certificate Authorities v

471500 local CA certificates

CRLs
Trusted CAs
[ scep >
Logging >
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System > | Create New Local CA Certificate
Authentication * | Certificate ID:
Forti?et S50 Methods ? Certificate Authority Type
Monitor * | Certificate type: Int diate CA Int diate CA signing request (CSR)
Certificate Management ~ B Use netHSM
% Policies »
. Subject Information
L3 End Entities ’ Subject input method: Fully distinguished name
u Certificate Authorities Name (CN):
AL Department (OU): TAC
Trusted CAs Company (O): Fortinet
B scep , City (L): Beijing
State/Province (ST): Beijing
Logging ’ Country (C): China (CM) v
Email address: mxia@fortinet.com
Key And Signing Options
Validity period: Set an expiry date
3650 G | days
Key type: RSA
Key size: 1024 4096
Hash algorithm: SHA-1
Subject Alternative Name
® Email:
W User Principal Name (UPN):
Advanced Options: Key Usages
Certificate Revocation List (CRL)
Lifetime: 30 I days(1-385)
Re-generate every: 1 2| days
- , @ CA n
il. c A i = F n
= Wae G Server 1 :
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System » | Create New User Certificate
Fortinet S50 Methods
’ Certificate Signing Options
Monitor »
Issuer: Third-party CA
Certificate Management v . )
o Certificate authority: I fac91115ca | emailAddress=mxia@fortinet.com vI
5 Policies » i
Local User (Optional): |
L3 End Entities —
m Subject Information
Local Services Subject input method: Fully distinguished name
8% Certificate Authorities y | Name (CN):
=3 SCEP , | Department (OU): TAC
Logging , Company (O): Fortinet
City (L) Beijing
State/Province (ST): Beijing
Country (C): China (CN) v
Email address: mxia@fortinet.com
Key And Signing Options
Validity period: Feteini ki
365 o | days
Key type: RSA
Key size: 1024 4096
Hash algorithm: SHA-1
Subject Alternative Name
® Email:
I User Principal Name (UPN):
® URI:
@ DNS: * fortiad.com
Vi
s N DNS &
- ., @ n
ili. “ CA
[ =~ CA
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Certificate
Generate CSR

Remote Certificate 4

CRL

ication
aton ¥ Fortinet_GUI_Server

¥ Fortinet_SSL

€& System B¥ Fortinet SSL_DSA1024
Adminis B Fortinet_SSL_DSA20483
Admin P S & Fortinet_SSL_ECDSA256

¥ Fortinet_SSL_ECDSA384

&¥ Fortinet_SSL_ECDSA521

B¥ Fortinet_SSL_ED448

& Fortinet_SSL_ED25519

& Fortinet_SSL_RSA1024

¥ Fortinet_SSL_RSA2043

B¥ Fortinet_SSL_RSA4096

Certificates

B¥ Fortinet Wifi

¥ Security Fat

[E] Remote CA Certificate €@

L Log & Report

R Fortinet_CA

51

BR Fortinet CA2

£l

ER Fortinet_Sub_CA

51

Fortinet_Wifi_CA

Import CA Certificate

I
Type Online SCEP

Upload |©@ fac91115ca.crt

@

net GUI

5,5

et S5L_ECDSA3S4 c=

tinet SSL_ECDSASZ1 C=US.S

+ Create/Import~ | & Edit

Subject &

Sunmny verc o

Download Search Q

Comments &

TG O T G TG U G YT T I G TR e G COT TGS TG o T PO OO VT s yviner

C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = Certificate Aut.

This is the default CA certificate the SSL Inspection will use when

C =US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN ...  This certificate isembedded in the hardware at the factory and is

C=US, ST = California, L = Sunnyvale, O = Fortinet Ltd., OU = FortiGate, ... This is the default CA certificate the SSL Inspection will use when

C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN...  This certificate is embedded in the hardware at the factory and is

C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN ... | This certificate isembedded in the hardware at the factory and is

C=US, 8T = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN... = This certificate isembedded in the hardware at the factory and is

C =US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN ...  This certificate isembedded in the hardware at the factory and is

C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN ...  This certificate is embedded in the hardware at the factory and is

C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN...  This certificate is embedded in the hardware at the factory and is

C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN ... | This certificate isembedded in the hardware at the factory and is

C =US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN ... ~ This certificate isembedded in the hardware at the factory and is

C =US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN ...  This certificate isembedded in the hardware at the factory and is

C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN ...  This certificate is embedded in the hardware at the factory and is

C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN...  This certificate is embedded in the hardware at the factory and is

C=US, 8T = California, L = Sunnyvale, O

C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = Certificate Aut...

C=US, ST = California, L = Sunnyvale, O

="Fortinet, Inc., CN = auth-cert...

This certificate is embedded in the firmware and is the same on &'

Fortinet, OU = Certificate Aut...

C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = Certificate Aut...

C=US, O = DigiCert Inc, CN = DigiCert TLS RSA SHA256 2020 CA1

Subject ¢

C=US,5T=Calfornla, L ...

WY Fortinet Factory € = US,ST = California, L .
C = US,5T = California, L ..

ssL C = US, 5T = California, L ..

California, L

551_DSA2048 C=US,ST=California, L. ..
¥ Fortinet 551_ECDSA256 € =US,ST=California,L ..

California, L ..

= California, L ..

tinet_SSL_ED448 € = US,ST = California, L ..
et SSL_ED25519 € = US.ST = California, L ..

tinet_SSL_RSA4096.
stinet Wif

C=USS

C=USS

Fortinet E”

C = CN, ST = Beji

C = US, 5T = California, L ..

alifornia, L.

ornia, L

C=US.0=DigiCertInc,

This certif

Comments &

This Is the default CA certific.

‘This certificate is embedded..
“This is the default CA certific.

This certificate is embe
This certificate is embed
This certificate is embedded ..
This cartificate
This certificate

This certificate is embedded i

This certificate is embedd

This certificate is embedded ,
This certificate

This certificate

s embedded ..

sembedded .

ficate

s embedd

ate is embedd

s embedd

sembedded|..

OK Cancel

Qa
Issuer & Expires Status & Source Ref. &
Fartinet 2032/07/21 10:11:30 © Valid Factory 4

Fartinet 2038/01/1% 11:14:07 @ valid Factory 3
Fortinet 2025/05/22 18:03:20 © valid Factory 0
i 4 @ Valid a

© Valid
4 © Valid
2025/04/10 14:27:07 © Valid
025/04/10 14:27:07 @ valid

2025/04/10 14:27:07 © valid
2025/04/10 14:27:07 @ valid
10 14:27:07 © valid

/10 14:26:21 @ Valid
2025/04/10 14:26:23 @ valid

2025/04/10 14:26:44 © Valid
© Valid

2023/09/06 07:59:59

032/03/ © valid

1110:21:23

2038/01/20 06:34:39 @ valid Factory 0

Fortinet © Valid Factory 0
Fortinet ®© Valid Factory J
DigiCert Inc ® Valid Factory 0
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iv.

+ Create/Import~ | & Edit Delet

Certificate
Generate CSR

L i

sted
CA Certificate

Remote Certificate
CRL

Admin Profiles

Fabric Management

Settings

HA
SNMP

Replacement M

FortiGuard

Feature Visibility

Certificates

ecurity Fabric

Lt [ ¢

Create Certificate

Choose Method

& Automatically Provision Certificate

)
)
)
)
)
)
)
)

&l

)
)
)
)

|r-|

Fortinet_GUI_Server
Fortinet_SSL
Fortinet_SSL_DSA1024
Fortinet_SSL_DSA2048
Fortinet_SSL_ECDSA256
Fortinet_SSL_ECDSA384
Fortinet_SSL_ECDSA521
Fortinet_SSL_ED448

v Fortinet_SSL_ED2551%9
Fortinet_SSL_RSA1024
Fortinet_SSL_RSA2048
Fortinet_SSL_RSA40%6
Fortinet_Wifi

[E] Remote CA Certificate @

R CA Cert 1

Certificate Details

Subject *

C = US, 5T = California, L

C =US, 5T = California, L ...
C = U5, 5T = California, L ...
C=US, ST = California, L...
C=US, ST = California, L...
C=US, ST = California, L...
C=US, ST = California, L...
C=US, ST = California, L...
C=US, ST = California, L...
C = U5, 5T = California, L ...
C=US, ST = California, L...
C=US, ST = California, L...
C=US, ST = California, L...
C=US, ST = California, L...

Seart

Comments

This is the default C

>

C =US, 5T = California, L ...

This certificate iser
Thisis the default €
This certificate iser
This certificate iser
This certificate iser
This certificate iser
This certificate iser
This certificate iser
This certificate iser
This certificate iser
This certificate iser
This certificate iser
This certificate iser

This certificateiser

C=CN,ST = Beijing, L=B...

Create Certificate

Review

Use Let's Encrypt and the ACME protocol to automate certificate creation and maintenance. You will need to enable DDNS or purchase ¢

Use Let's Encrypt

[y Generate New Certificate

FortiGate can generate a certificate using our self-signed CA: Fortinet CA_S5L
Using a server certificate from a trusted CA is strongly recommended.

Generate Certificate

B Import Certificate

Import an existing certificate via file upload.

Import Certificate

Fortinet E”

35 /" 112
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Create Certificate

Choose Method Certificate Details

B Import Certificate

Type | Local Certificate

Certificate with key file (+] wildcard fortiad.com_for_fgt.p1l

Password sessnene

PKCS #12 Certificate |eEgiile)e:

®

Confirm password ‘ sesssnne

®

Certificate name wildcard.fortiad.com_for_fgt

Create Certificate

Create Certificate

Choose Method Certificate Details

B Import Certificate

@ Certificate wildcard.fortiad.com_for_fgt has been generated.

& Download Certificate @ View Detalls

£y

Subject &

Create Certificate

Q

Comments

€=US,5T=California,

€ =U5.5T = Callfornia, L = Sunnyvale, O = Fortinet, OU = Certificate Aut...

W Fortinet_Factory €= US, ST = California,

L= Sunnyvale, O = Fortinet, OU = FortiGate, CN,

W Fortinet GUI_Server € =U5.5T = California, L = Sunnyvaie. O = Fortinet Ltd. OU = FortiGate. ..

5 Fortinet_SSL €=US, 5T = Callfornia, L = Sunnyvale, © = Fortinet, OU = FortiGate, CN

3 Fortinet_551_DSA1024

5.5 = California,

€= US, 5T = California, L = Sunnyvale, © = Fortinet, OU = FortiGate, CN
¥ Fortinet 551 ECDSA384

5 Fortinet SSL_ECDSAS21

5. 5T = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN

W Fortinet_SSL_ED448 € =US, ST = California, L = Sunmyvale, O = Fortinet, OU = FortiGate, CN ..

W Fortinet S51_ED25515 c=
¥ Fortinet_SSL_RSA1024

€=US,ST=Callfornla, le. © = Fortinet, OU = FortiGate, CN

€=U, 5T = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN

% Fortinet Wifi € =US, ST = California, L = Sunnyvale, O = "Fortinet, Inc”, CN = auth-cert.

ardfortlad.com for fgt] € =CN, ST =Beljing L = Beljing, O = Fortinet, OL = TAC. CN = *f

L = Sunnyvale, O = Fortinet, OU = Certificate Aut...

Sunnyvale, O = Fortinet, OU = FortiGate, CN ...

€= US, 5T = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN ..

5.5T = Callfornia, L = Sunnyvale. O = Fortinet, OU = FortiGate, CN ..

ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN ...

5.5T = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN ..

e default CA certificate the SSL |

pection will use when genera

This certificate is embedded in the hardware at the factory and is unique.

This certificate s embedded In the hardware at the factory and Is unigue..

This certificate is embedded in the hardware 3t the factory and is unigue.

This certificate is embedded in the hardware at the factory and is unique...

This certificate is embedded in the hardware at the factory and is unique.

This certificate s embedded in the hardware at the factory and Is unigue.

is certificate Is embedded in the hardware at the factory and is unique.

s certificate is embedded in the hardware at the factory and is unique.

This certificate is embedded in the hardware at the factory and s unigue.
This certificate Is embedded In the hardware at the factory and Is unigue..

This certificate is embedded in the h

This certificate Is embedded In the hardware at the factory and is unique.

This certificate is embedded in the firmware and is the same on every uni

ThisIs the default CA certificats the SSL Inspection will use when genera...

ve default CA certificate the S5L Inspection will use when genera...

Issuer &

Fortinet

Fortinet

Fortinet
Fortinet
Fortinet
Fortinet
Fortinet
Fortinet
Fortinet
Fortinet
Fortinet
Fortinet
Fortinet
Fortinet
Fortinet
DigiCert Inc

Fortinet

Review

2032/11/09 14:49:25

2032/07/21 10:11:30

2038/01/17 11:14:07
2025/05/22 18:03:20
2025/02/11 14:49:33
2025/04/10 14:26:45

202518

11012:27:07
2025/04/10 14:27.07

2025/04/10 14:27:07

2025/04/10 14:27:07

2025/04/10 14:26:21

2025/04/10 14:26:44

2023/09/06 07:59:5%
2023/03/21 1

a7

Status &

& Valid

@ Valia

& Valid
@ Valid
& Valid
© Valid
© Valid
& Valid
@ Valid
@ Valid

S Valid

@ Valid
& Valid
@ Valid

@ admin -

Source

Factory

Factory

Factory
Factory
Factory
Factory
Factory
Factory
Factory
Factory
Factory
Factory
Factory
Factory
Factory

Factory

User

5.4FAC O SAML
L FAC A SAML
A SAML IdP,

Fortinet E” 36 /" 112
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i. bz 5.3 wo,n A af 3t
i FAG: - Server it W I

System » | Create New Server Certificate
Authentication > | Certificate ID:
Fortinet S50 Methods
’ Certificate Signing Options

Monitor >

|ssuer: Thad party CAVID Atamated
Certificate Management v . .

Certificate authority: fac91115ca | emailAddress=mxia@fortinet.com

% Policies >
IENERTENGhES Subject Information
-
Users Subject input method: Fully ditngnahed e
Name (CN):

882 Certificate Authorities s | Department (OU): TAC
B scEp , | Company (O): Fortinet
Logging , City (L) Beijing
State/Province (5T): Beijing
Country (C): China (CN) v
Email address: mxia@fortinet.com
Key And Signing Options

Validity period: Set length of time Set an expiry date

1825 | days
Key type: RSA
Key size: 1024 4096
Hash algorithm: SHA-1

Subject Alternative Name

® Email:
I User Principal Name (UPN):
I URL:
& DNS: fac91115.fol
4
iii. ~ Server

Fortinet E” 37 /" 112 www.fortinet.com.cn
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o
T
o
T
4
o
5
5

+ Create/lmport~ | & Edit Delet Search

Certificate
Subject ¢
Generate CSR

CA Certificate

C=Us, 5T = California, L = Sunnyvale, O = Fortinet. OU = Certificate

Remote Certificate
CRL sted C=US, 5T = California, L = Sunnyvale, O = Fortinet, OU = Certificate

[E Local Certificate

E% Fortinet_Factory C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, (
E§ Fortinet_GUI_Server C=US, 5T = California, L = Sunnyvale, O = Fortinet Ltd.. OU = FortiGi

E§ Fortinet_SSL C=US, 5T = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, (
Administrators

Admin Profil 7 Fortinet_SSL_DSA1024 C=US, 5T = California, L = Sunnyvale, O = Fortinet, OU = FortiGate,
Admin Profiles

5 Fortinet_SSL_DSAZ2048 C=US, 5T = California, L = Sunnyvale, O = Fortinet, OU = FortiGate,

Fa agement

E§ Fortinet_SSL_ECDSAZ56 C=US, 5T = California, L = Sunnyvale, O = Fortinet, OU = FortiGate,

7 Fortinet_SSL_ECDSA384 C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate,
E% Fortinet_SSL_ECDSA521 C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate,

E§ Fortinet SSL_ED448 C=US, 5T = California, L = Sunnyvale, O = Fortinet, OU = FortiGate,

iy Fortinet_SSL_ED25519 C=US, 5T = California, L = Sunnyvale, O = Fortinet, OU = FortiGate,
Feature Visibility E§ Fortinet_SSL_RSA1024 C=US, 5T = California, L = Sunnyvale, O = Fortinet, OU = FortiGate,

Certificates iy Fortinet_SSL_RSA2048 C=US, 5T = California, L = Sunnyvale, O = Fortinet, OU = FortiGate,

curity Fabric 7 Fortinet_SSL_RSA4096 C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate,
=port iF Fortinet_Wifi C = US, ST = California, L = Sunnyvale, O = "Fortinet, Inc!, CN = auth-

Upload Remote Certificate

Upload| @ fac%1115server.cer

@ Valid
© valid  Factary

739 @Valid  Factory

33 @Valid  Factory
© Valid

@ Valid

Beijing, 0 = Fortinet, OU = TAC, CN = fac91115. 2027/03/1310:22:10

6. HA
FAC H HA , 4 HA AP HAcLB
6.1HA AP
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HAAP. 4 h , W Haea FACH K ,FAC 4 Primary
Secondary
AP H @ FACH
1 R
1 12) W
1 licensew
1 A-P Cluster W M Tokenlicense
h 1, He FAC Y b ,
h ;P @ Cluste - We3k ip , A G radius
clientv radiusserver ip
6.2HA AP

FAC-Primary

portlip: 192.168.91.115
port2 ip:192.168.90.118

FAC-Secondary

portl ip: 192.168.91.115
port2 ip:192.168.90.119

FAQoortl W 3 Fo , FAC port2u o ,37 ybu 0
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ClusterPrimaryv :
< C @ O G| hitps//192.168.90.118
System ~ | High Availability Settings
@& Dashboard > | € Enable HA
+ Network s> | Role: @ Cluster member
5 Standalone Primary
Load Baancer
System Access Maintenance Mode: @ Disabled
High Availability O Enabled with synchronization
. (O Enabled without synchronization
Firmware Upgrade
Interface:
Config Auto-backup nterface part [EiE] | [EE
SNMP I Cluster member IP address: 192.168.90.118/255.255.255.0 I
Features HA admin access: ® Telnet (TCP/23)
L 1 & SSH (TCP/22)
icensing HTTPS (TCP/443)
FortiGuard @ GUI (TCP/443)
. (T REST API (/api/)
(RGN (I Fabric (fapi/v1/fabric/)
FTP Servers W HTTP (TCP/80)
Admin Profiles B SNMP (UDP/161)
NetHSMs .
Priority: High |
Replacement M. -
It = Password: .
lessagin
s ? Load Balancers:
Authentication 3 Name IP Address Delete
Fortinet 550 Methods ’ + Add Secondary Load Balancer
Monitor >
Certificate M. it N I Monitored interfaces: & portl I
port2
Logging > W port3
W port4
Monitored interfaces stability 30 < | (0-3600s)
period:
Node-Specific Default Gateway:
Heartbeat interval: 10 2 (1-20) (Interval: 1000ms)
Heartbeat lost threshold: 6 2 (5-60) (Cluster member timeout: 6000ms)
:SecondarfrFAC  GUI 7 Ne ¥
(= C @ QO & hipsy§192.168.90.119
System ~ | High Availability Settings
@& Dashboard > | @ Enable HA
Role: ® Cluster member
Standalone Primary
= Load Balancer
e et Maintenance Mode: @ Disabled
Licensing O Enabled with synchronization
Replacement Messages (O Enabled without synchronization
Logging s Interface: portl port3 portd
I Cluster member IP address: 192.168.90.119/255.255.255.0 I
HA admin access: W Telnet (TCP/23)
@ SSH (TCP/22)
HTTPS (TCP/443)
& GUI (TCP/443)
I REST API (fapi/)
_ Fabric (/apifv1/fabric/)
W HTTP (TCP/80)
I SNMP (UDP/161)
Priority:
Password: easssnee
Monitored interfaces: portl |
port.
port3
portd
Monitored interfaces stability 30 (0-3600s)
period:
Node-Specific Default Gateway:
Fortinet E 40 /7 112 www.fortinet.com.cn
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RTINET

b ¢Node{ LISOAFAO 5SFludAZ G DI 4GS
FAC

6.3HA AP

Fortinet E”

ClusterPrimary v HA :

« c e © G bitps//192.16890.118 B % % 6 =

Ciness Jeaon eons
= FortiAuthenticator VM

System

Status.

User Lookup

—— prs— © p— iravasmus °

s Network B
© Adminkstration »
o Messaging >
Authentication »
Fortinet S50 Methods >
Monitor >
Certificate Management »

Logging »

« > C @ O & hitpsi//192.168.90.118

= FortiAuthenticator VM

System v || 4 Add Widget
Dashboard v TOTTeCTTT Fermes
License Type Evaluation [valid until April 22, 2023) 4.
User Lookup SMS
HA Status Sent/Allowed T TR -
o4 Network N FortiToken Cloud
£ Administration N Status o
<4 Messaging >
Authentication »
Fortinet SSO Methods > I HA Status
Monitor , Enabled ®
. Node type Cluster member [View slatus details
Certificate Management » s
. Role Primary
Logging 3
Status Cluster Primary
Cluster size 2
Heartbeat interface port2
Priority High
Peer FAC-VMTM21005477
2023-03-01 09:38:38 FAC-VMTM21005477 has joined the HA cluster
2023-03-01 09:30:53 The device is now the HA Primary (cluster size = 1)
Last log messages 2022-06-23 16:46:52 The device Is now the HA Secondary (cluster size = 2}
2022-06-23 16:44:18 The device is now the HA Primary (cluster size = 2}
[View all log records]

ClusterSecondaryv HA :

« (-] O & hups//192.16890.119 ® O nh g =

Dixesz Jenew ons

Syst v
@ Dashboard
Status
User Lookup.

Custar mamber [primary) FACMTMZ2002366 Cluster stable 19216890118

& Administration »

Logging »
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System
Dashboard

User Lookup
HA Status

# Administration

Logging

6.4HA AP

Fortinet E”

O O hitps://192.168.90.119

(Secondary Node)

VM

FortiClient

License Type
SMS

Sent/Allowed
FortiToken Cloud

5 users
5 entries

Evaluation (expired) X

T .
z

Status Service error 2
HA Status
Enabled ]
Node type Cluster member [View status detalls|
Role Secondary
Status Cluster Secondary
Cluster size 2
Heartbeat interface port2
Priority Low
Peer FAC-VMTM22002368

Last log messages

2023-03-01 14:18:27 Clock updated from Primary node, old time is '2023-03-01 14:1..

:38 The device is now the HA Secondary (cluster size = 2)

2023-03-01 09:38:35 FAC-VYMTM22002368 has joined the HA cluster

2022-06-24 09:49:01 Cluster member 'FAC-WMTM22002368" is marked as unreachable fo._.

2023-03-01 09

[View all log records]|

HA ®

System
& Dashboard
& Network
£ Administration
System Access
High Availability
Firmware Upgrade
Config Auto-backup
SNMP
Features
Licensing
FortiGuard
FortiNACs
FTP Servers
Admin Profiles
NetHSMs
Replacement Messages
A Messaging
Authentication
Fortinet S50 Methods
Monitor
Certificate Management
Logging

~ | High Availability Settings

* | @ Enable HA
> | Role:

Maintenance Mode:

Interface:
Cluster member IP address:

HA admin access:

® Cluster member
Standalone Primary
Load Balancer

@ Disabled
O Enabled with synchronization
O Enabled without synchronization

192.168.90.118/255.255.255.0

W Telnet (TCP/23)
& S5H (TCP/22)
HTTPS (TCP/443)
& GUI(TCP/443)
W REST API (/api/)
(I Fabric {/api/v1/fabric/)

B HTTP (TCP/80)
W SNMP (UDP/161)
Priority: m L
Password: assssass
i Load Balancers:
» Name IP Address Delet
4 + Add Secondary Load Balancer
>
N Monitored interfaces: @ portl
port2
» (W port3
W portd
Monitored interfaces stability 30 2 | (0-35005)
period:
Node-Specific Default Gateway:
Heartbeat interval: 10 “ (1-20) (Interval: 1000ms)
Heartbeat lost threshold: & ~ (s-60) (Cluster member timeout: 6000ms)

o ,Wa
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Heartbeat interval:

N B 01 Yy , v 10

Heartbeat lost threshold:

K \Y
( X L v) P
, 0 HA® ;
h , 1 w® [ Active ;
b HA R f h

Monitored interfaces stability period:
0
0 3% w 0 HA ;
Active FAC , Active FAG w Slave

Slave FAT u Active

AP h o\ A7 ., nd h
Active
i.
b , h b Active, b  Slave
h , w b Actve ., h * ,h w®l w Slave
C : 5Ne ,h wP 1 u Active
il
b ", h : 30 W
HA, v b Active , P " h , 30
W HAh v 4 ® [ Active b 5 Ne
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P \
s HA ® ,FACh bw 4 6 D :
FACP s M AW p b, =~ b FAC
G b
6.5HA AP HA
( FAC staus "~y [ HA 7
HA 7y T
6.6HA LB
HA LB:v1 h h , W FACH b W@ , i ;
LB Y W Ha b  FAC,p LB Slavew t LB

Master W :
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