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1. FAC License
1.1 X T FAC VM &£ 1 License, AJ LATE support K5 3L, EMHxA
WA i SRR BB WA ip Hiuhik, FAC ) VM license 2 JG £ 485E1X /> ip Hi
HE, XA ip Hukik AT LSS FAC ATAR[— AN 1 ip Hhlik;

1.2 G FAC 75 BB HUXAS ip Hisik, B4 FHFESELE support WY& XN
ip Huhik, RJEEHT N EK license, SR TE FAC BB ip HitkfE, SAIX
N license.

View Products > FAC-VMTM210C

& Product Information &

Product Mode FortiAuthenticator VM
Serial Number FAC-VMTM21C _
License Number FACVM471: -
Supported Uzers 30000

Registration Date 2021-09-27
Description FACVM =77 77
Partner Fortinet (China)

P Addrezs 192 115 |

Licenze File | License File Download |

1.3 YLK FAC f# ) token ] license J& 7Kk A ).

1A HA B Z Il token license A] LAY FRIL=E, HAKTI 2% HA I &
.

1.5 FAC [f] token license 55 FAC /751 5405E, WITTHeH% token license i
BRARESG CSteam fHULERLE.

1.6 A 7E FAC [ N1 BE U 4% FAC ¥ License
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System
@ Dashboard
% Network

& Administration v

System Access

High Availability
Firmware Upgrade
Config Auto-backup
SNMP

Features

FortiNACs

FTP Servers

Admin Profiles
NetHSMs

v

>

>

Import License

License:

& Upload a file

1.7 ] 7E FAC [ status T & A& License AHR(E B

System
@& Dashboard

User Lookup
HA Status

& Network
# Administration
4 Messaging
Authentication
Fortinet S5O Methods
Monitor
Certificate Management

Logging

2. FAC ¥R B
2.1 HOMRECE

<

+ Add Widget

System Information
Host Name

Device FQDN

Serial Number

System Time

Firmware Version
System Configuration
Uptime

FACG40GAG44

fac91115.fortiad.com
FACVMTM22006222

Thu Feb 2 15:57:03 2023

v6.4.4, build1028 (GA)

Last Backup: Wed Jan 4 14:39:45 2023

114 dayls) 6 hour(s) 19 minute(s)

License Information
FortiAuthenticator
VM
FortiClient
License Type
SMS
Sent/Allowed
FortiToken Cloud
Status

30000 users
5 entries

Evaluation (valid until October 11, 2023) 1

T TR -

e

B FAC A 2471, FCE FAC R Ok, Hedn:

Fortinet A &)
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AR MY 55 T BT R A L AR 2 15 AR,

System v
# Dashboard »
DNS
Static Routing
Zero Trust Tunnels
Packet Capture
& Administration >
A Messaging »
Authentication >
Fortinet S5O Methods 5
Maonitor »
Certificate Management >
Logging >

22 Bt E FAC e EHE R

Fortinet A &)

Interface Status
Interface:

Status:

|P Address / Netmask
|Pva:

IPvé:

Access Rights

Admin access:

Services:

PIAN

portl

|192.168.91.115/255255.255.0 |

B Telnet (TCP/23)
& S5H (TCP/22)
HTTPS (TCP/443)
@O GUI (TCP/443)
& REST API (/api/)
& Fabric (/api/v1/fabric/)
@ HTTP (TCP/B0)
@ SNMP (UDP/161)

@ HTTPS (TCP/443)
& Self-service Portal (/login/)
@0 Guest Portals (/guests/, /portal/)
@ SAML IdP (/saml-idp/)
@) SAML SP S50 (/saml-sp/, /login/saml-auth/)
&0 Kerberos 550 (/login/kerb-auth)
@) SCEP (/app/cert/scep/)
& CRL Downloads (fapp/cert/crl/)
& FortiToken Mobile API (/api/v1/pushauthresp/, /apifvl/transfertoken/)
@ OAuth Service (/api/vl/oauth/, /guests/, /portal/)
@O HTTP (TCP/80)
& SCEP (/app/cert/scep/)
@ CRL Downloads (/app/cert/crl/)
@ SAML IdP (/saml-idp/)
@ Kerberos S50 (/login/kerb-auth)
@ RADIUS Accounting Monitor (UDP/1813)
@O RADIUS Auth (UDP/1812)
@ RADIUS Accounting S5O (UDP/1646)
& RADSEC (TCP/2083)
@ TACACS+ Auth (TCP/49)
& LDAP (TCP/389)
@ LDAPS (TCP/636)
& FortiGate FSSO (TCP/8000)
@ OCSP (TCP/2560)
@ FortiClient FSSO (TCP/8001)
@) Hierarchical FSSO (TCP/8003)
@ DC/TS Agent FSSO (TCP/8002)
& Syslog (UDP/514)
@ Syslog over TLS (TCP/6514)

www.fortinet.com.cn
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Bk FAC B HE T Jo, B LA E FAC 1Y Hostname/IFf [H]Z5(5 &

System v || 4 Add Widget
& Dashboard v
User Lookup System Information
HA Status Host Name FACSA0GAS44
+ Network ; Device FQDN fac91115. fortiad.com
# Administration : Serial Number FAC-VMTM21004988
. System Time Fri Sep 2 17:48:25 2022
4 Messaging , ystem Tir ti Sep
L Firmware Version wé.4.4, build1028 (GA)
Authentication 5
System Configuration Last Backup: Wed Aug 31 17:06:45 2022
Fortinet SSO Methods » .
Uptime 1 day(s) 7 hourls) 36 minutefs)
Manitor »
Certificate Management »

TERE, FAC [FIIN [ ZIER, 75 AT fE 2 3 B0 LR R

DNS ¥ &:
HLEYAEL T wpa2 AIE, 752 FAC ZEIMAZIH, B DNS Server 44
REfl AD IRA4 AT, FrLAUnE AD 35 J2 DNS Server [, 7] LA FAC
DNS 545 ] AD 5[] DNS Server.

System ~ | DNS Configuration
@ Dashboard * | Primary DNS server: 192.168.90.232
Secondary DNS server: 208.91.112.53

Interfaces @ Enable DNS cache

DNS cache maximum TTL: 0 o | seconds (30-600)

Static Routing
Zero Trust Tunnels

Packet Capture
#* Administration >
A Messaging >

2.3SMTP % &
L7 S TR EE FAC I SMTP RIEIB{F4A FH Y, Hlnki% email token
B JE 3% FTM token 0 B4,
N ARFTRE, Sl 2 A F ER A P — AN IS A PR S A b

Fortinet /A ] 3 o8ul / 311271 www.fortinet.com.cn
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System v | Edit SMTP Server
@ Dashboard > | Name: ™ |
4 Network > | Server name/IP: smtp.qq.com
¥ Administration > | Port: 587 =

A4 Messaging Sender name (optional):
SMTP Servers Sender email address: | L@gg.com
El SRS Connection Security And Authentication
SMS Gateways .
Secure connection: None
Authentication >
@ Enable authentication
Fortinet S50 Methods >
Account username: |@qq.com
Monitar * | Password:
Certificate Management >

Logging > Test Connection “

VER: SMTP it & 58 5% 5 7] PA S o LT )" Test Connection” KJHA— T,
SMTP &7 RE1E# TAF;

R L B IS R AR

thenticator VM FAC640GA644

System v |[ 4 Create New
@ Dashboard 2 [
# Network , [P Hame Server Defaut
i (s Local Mail Server localhost:25
o 11ofhcedss smitp.office365.com:587

SMTP Servers o @ sentp.aq.com:587 o
Email Services.
SMS Gateways. -

2.4 FAC SNMP fHc k&
Al PARC & FAC [ snmp 73 ) Fl1 TRAP:

System | Edit SNMPV1/v2e
@ Dashboard >
| snmpvize
o atverk > [ Community name facsdd
_
Events &0 CPU usage s high
Snitmn O Memory is low
High Availability B Interface IP is changed

» Auth users threshold eaceeded
Firmware Upgrade » Auth group threshold exceeded
Config Auto-backup » Radius NAS threshold exceeded
B TACACS+ NAS threshold exceeded
3 Auth event rate threshold exceeded
Features B Auth failure rate threshold exceeded
» User lockout detected
0 HA status changed
FortiGuard 4D Disk usage is high
FortiNACs B HA sync activity s low
B RAID status changed

Licensing

FTR Servers

Admin Profiles
NetHSMs
Replacement Messages

| SNMP Hasts

IP/Netmask Traps

o Messaging » | 1zzsa

Authentication >

4 A3 SHMP Host

VEEFAC [ snmp TH#ERSE read-only, T B/~ AiEL FAC [#) token

=N

=Ci
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Aderem 152,168.91.128
ECLN

g

3. HPEH
FAC LRI PRI IES SIANTE, B4 AM A F /i s H P /Social AE
FH 7 /7% F 7 DL S MAC ik IE .

22 FortiAuthenticator VM FAC640GAS44 O @ sdnin-

» | #CroateNew | @ import | @ Export & Disabled Users = To
D User | Fisthame  lastNome | EmadAddress | Admin Status Token Token Requested Groups [
. 4311001

o a1 saml wia 4701431i@gq.com

] a3 asdfas ssdfasd  4701431@aq.com
Iocalgroupl

oo 000

abe sami xia 4701431 @aq.com ° ° FortiToken Mobile [FTKMOB1A87 ABE99)

aduserl

O apiadmin

3.1 A
AH T RIBEAE FAC ASHIEHE 7 (0 7, 5 61 T DAAE B o Ao
R, BCE R B SEE B R, IEFRA 2 R token;

EH AP

QU 2 53 7 I, W] A2 2501 5 F 7 (4 REST AP 7 Al BUPR B2
S PRI 193 25 R 1

Fortinet /A ] 100 / 11270 www.fortinet.com.cn
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Local Users
Remote Users
Remote User Sync Rules
Social Login Users
Guest Users
User Groups
Usage Profile
Realms
FortiTokens
MAC Devices
1AM
# Legacy Self-service Portal
"& Portals
R Remote Auth. Servers
& RADIUS Service
& TACACS+ Service

A

(T One-Time Password (OTP) authentication
(T FIDO authentication

I Allow RADIUS authentication

(@ Force password change on next logon
(Z® Sync in HA Load Balancing mode

Administrator Sponsor User
@ Web service access

@ Restrict admin login from trusted management subnets only

User Role

Role:

@ Full permission

IP Address/mask @ Delete

0.0.0.0/0.0.0.0 x
=+ Add Trusted Subnet

@ Restrict GUI
I Restrict API

A PRI E, AR EZ NG

System >
Authentication v
& User Account Policies >
[} r Management -

Local Users
Remate Users
Remote User Sync Rules

Social Login Users Role

Guest Users
Role:
User Groups

Usage Profile

Realms

FortiTokens 1AM
MAC Devices Account:
1AM

& Legacy Self-service Portal »

Password creation:
Password:
Password confirmation:

O Allow RADIUS authentication
(I Force password change on next logon

Create New Local User

Username: test

Specify a password ~
seense

renne

|
Sponsor  [IRVEE

Administrator

Account Expiration

(3 Enable account expiration

[ Please Select] v

“ cenee

BCE 7P BAF BUR, wt T A2 A 7 4> token:

Fortinet A &)

www.fortinet.com.cn
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System > | Edit Local User
Authentication ~ | Username: abe
& User Account Policies » | » Disabled

& User Management

Password authentication | change Password
@ One-Time Password (OTP) authentication

Remote Users Deliver token codes from: WIS FortiToken Cloud
Remote User Sync Rules Deliver token code by: Email | SMS | Dual (Email & SMS) Test Token
Social Login Users Mobile I

Guest Users
Token: ( |- r—— - |

I Activation delivery method: m SMS Scan QR code I

+ Temporary token

User Groups

Usage Profile

Realms

FortiTokens B FIDO authentication

MAC Devices & Allow RADIUS authentication

1AM (D Force password change on next logon

& Legacy Self-service Portal @ Sync in HA Load Balancing mode

& portals , User Role
4 Remote Auth. Servers > Role: Administrator Sponsor User
& RADIUS Service X & Full permission
(I Web service access
& TACACS+ Service »

(I Restrict admin login from trusted management subnets only

& LDAP Service »
2 OAuth Service ~ _

Display name:
.
B saMLIdP |
First name: sam1 Last name: xia
&8 FAC Agent » .
Email: 4701431@qq.com Phone number:
Fortinet S5O Methods > .
Mobile number: B*l +1 v 506-234-5678 SMS gateway: Use default v Test SMS
Monitor »

Street address:

25 H P 43I token B, B LLEFE R Email/f515 195 Uk ) token 15 &
P, ¥R P BEE token, HAMET LA EHEE /RN QR 18, AR5
R AN 77 AAEIX AN QR Wk I%E 2 F P (Be an A P IR A6 2 ik AS Be A
I 4):

System > | Edit Local User
Authentication ¥ | Username: test
& User Account Policies > ~» Disabled

@ Password authentication | Change Password
@ One-Time Password (OTP) authentication

Remote Users Deliver token codes from: FortiToken Cloud

Remote User Sync Rules Deliver token code by: Email | SMS | Dual (Email & SMS) Test Token
Social Login Users e
Guest Users
Token: ( 3 =)
User Groups e — e
Activation delivery method: Email SMS
Usage Profile
=G + Temporary token
FortiTokens Please visit hitps://docs fortinet.com/product/fortitoken/ for instructions on how to install your FortiToken Mobile application on your device and to activate your token.
MAC Devices Activation Code for FortiToken Mobile FTi 7265, which you will need to enter on your device later, is
1AM
&, Legacy Self-service Portal > Alternatively, use the following QR code image to activate your token with the "Scan Barcode” feature of the app.
& Portals > -
2 Remote Auth. Servers >
& RADIUS Service >
& TACACS+ Service >
& LDAP Service >
& OAuth Service >
B samLIdP »

FAC Agent »
Fortinet S50 Methads >

You must activate your token by: Feb. 14, 2023, 12:53 a.m., after which you will need to contact your system administrator to re-enable your activation.

U BRI, & AT BLIG 6 B A - S B

Fortinet /A ] o120 / 11270 www.fortinet.com.cn
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I Force password change on next logon

System »
Sync in HA Load Balancing mode
Authentication ~
. User Role
& User Account Policies >

Role: Administrator Sponsor
@ User Management -
m @ Allow LDAP browsing

Remote Users User Information

Remote User Sync Rules Alternative Email Addresses

Social Login Users )
Password Recovery Options
Guest Users

User Groups 8 Groups
Usage Profile Fac groups: Available Groups @
Realms Q Fiker | localvpngroup | ~
FortiTokens
fidovpngroup A
MAC Devices locall
1AM localgroupl
) localgroup3
& Legacy Self-service Portal » taeacsgroup

& Portals wifisamlgroup

wpaZgroup

&5 Remote Auth. Servers

& RADIUS Service
& TACACS+ Service

F P B AHAS ST DATE BT DA &, 8 nT DALE P 2 R E T T AT
fil & ;

v v

3.2 Remote il 7

Remote [/ J2di M/ base fEiimfks5# LHIFHT, Remote HI 7 H
LDAP/Radius/SAML, # F () remote A/ & LDAP HIJ;
TEERIM R FAC F A Remote H 7 722N 7% AR 22 142
#il, LU group #5541, A2 EBIFE token INIESE, FAC 3&H H
Mt (E 2, BT UAREVGAIERS FAC JEIEHE 7 45 B A I8 45 128 i 1
server 225, FTLAERIG FoRi, BRI FAC EIZATIX 4 Remote H /)
{5 5., Remote H T AT LIS FAC AN,

Remote H P AT AFBI T AN, I HF 54 Remote H /7 43 token:

WA DL RPN = S N R e -, B LEBE S AR 1
A 2 7525 F P H 3173 B token:
Eban R B, #2 LDAP Server b AT I groupsaml 2L SN

Fortinet /A ] #5013 [/ 1121 www.fortinet.com.cn

[ tmeon] | & Export users v T e
N o Username: Remote LDAP Server Admin Status. Token Token Requested

o aaa WInAD90232 (192.168.90.232) o o
o abe WinAD90232 (192.148.90.232) o o
(m] dm1 WiInAD90232 (192.168.90.232) o (-]
dm3 WinAD90232 (192.168.90.232) o o
jack.zhang@fortiad.net WinADY0232 (192.168.90.232) -] o
a john_sun@fortiad.net WInAD90232 (192.168.90.232) o o
o mailuserl WinAD?0232 (192168 90.232) o Email (4701431@q... o
o mikee. shang@lartiad.net WinAD90232 (192.168.90.232) o o
sam1 WinAD90232 (192.168.90.232) -] FortiToken Mobil o

L 9
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Fl FAC |, [AIBFHEX SR o3 FAC _EBIEE groupsaml IX AN e

WinAD90232 (192.168.90232) v

/ WESNFERILIEF

dc=fortiad.dc=com

memberof=CN=groupsaml,0U=TAC,DC=fortiad, DC=com Set Group Filter Test Filter

System » | Edit Remote LDAP User Synchronization Rule
Authentication ~ | Name: syncgroupsam|
& User Account Policies > | Remote LDAP:
Ageme Base distinguished name:
Local Users LDAP filter:
Remote Users B
Synchn Attributes

| Remote User Sync |

QTP method assignment priority:
Social Login Users 8 P ¥

Guest Users

User Groups

_® None (users are synced explicitly with no token-based authentication) User Fields Format *x

(» FortiToken Hardware (assign if serial number is provided) The following user fields will be synchronized

(B FortiToken Hardware (assign an available token) * Usemname:

Usage Profile maximum length: 245 characters
Realms & FortiToken Mobile (assign an available token) | Only latters, numbers and @/./+/-/_
characters are allowed
FortiTokens (B FortiToken Cloud - Default « First name:
3 maximum length: 263 characters
MAC Devices (D FortiToken Cloud - FortiToken Mobile \ 48 IR token” Last name *
1AM O~ bl
D FortiToken Cloud - FortiToken Hardware I RS
Yy Ly « Email address: (required)
& (D FortiToken Cloud - Email maximum length: 254 characters
Portals > must be a valid email address
— ( FortiToken Cloud - SMS Needed for assigning an available
Sa Remote Auth. Servers > FortiToken Mobile
) B Email * Phone number
& RADIVS servie ' B SMS maximum length: 64 characters
& TACACS+ Service » « Mobile number
., , 3 Dual (Email and SMS) Ty Ie:gl);. 26 characters
must be in this format
. +[intemnational_number]
£ @nipezel > | 9 FIDO authentication
ﬁ Please note that user fields will be truncated if
LD > | Syncas: theirvalues exceed the mdmum length.
FAC Agent *> | Userrole for new user im| ]
ports: L U
| = =
Fortinet SSO Methods » [Smore A ] /ﬁﬂ)t' EE iRy I
Monitor 4 Group to associate users with: | groupsaml x v | I ,_‘#}E‘,lﬁﬁﬁﬂﬂﬂ)ﬁ'ﬂﬂ)\iﬂFACIﬁUEWﬂﬂF‘iﬂEP
Certificate it >

FortiToken Logo:

3.3 MAC Hulib e P

[ Please Select ] v

FAC Y #F MAC Hu3iEiAiE, LA K Portal AIE[] MAB Bypass WAIIE, AJ LAZE
FAC -F-2hak 5 207 I MAC il %% (Portal + MAB Bypass);

Systemn > | Edit MAC-based Authentication Device
Authentication ¥ | Name: [a3s-device |
& User Account Policies > | MAC address: 48:45
Local Users

Remate Users

Remote User Sync Rules

Social Login Users User Type:

Guest Users Owner:
User Groups
Usage Profile
Realms
FortiTokens

1AM

3.4 A

& This device belongs to a user

FAC LA LLRC B AR & 1 AN R 4.

Fortinet 2\ 7]

#
Remote LDAP  Remote RADIUS
| aaa % v |
11271 www.fortinet.com.cn
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Fortinet A &)

Remote Users

Remote User Sync Rules
Social Login Users
Guest Users

Usage Profile

Realms

FortiTokens

MAC Devices

1AM

Password policy:
(B Usage Profile
TACACS+ authorization rule:

System » | Create New User Group
Authentication ~ | Name:
& User Account Policies > | Type:
Local Users Users:

Default

RADIUS Attributes

| Remote LDAP Remote RADIUS Remote SAML

search

v

[ Please Select ] v

[ Please Select ] v

XfF Remote LDAP F 7, IMAH P AHA =5
FETEBEDHN, SAH PRI S AR E A

System >

Authentication v

& User Account Policies »
Local Users

Remote Users

Social Login Users
Guest Users

User Groups

Usage Profile

Realms

FortiTokens

MAC Devices

IAM
& Legacy Self-service Portal  »
% Portals >
&3 Remote Auth. Servers >
& RADIUS Service >
& TACACS+ Service »
& LDAP Service >
& OAuth Service >
B saMLIdP »

FAC Agent
Fortinet S50 Methods

Edit Remote LDAP User Synchronization Rule

Name:

Remote LDAP:

Base distinguished name:
LDAP filter:

Synchronization Attributes
OTP method assignment priority:

( FIDO authentication
Sync as:

User role for new user imports:

Sync every:

zZroupvpn
WinAD90232 (192.168.90.232) v
de=fortiad de=com

memberof=CN=groupvpn, OU=SAMTEST1, DC=fortiad DC=com

@ None (users are synced explicitly with no token-based authentication)
(@ FortiToken Hardware (assign if serial number is provided)
(B FortiToken Hardware (assign an available token)

(T FortiToken Mobile (assign an available token)

(D FortiToken Cloud - Default

(B FortiToken Cloud - FortiToken Mobile

B FortiToken Cloud - FortiToken Hardware

W FortiToken Cloud - Email

(® FortiToken Cloud - SMS

® Email

» SMs

(® Dual (Email and SMS)

7~ dayls) v

Monitor

Group to associate users with:

|

[ groupvpn

Certificate Management

System
Authentication

&% User Account Policies

& User Management

Local Users
Remote Users

Remote User Sync Rules

Social Login Users
Guest Users
Usage Profile
Realms
FortiTokens

MAC Devices
1AM

& Legacy Self-service Portal »

'ﬁ' Portals
5 Remote Auth. Servers

& RADIUS Service

FortiToken Logo:

> | Edit User Group
¥ | Name:
¥ | Type:

User retrieval:

Remote LDAP:

(I Usage Profile

| Please Select | v

FEHC R AR SIECE 1) group

groupvpn

Specify an LDAP filter
@® Set a list of imported remote LDAP users

WinAD0232 (192.168.90.232) ~

Cancel

Set Group Filter Test Fifter

User Fields Format

x

The following user fields will be synchronized

* Username:
maximum length: 255 characters

Only letters, numbers and @/ /+/-_

characters are allowed
«» First name

maximum length- 253 characters
 Last name:

maximum length: 253 characters
» Email address:

maximum length: 254 characters

must be a valid email address
* Phone number:

maximum length- 64 characters

Please note that user fields will be runcated if

theirvalues exceed the maximum length

kearch

@ Remove all

& Select Al

TACACS+ suthorzation rte: | -

tacuser2

RADIUS Attributes

jack.zhang@fortiad.net
john.sun@fortiad.net
mikee.zhang@fortiad.net
saml123

saml.zhang@fortiad.net

www.fortinet.com.cn
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XT?LE%W?%EE’J%F A, nrRlRon A B A o, En:

graupvpn 2
Type Remete Server Members Number Of Us
Remate LDAP LDAP: WinADP0232 (192.168.90.232) dm1, dm3, testuserl, testuser3, testuser5,. E
Local Users
Remote Users
Remote s Sy Rules
i, FEF P VAR A R AR
XA X — i T Remote LDAP FI 7 7E AD R 452 FAR A
HER:
System > | Edit User Group
Authentication v INamE: Igmupi I
& User Account Policies > | Type:
I User retrieval: @ Specify an LDAP ﬁltﬁl
Local Users O Set a list of imported remote LDAP users
erminleas Remote LDAP: WinAD90232 (192.168.90.232) v
Remote User Sync Rules LDAP filter: | [&lobjectClass=person){|{memberOf=CN=groupa,0U=TAC,DC=fortiad, DC=com)) Set Group Filter Test Filter
Social Login Users (T Usage Profile [ Please Select | v
Guest Users TACACS+ authorization rule: [ Please Select] v
Usage Profile RADIUS Attributes
::ftl?::kens “ e
MAC Devices
1AM
kPR User retrieval” )77 I N” Specify an LDAP filter” I, & A IE
I, FAC #2>fff I C & ¥)” LDAP filter” 23 A\ LDAP server | B Fi i —
THPRAEE.
R 7 NS group Agx BoRH A A BT B, BT 2
FRICAIER A f & P A5 S
graupa 2
Name Type Remote Server Members Number OF Us
groupa Remote LDAP LDAP: WinADS0232 (192.166.90.232) — o]

Guest Users

Usage Prohie

iv.  IREHPJENMES radius TAIEZ P
bt a3 18] 7 B group J& MBI vian {5 B 45 radius TAIE
% J i
R[] group J& 1
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System > | Edit User Group
Authentication v | Name:
&% User Account Policies > | Type: sl Remote RADIUS Remote SAML MAC
User retrieval: O Specify an LDAP filter
Local Users @® Set alist of imported remote LDAP users
Remote Users Remote LDAP: WinAD90232 (192.168.90.232) v
Remote User Sync Rules LDAP users:
Social Login Users search @Remove al
E
Usage Profile
Realms (I Usage Profile [ Please Select | v
FortiTokens TACACS+ authorization rule: [ Please Select] v
MAC Devices
1AM
& Legacy Self-service Portal » LT T
& Portals N Vendor: Fortinet ~
52 Remote Auth. Servers > Attribute ID: festiet, Growp Hame h
& RADIUS Service > | Sy
& TACACS+ Service y | Tvpe: String
& LDAP Service > + Add RADIUS Attribute
& OAuth Service >
B saMLIdP > “ a2
£18 FAC Agent >
R EH vian 155
System > | Edit User Group
Authentication v | Name:
& User Account Policies > | Type: B Remote LDAP Remote RZ MAC
Local Users Users:
search o Remove all

Remote Users
Remote User Sync Rules
Social Login Users

Guest Users
Usage Profile
Realms
FortiTokens
MAC Devices
1AM
& Legacy Self-service Portal »
& Portals >
£& Remote Auth. Servers >
& RADIUS Service >
& TACACS+ Service >
& LDAP Service >
& OAuth Service >
B saMLidP >
§28 FAC Agent N
Fortinet 550 Methods >
Monitor >
Certificate Management >
Logging >

Password policy:
(T Usage Profile

RADIUS Attribute:
Vendor:
Attribute 1D:
Value:

Type:

RADIUS Attribute:
Vendor:
Attribute ID:
Value:

Type:

RADIUS Attribute:
Vendor:
Attribute ID:

Value:
Type:

+ Add RADIUS Attribute

TACACS+ authorization rule:

Default  ~

| Please Select ] ~

[ Please Select] w

Default
Tunnel-Type

WVLAN

Integer

Default
Tunnel-Medium-Type

IEEE-802

Integer

Default
Tunnel-Private-Group-Id

30

String

THVER, 75 EAE radius policy F1 78 H PR L J5, FAC 251 [AlHA

Fortinet A &)
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UEF P ) group H % B radius JE&14:

5 | Username format: ® username(@realm
O realmiusername
O realm/username

Authentication v
& User Account Policies
& User Management >
& Legacy Self-service Portal >
& Portals >

» Use default realm when user-provided realm is different from all configured realms
Realms:

Default © Realm Allow Local Users To Override Remote Users Use Windows AD Domain Authentication Groups @ Delete
ER Remote Auth. Servers > & Filt
@ winad90232 | WinAD90232 (192 168.90.232) v » b ] x
& RADIUS Ser
+ Ao s esim

Certificates

previs tscard orel et

.. R

Services

Dictionaries

3.5 Remote A J [A] 25 U
M FAC Mt AR 25 2 L IRID FH P E, ] DASER T RS R & R 2D AN [
JEERIH .
. FI 77 UL ECHE U (LDAP filter)
FH P DL TC R = )25 B P i B — AN i

System > | Edit Remote LDAP User Synchronization Rule
Authentication ¥ | Name: groupvpn
& User Account Policies > | Remote LDAP: WinAD90232 (192.148.90.232) v
@ User Management Ml Base distinguished name: de=fortiad.dc=com
Local Users LDAP filter: memberafs CN=groupvpn, OUsSAMTEST1,DCfortiad DCscom
Remote Users L .
Synchronization Attributes
Remote User Sync Rules

WR A LDAP Server X—ANHRIH -, A8 E B H A7 Set
Group Filter”, 5t AJ LS 21 VT ECHL -

System > | Edit Remote LDAP User Synchronization Rule
Authentication ~ | Name: s
& User Account Policies Remote LDAP: WinAD90232 (192 168.9023] v o
Base distinguished name: de=fortiad dc-com
LDAP filter: | erherct-Chi-graumvprn OU-SAMTESTLDCfortiad DC-con] ) er || TesFier
Synchronization Attributes - ; _
e yn @ St Group Filter — Mozill Fircfox o x|
OTP method assignment priority:
Social Login Users & priority O G hitps//192.168.91.115/dz 8 =
Guest Users
Set Group Filter
User Groups
Usage Profile LDAP server: 192.168.90.232:389
Realms Distinguished name: de=fortiad de=com
FortiTokens Select groupis from the tree below o include in the sync rule LDAP fiter.
MAC Devices rr——
1AM

& Legacy Self-service Portal
& Portals »
S5 Remote Auth. Servers

& RADIUS Service >

& TACACS* Service >

& LDAP Senvice >

O Eriesim ? | OB FIDO authentication

B SsAMLIdP > | Syncas:

&3 FAC Agent > | User role for new user imports:
Fortinet SSO Methods >

& [L]I0) CN=Builtin
~ [ CN=Fortinet_ Grp1
) CN=globalgroup

Cancel

Sync every:

WAL

Fortinet A &)

R URECREIU i, AT A F " Test Filter” K48 1UE— T AC &
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Fortinet /A ]

A VCCH ) 2 75 IE 7, B Test Filter” 5 &5t T 24 BT VT BCEE
" izE %5 LDAP Server IR 7, Wt vl LR Sk 1 FH P

System
Authentication

& User Account Policies

& User Management M| Base distinguished name:

Local Users
Remote Users

Remote User Sync Rules

oclal Login Users
Guest Users
User Groups
Usage Profile
Realms
FortiTokens
MAC Devices
1AM

& Legacy Self-service Portal

‘ﬁ‘ Portals

E2 Remote Auth. Servers

& RADIUS Service

& TACACS+ Service

& LDAP Service

& OAuth Service

B sAMLIdP

13 FAC Agent
Fortinet S50 Methods
Monitor

Certificate Management

>

¥ | Name:

>

Edit Remote LDAP User Synchronization Rule

groupvpn
Remote LDAP: WinAD90232 (192.168.90.232) v

dc=fortiad dc=com

LDAP filter: memberof=CN=groupvpn,OU=SAMTEST1,DC=fortiad DC=com Set Group Filter | TestFilter |
@ LDAP User Sync Mapping Preview — Morilla Firefox - o

n x

0 a https://192.168.91.115/Idap/user_preview/ldapusersync/?_popup=1&remote_ldap=1&base_dn=dc¥%3Dfortiad%2Cdc%3Deoméfiter= B ¥ Fal

LDAP User Sync Mapping Preview
LDAP server:

192.168.90.232:389
Base DN: de=fortiad,dc=com
Filter: memberof=CN=groupvpn,0U=SAMTEST1,DCfortiad,DCecom

Apply Clear
@ Filter child nodes and show number of children

Only LDAP entries that are marked green can be synchronized as users (indicating that these entries match the configured LDAP filter and their userames can be found using the configured
username attribute). You can configure other user mapping attributes on the previous page.

Er 53 OU-IT (1)

P (3 CNedm1

[+ O OU=SAMTESTL 4)

i B 3 OUsoutesti (2)
(2 CN=testuserl

e

FAC [[RI 20 ML & EL R i, W 225 N I BE 8%

https://community.fortinet.com/t5/FortiAuthenticator/Technical-

Tip-LDAP-filter-syntax/ta-p/197063

BHIEE A ZIET R group BB MHREIZH 2,
tban Fr & A vpn ALER B P 7E |dap server L JE N

accessTitle=vpn,

] 1dap filter 5t 7] LB A4: (accessTitle=vpn);

FAHNEE] LLFET P E Idap server EIFBUER SN, HinH
J1E |dap server #H — A& M {E vpnAccessLevel, As[FFH FEAS
A, ECarA 2 1, AHZ 2, IHUAT LA E T filter KA

FH PR 5E FH P (vpnAccessLevel=1);

[Fl 22 I B R 25 T P 73 token

21971 / 11270 www.fortinet.com.cn


https://community.fortinet.com/t5/FortiAuthenticator/Technical-Tip-LDAP-filter-syntax/ta-p/197063
https://community.fortinet.com/t5/FortiAuthenticator/Technical-Tip-LDAP-filter-syntax/ta-p/197063

RTINET

Fortinet A &)

iv.

Synchronization Attributes
OTP method assignment priority: L 5 o 3
I None (users are synced explicitly with no token-based authentication) User Fields Format x
(W FortiToken Hardware (assign if serial number is provided) The following user fields will be synchronized
(B FortiToken Hardware (assign an available token) + Usemname:
maximum length: 255 characters
& FortiToken Mobile (assign an available token) Only letters, numbers and @/ /+/-_
characters are allowed
W FortiToken Cloud - Default = First name:
. . . maximum length: 253 characters
(W FortiToken Cloud - FortiToken Mobile e\ lastinama:
W FortiToken Cloud - FortiToken Hardware maximum length- .253 characters
= Email address: (required)
W FortiToken Cloud - Email maximum length: 254 characters

must be a valid email address
MNeeded for assigning an available
FortiToken Mabile

= Phone number:

B SMS maximum length: 64 characters

(@ FortiToken Cloud - SMS
I Email

Please note thatuser fields will be truncated if

(® Dual (Email and SMS) theirvalues exceed the maximum length.

FEE: MREHHSIFE B FTM token,{H & S EH A R
email 15 BB 45 P HBFE /3% token M0TE B 2 e, FR4 it FH
F 2 A5 R

FH R 255000 ) [5) 20 J #A
iR LDAP Server _F I AN RARSIE U N, 0 & 72D
WD RT 30 404

Sync as: 2emote RADIUS User

User role for new user imports: Administrator 5po

T o]
Group to associate users with: | groupj minute(s) ® v
FortiToken Logo: [ Please hour(s)
day(s)
Certificate binding CA: No Ceromcates seiected

[Please select] v |

BEM S FEE SN AR A

Sync as:

User role for new user imports:

Sync every: 7 v dayls)

|GrouE to associate users withj groupvpn X a

FortiToken Logo: I|

Certificate binding CA: groupe
groupit

Sync users to IAM Account: groupsaml

(® Email password recovery grouptac

P Do not delete synced users wh

(B Proceed with rule even when rgs remotegroupel

1 NAD | lear Mannine Atrihitac || syncgroupmail
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V.

ST BB ED 8 R

FAC 5&T 5 RUN [E20 H i, bbinde T group SKRIEIZEH P,

W R P A Idap server FEVAMIXAS group MRS, T8

2T BN E BT AN F AU, FAC J T THT A R0 0 2 iy

e FAC EMIBRIX AN, R 2 R T P AN 2Rt 2

FAC EMHBRIZXAHI:

o XAHFEZM Idap server XA group MR T, It HIAT
XANES N G, Idap server JR[BIAN K%, Bl Idap server |
A H )& T XA group, JF HIXANH P A B FAC 71 [
AT 5 N

o WRBATXAFELZHNG, |dap server IR [FINZ, FfH[FD

KA J5 T "Proceed with rule even when response empty”
BT B R K

= _= FortiAuthenticator VM FACVMé&50

L]
System

Authentication

» None (users are synced explicitly with no token-based authentication) maximum length: 25 characters
i

must be in this format
 FIDO autt . +[intemnational_number]
authentication

& User Account Policies » Please note thatuser fields will be truncated if
Sync as: their values excaed the maximum length
@ User Management - .
User role for new user imports:
Local Users
Remote Users Symc every: 7 v dayld v
Remote User Sync Rules Group to associate users with: groupa
Social Login Users FortiToken Logo: [ Please Select] w
Guest | ers Certificate binding CA: No Certificates Selected
User Groups [Please select] o|+
Usage Profile
Sync users to IAM Account: [ Please Select] +
Realms
FortiTokens » Email password recovery
MAE Betaces [ 4 Proceed with rule even when response empty.
1AM LDAP User Mapping Attributes
& Portals » | Username:
B2 Remote Auth. Servers » | First name: givenhame

FANET] LT R N T AC &, R F D P I AR FAC 22 [RED 1 P

Fortinet /A ]
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System » | Edit Remote LDAP User Synchronization Rule
Authentication v | Name:
& User Account Policies > | Remote LDAP: WinAD0232 (192.168.90.232) v +
LDAP filter: | (&lobjectClass=person){|imemberOf=CN=groupa.OU=TAC.DC=fortiad DC=comil} 81 Group Filter Test Fier

Remote Users
hi tion Attributes
Remote User Sync Rules 2y/nchrorization Atriby
— OTP method assignment priority:

Guest Users

& None (users are synced explicitly with no token-based authentication) User Fields Format x

(B FortiToken Hardware (assign if serial number is provided) The following user fields will be synchronized:

User Groups

(® FortiToken Hardware (assign an available token) * Usemame
Usage Profile i L " maximum length: 255 characters
Realms B FortiToken Mobile (assign an available token) Only letters, numbers and @1+

~ characlers are allowed
FortiTokens B FortiToken Cloud - Default « Firstname
maximum length: 253 characlers

MAC Devices B FortiToken Cloud - FartiToken Mobile e
1AM

B FortiToken Cloud - FortiToken Hardware masimum length: 253 characlers

& Portals - Email address:

maximum length: 254 characters
must be avalid email address

= Phone number.
maximum length: 64 charadlers

(I FortiToken Cloud - Email
(I FortiToken Cloud - SMS

ER Remote Auth. Servers

& RADIUS Service

& TACACS+ Service ® Email - Mobilz number
maximum length: 25 characters
& LDAP Service S b must be in this format

LR R R N IR R I

& OAuth Service +[international_number]

Bi samiide

(2 Dual (Email and SMS)
Please note that user fieids will be truncated if

» FIDO authentication their values excesd the maximum length

22 FAC Agent

Sync as:

Fortinet SSO Methods .
User role for new user imports:

Monitor —
Sync every 7 v dayls) v

Certificate Management

‘ Group to associate users with: usergroupa

Logging
FortiToken Logo: [ Pease Select | v
Certificate binding CA: Mo Cartificates Selected

[Prease select] v *

Sync users to IAM Account: | Piease Select | w

B Email password recovery

I & Do not delete synced users when they are no longer found on the remote server I

Apply when the number of such
users is greater than:

TEVER: N T PR FAC EECE 1) Idap server B 2 53 K 5 i) 7, B2
1E Idap server bR B R ERVE S HUH 452 M 1dap server f3E
SeoH At g, X FE S 3 FAC TEIF] D Idap P I A N M FAC L il g iX
Y6 \dap FH P, g UCEERC B S RS RN T S TR EC E” Do not delete
synced users when they are no longer found on the remote server”;
XFERT LB R MR -, TR XA A S, WERHE FAC &P
(PR PO TR EL 7 HABANTE Idap server L1, FTELFBIM FAC Ll
FRIXLECH

3.6 &<T Radius Realm 1% &
i. Realm — 248 FAC BRZ —/Maxdiznt, HF X4 H P HAE

N
D

2]

Realm A =/
username@realm

realm\username

Fortinet /A ] B 2200 / 11270 www.fortinet.com.cn
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realm/username

i. Realm Pt & i 75 Bl E — > realm & A EYR:

System » | Edit Realm
Authentication ~ | Name: domaina.com I
& User Account Policies > |[User source: domaina.com (domaina.com) | v
(I Chained token authentication with remote RADIUS server || Please Select] v

Local Users
Remote Users “ Cancel
Remote User Sync Rules
Social Login Users
Guest Users

User Groups

Usage Profile

FortiTokens

WERT I8 PEAC Name SRR 2 8 it AN RS SR GIE R 7
Ee4an R 1 Y realm % &, domaina.com 1 domainb.com UL} local:

System » | # Create New
Authentication

Name User Source
& User Account Policies o
W User Management o | domaina.com LDAP: domaina.com (domaina.com) |
Local Users o [ domainb.com LDAP: domainb.com [domain.com) |
Remote Users o fortiad.com LDAP: fortiad.com (fortiad.com)
Remate User Sync Rules
o Local users
Soct g Usrs
Guest Users u] winad90232 LDAP: WinAD90232 (192.168.90.232)
User Groups o
Usage Profile
FortiTokens
7t Radius JIRZ5 1 policy T [ B BC B 1
System
RADIUS response
Authentication
& UserAccount Policies | Username format: ® username@reaim
o] ©
W User Management » 0
& Legacy Self-service Portal 5 | (B Use default realm when user-provided realm is different from all configured realms
o Portals y | Fuames Realm Allow Local Users To Override Remote Users Use Windows AD Domain Authentication Groups © Delete
o Iocal | Local users v » Filter: «
e - s
© | domainb.com | domaint.com (domainb.com) v » » Fitter: x
. + Aadawam
ictionari
& TACACS+ Service »
Previun Dicard and e m
& LDAP Service »

o M H SN IE B I ON M M 4 N username B
username@domaina.com i}, FAC 23R domaina.com &Il

o Y P ANER N 4N username@domainb.com I, FAC
2=} domainb.com K EIAIE

o YH FIEREI NI F 4N username@local f, FAC 213
FAC A3t local F K 5ok H P #EATIAE
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3.7 FortiToken [ i
FAC ‘i HI ] token H Fortitoken fifl -1 £ (FTK), Fortitoken mobile(FTM),
email token, SMS token.
o FTK: FHIF'BEEH#5HT FTK ¥, ANT5 H /M token WU IR
o FTM: " T ELAE 4 uiikt & L %¢3% Fortitoken Mobile app, /™
T EAEYF] token WOFH B f5, {81 H Fortitoken Mobile app #1115
B token
e Email token: FFIANIERS, ST )5 email token TAIE, NI FAC &
485 P (RTHIR 46 2 2% token,  DAME T 45 token AIE;
o SMS token: FAC 77 ZLFRHGAS W 082, FH P UGIERT, WiioF a4
fBEINIE, M FAC 24 H P ITHL S KIE token, LAEH ik
token TAIE

i. Token A
Xt T4 FTK token, 75 Z 4 token fF 515

System > | Create New FortiToken

Token type: [ FortiToken Hardware | [T ey Va8

& User Account Policies * | (B Add all FortiTokens from the same Purchase Order

& User Management v I Serial numbers: I

Local Users

Remote Users

Authentication v

Remote User Sync Rules
Social Login Users
Guest Users

User Groups

Usage Profile

Realms

XtF FTM token, H F' 3L FTM token license J&, S UE|—
7 token WUEM I pdf SCAF, T Eo 4 token FIHERD.
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License A7~

FortiToken™
Mobile Redemption Certificate

Tokens

Activation Code EA4C & ¢

Certificate Valid Until | JUL 14,2022

Serial Number EFTME |

£ T 5 T g A\ S

System Create New FortiToken

< v

Authentication

Token type: FortToken Hardware FortiToken Mobile

& User Account Policies > | (B Get FortiToken Mobile free trial tokens
Rl | Activation codes: ]

Local Users
Remote Users “ CCCCC

Remote User Sync Rules

Social Login Users
Guest Users

User Groups
Usage Profile
Realms

MAC Devices

i token [ license A& 7K AR, fH/2 M LTI license S A ] LU £l token
BRSO, SEE I RTEGE token;

i

FAC H PN 2% ) FTM token, FJ7E N [ S $REL:
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System

Create New FortiToken

»
Authentication ¥ | Token type: FortiToken Hardwore (St
& User Account Policies >
& User Management v

& Get FortiToken Mobile free trial tokens

Cancel
Local Users “

Remote Users

Remote User Sync Rules
Social Login Users
Guest Users

User Groups

Usage Profile

Realms

MAC Devices

7E FAC 1] HA $BE I, %281 token S5, ApEAEH.

Remote Usen

Guest Users
User Groups
Usage Profile
Realms

MAC Devices
1AM

& Portals

Fortinet /A ]

Remote User Sync Rules
Socal Login Users

& Legacy Seif-ser

ER Remote Auth. Servers
& RADIUS Service

ii. Token &HH

1t token B HLFLIHI 7] LA 2| token I FH 1710

» | 4 Create New g import | g Export FTK Hardware | 23 Refresh FTM Q| sem FortiT v Bl o
N Token Serial Number Token Type Status Last Used Comment User Algorithm Size Drift/Counter Timestep FTM License
FTKMOBIA. 107 * FortiToken Mobile NiA EFTMO1013
FTKMOBIY! FortiToken Mobile 3 NA EFTMO10%
u] FTKMOB{124 FordTokenMotile [ -0 | 2023-02-24T06:2200 Local: ki1 ToTR 6 [} 60 EFTMO1044
o FTKMOB12 W FortiToken Mobile 2022-10-11T02:22:00 Local: ece ToTR & o 60 EFTV
D FTKMOB FortiToken Mobile 2023-01-31T05:59.00 Locak abe Tore 6 o 60 EFTMO1015000
o FTKMOF | FortiToken Mobile: WA EFTMO1015 4+
FTKMO 1 FortiToken Mobile A N/ EFTMO10"
FTKMO 1 2 FortiToken Mobile Available NA EFTMO101° &
o FTKMO FortiToken Mobile: Available WA EFTMO101ws
FTRMOSI FortiToken Mobile Available NA EFTMO10T3
R = O FTKMCRTAA FortiToken Mobile Available WA FTMTRIALOSE=G0
o FTRMOE2AE] FortiToken Mobile Available N FTMTRIALOATITS

Token A PUFIRE:

Available: 747 token R EC, A ECRGS

Pending: /N MHTCAKIEIL token FIBUHMIF2EH -, H P IBEAH
T30 token

Lock: =4 FH /= 7 ¢ B IR IR 18] PN 38 FA RS 0% token, T token #4824 Lock
RA, TP FE AT AR B IX A token JOE EE IS I [A].
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System v | FortiGuard Services and Settings
@ Dashboard > . - .
FortiGuard Subscription Services
& Network >
# Administration - Messaging Service Valid until August 03, 2023
SMS messages 10 allowed [0 used)

High Availability
Firmware Upgrade
Config Auto-backup

FortiGuard Proxy Server

FortiToken Hardware Provisioning

SNMP
Features Server address: fortitokenmobile.fortinet.com Server port: 443 :
Licensin T

B Activation timeout: 0 T days |1 T | hours{max 30 days) I

Token size: n 8

FortiNACs .
e Token algorithm: HOTP
Admin Profiles Time step: 30
NetHSMs Require PIN: Not required Enforced
Replacement Messages PIN Length: 8 ®
A Messaging * | FTM trial license activation: Disable
Authentication > . . >
FortiGuard Messaging Service
Fortinet 550 Methods >
Certificate Management »
Logging >

Assigned: R~ token 2ET A ECA H 7, Ab T IEH A FPIRZS

4. LDAP Server fit &

Y FAC 5t LDA

P Server X450}, T2 AE FAC Fc & %f 4] LDAP Server:

Name: WinAD90232
Primary server name/IP: 192.168.90.232 Port: 389 O
(I Use Zero Trust tunnel  [Please Select] v

(T Use secondary server

Base distinguished name: de=fortiad dc=com

Bind type: Simple Regular

I Username: Administrator@fortiad.com Password: sssssnse I

Server type: Microsoft Active Directory OpenlDAP/GSuite Naovell eDirectory/Others Apply template

(T Add supported domain names (used only if this is not a Windows Active Directory server)

Query Elements

User object class: person

Username attribute: sAMAccountName I

Group object class: group

Obtain group memberships from: Group attribute
Group membership attribute: memberOf

(T Force use of administrator account for group membership lookups

Systemn >
Authentication v
& User Account Policies >
& User Management >
& Legacy Self-service Portal »
",& Portals >
General
LDAP
RADIUS
OAUTH
SAML
& RADIUS Service >
& TACACS+ Service >
& LDAP Service >
& OAuth Service >
B saMLidp >
818 FAC Agent >
Fortinet SSO Methods >
Monitor >
Certificate Management >
Logging »

Secure Connection
| @Encble |
Protocol: LDAPS
Trusted CA: All Trusted

CA certificate: Fortinet_CA1_Root | emailAddress=support@fortinet.com ~

(W Use Client Certificate for TLS Authentication

Windows Active Directory Domain Authentication

& Enable

Kerberos realm name: FORTIAD.COM
Domain NetBIOS name: FORTIAD
FortiAuthenticator NetBIOS FAC640GA111
name:

Administrator username: sami
Administrator password: sesnnees

I Allow Trusted Domain

THVER: 7EBCE FAC B LDAP Server MHERT, iEECE — /B LDAP

Fortinet A &)
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==ATINET.
Server [¥] administrator AR HIMK SRS FAC L1, BRI EBESE N

XA S AR [ B 52 FAC [E2P Idap server BRI F R, MITSE
FAC FiZMBR 2 F S AR FAC L/ Idap server FRIF .

i. Jic & 5 B P] A T Browser” KA 5 FAC (i@ P
i, NG HL T FAC 5 LDAP Server I8 TRBEA NS, XA H P AR %
WA MR ) fa RS, AT 5 LDAP [f)”Secure Connection”
ii. W F LDAP F F i AN pap AIIE, A4 75 Z T j5” Windows Active
Directory Domain Authentication”, ik FAC JIA %] AD 1.
7E NI I 7] L& F FAC IO F] AD SR AS:
System > | &= Refresh
Authentication »
Windows Active Directory Server #1
Fortinet SSO Methods > : WinA
W . Server name: D90232

a 550 Secondary IP address None

w Authentication Ml Authentication Realm: FORTIAD.COM

Locked-out Users

Primary IP Address: 192.168.90.232

Agent: running Reset
RADIUS Sessions
= ‘Connection: joined domain, connected I
Windows AD
Updated: 33 seconds ago

Windows Device Logins
Learned RADIUS Users
SAML IdP Sessions

OAuth Sessions
Certificate Management >
Logging >

5. EFHHRHCE
5.1 FAC https iIF
HIATE R FAC B FAC 1EN portal server, &3t portal WAIE UL,
A st o L IR P

Fortinet /A ] 2287 / 11271 www.fortinet.com.cn



RTINET

Ca Not Secure  htips://192.168.91.115

Warning: Potential Security Risk Ahead

Firefox detected a potential security threat and did not continue to 192.168.91.115. If you visit this
site, attackers could try to steal information like your passwords, emails, or credit card details.
What can you do about it?

The issue is most likely with the website, and there is nothing you can do to resolve it.

If you are on a corporate network or using antivirus software, you can reach out to the support teams for assistance.
You can also notify the website's administrator about the problem.

Learn more...

Back (Recomm Advanced...

Someane could be trying to impersonate the site and you should not continue.
Websites prove their identity via certificates. Firefox does not trust 192.168.91.115 because its certificate
issuer is unknown, the certificate is self-signed, or the server is not sending the correct intermediate

certificates.

Error code: SEC_ERROR_UNKNOWN_ISSUER

View Certificate

Back (Recommended)

XN FAC 8 )52 B A https server iETS, A2 A CA KA, A
DL BRI AME 4k 82375 1] FAC, 4n 2R EL S NEE =77 1Y https iE10,
it PLUR 7] BLSNEE =5 https server iE1:

i. SNEFE =7 CAIET:

SN =T7 SSL L1

FortiAuthenticator VM FAC640GA644

FACS40GAS44
System > |l Leam Cenifcate To
Authenticatics >
ortinet 550 Methors .o Cenificate ID Subject Issuer Status
Monitor A [=] LoMfice3a5 interim C=US, O=DigiCert Inc, CN=DigiCert Cloud Services CA-1 CUS, O=DigiCert Inc, OUswww digicert Active
Certificate Management «|o 1office3651r00t C=UUS, O=DigiCert Inc, OU=www.digicert.com, CN=DigiCert Global Root CA  C=US, O=DigiCert Inc, OU=www.digicert... Active
B rol > | Fortinet_CA1_Root C=US, ST=Califormia, L=Sunnyvale, O=Fartinet, OU=Certificate Authority, C...  C=US, ST=Califarnia, L=Sunnyvale, O=F... Active
L3 End Entities > D Fortinet CAZ Intermediate C=US, ST=Callfornia, L=Sunnyvale, O=Fortinet, OU=Certificate Authority, C...  C=US, ST=California, L=Sunnyvale, O=Fo... Active
=} Fortinet_CA2_Root C=US, ST=Califormia, L=Sunnyvale, O<Fartinet, OU=Certificate Authority, €. C=US, ST=California, L=Sunnyvale, O=Fo.. Active
é:(:' A ] qginterim C-BE, O=GlobalSign nw-sa, CN=GlobalSign Organization Validation CA - SH...  C-BE, O=GlobalSign nv-sa. OU=Roct CA... Active
D qaraot C=BE, O=GiobalSign v-sa, OU=Root CA, CN=GlobalSign Root CA C=BE, O=GlobalSign nv-sa, OU=Roct CA, Aetive
= SCEP > .
Logging >

System > || 4 Create New
Authentication >
Certificate ID Subject I:
Fortinet 55O Methods , |8 ertificate Lbiec ssuer
Mornitor , |0 Def ~ " ate C=US, ST=C-"" Ale, =Fortinet, O... T LasT=Cal
Certificate Management ~ |0 EAPS o oA C=CN, ST=Beiiin_. . O="t et OU=TAC.. C=CN T-7°" g | Bejjin..
B Polcies [m} Fortiipt ¢ €=US, ST=C W L T net 0. Reme! U4 T=Cai
[m] Fortin " ( o haaly A - net. O " 5.¢ "=Cali.
[m] _
%C ficate Authorit o fac9y ! C=CN, ST="" O=Fct «, U=TAC.. C=CN, .T = =L 2jjin...
ertifcate Authorities
=) scep o [m] fac91 er C=CN, ST=Beijing, . «CU=TAC... C=CN, Si=nc: ... .
Logsing , 10 facwpass | rer C=CN, ST=Beijing, L=1 = -ortinet, OU=TAC... C=CN,ST=BL _,  =8ejjin..
- = P .
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ii. & F S NI https server iE+
FE T T P B U T B RSN CAEFR AN Server HIE:

System

@ Dashboard

o Network

# Administration
High Availability
Firmware Upgrade
Config Auto-backup
SNMP
Features
Licensing
FortiGuard
FortiNACs
FTP Servers
Admin Profiles
NetHSMs

PERE AE AR, TR P server IE5E] FAC B, 7]

~ | Edit System Access Settings

Administrative Access
@ Require strong cryptography.
(® Enable pre-authentication warning message.

CLI Access

CLI idle timeout: 0 2 | minutes (0-480 mins)
GUI Access

Site title:

GUI idle timeout: 60 o | minutes (1-480 mins)
Maximum HTTP header length: 4 O (4-16KB)

HTTPS Certificate: | L
(® HTTP Strict Transport Security (HSTS) Expiry 180 2 | (0-730 days)

i

Certificate authority type:

CA certificate that issued the server certiﬁcatel |

BUEF T AR A% B0 E, R JE AR FAC G UL T 1844

System v
@& Dashboard v
User Lookup
HA Status
& Network P
# Administration »
A Messaging »
Authentication >
Fortinet 55O Methods >
Monitor >
Certificate Management >
Logging »

5.2 SMTP i@ il HF
ZEM FAC [ SMTP ECE IS, Wi sMTP f#i FH ¥/ STARTTLS HE 1%,

+ Add Widget

System Information

Host Name FACE40GAS44

Device FQDN
Serial Number FAC-VMTM22006222
System Time Fri Feb 24 15:53:25 2023
Firmware Version vé.4.4, build 1028 (GA)
System Configuration Last Backup: Thu Feb 23 15:24:05 2023

Uptime 136 dayls) 6 hour(s) 15 minutefs)

License Information

TR R TS\ SMTP mail server {llf) CA iiF45:

Fortinet 2\ 7]
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System > | @ Learn Certificate
Authentication >
Certificate ID Subject
Fortinet SSO Methods s ertficate A=
Monitor , O 1office3651interim C=US, N=Ni
Certificate Management ~ 0O 1office3651root C=US, O=DigiCar+"= -
% Policies » 10O Fortinet_CA1_Root C=US, ST=California
LS4 End Entities » | O Fortinet_CA2_Intermediate c=ug,
8 Certificate Authorities - i) Fortinet_CA2_Root C-US, ST=Califc_,
Local CAs -
a qginterim C=BE, O=GlobalSign nv-su, <. . _.z = »
CRLs
[m] qgroot C=BE, O=GlobalSign nv-
& scep * | 7/200 trusted CA certificates
Logging >

VER A MIHBFE IR 55 48 75 SN CAE AT A [RJAE 15,
A 2% N1 KB K N % SMTP server iiF 4

https://community.fortinet.com/t5/FortiAuthenticator/Technical-Tip-

Configure-Microsoft-Office-365-SMTP-as-Mail-server/ta-p/214959

5.3 fifi ] FAC 231 & T KIET

t Cloud Services CA-1
CN=DigiCert Global Root CA

. —w=Certificate Authority, C...

aner, UU=Certificate Authority, C...

t, wu-uuncate Authority, C...
nization Validation CA - SH...

IN=GlobalSign Root CA

LA ] FAC 255l i i # T R AZAESS, PR A FAC 43P khsise

N & https server iiF 5.

i. BIEE cA IFH

FortiAuthenticator VM FAC640GA644

Authentication >
Fortinet SSO Methods N a Certificate ID Subject Issuer
Monitor , |0 emsca C=CN, ST=BJ, L=BJ, 0=BJ, OU=TAC, CN=ems-ca, emailAddress=wfli@fortinetcom  C=CN, ST=BJ,L=B....
Certificate Management v |0 fac91115ca C=CN, 5T=Bejjing, L=Beijing, O=Fortinet, OU=TAC, CN=fac91115.fortiad.com, emailAd...

B Policies > (O facrootcaforap C=CN, 5T=Beijing, L=Beijing, O=Fortinet, OU=TAC, CN=facrootcaforap, emailAddress-=...

L3 End Entities > O facwpadca C=CN, 5T=Beijing, L=Beijing, O=Fortinet, OU=TAC, CN=facwpa3ca, emailAddress=470.. C=CN, ST=Beijing, ...

48 Certificate Authorities v
4 /1500 local CA certificates.

Local CAs
CRLs
Trusted CAs
[ scep >
Logging >

Fortinet /A ] #5031 / 112 www.fortinet.com.cn
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=:RTINET

System * | Create New Local CA Certificate
Authentication * | Certificate ID:
Forti.net S50 Methods ? Certificate Authority Type
Monitor * | Certificate type: Intermediate CA Intermediate CA signing request (CSR)
Certificate Management ~ B Use netHSM
% Policies »

Subject Information

L3 End Entities » o
Subject input method: Fully distinguished name
u Certificate Authorities ~
Name CN)
Local CA:
2 s Department (OU): TAC
CRLs c ©)
ompan : Fortinet
Trusted CAs c (p:; Y e
ity (L): Beiji
B} SCEP | =
State/Province (ST): Beijing
Logging »
Country (C): China (CM) v
Email address: mxia@fortinet.com
Key And Signing Options

Validity period: Set length of time Set an expiry date

3650 O | days
Key type: RSA

Key size: 1024 4096
Hash algorithm: SHA-256 SHA-1

Subject Alternative Name
® Email:
B User Principal Name (UPN):
Advanced Options: Key Usages
Certificate Revocation List (CRL)
Lifetime: 30 I days(1-385)

Re-generate every: 1

<>

days

BIESERRE, XA CAET.

i T CA P RIEIR % A P
T B4 HOBRAF Server iE-13:
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System » | Create New User Certificate
Fortinet S50 Methods »

Certificate Signing Options

Monitor >
Issuer: T Thicd-party CA

Certificate Management v . )
Certificate authority: I fac91115ca | emailAddress=mxia@fortinet.com vI
% Policies » i
Local User (Optional):
L3 End Entities —
m Subject Information
Local Services Subject input method: Fully distinguished name
8% Certificate Authorities y | Name (CN)
=3 SCEP , | Department (OU): TAC
Logging , Company (O): Fortinet
City (L) Beijing
State/Province (ST): Beijing
Country (C): China (CN) v
Email address: mxia@fortinet.com
Key And Signing Options
Validity period: Set an expiry date
365 o | days
Key type: RSA

Key size: 1024 4096
Hash algorithm: SHA-1

Subject Alternative Name

I Email:

I User Principal Name (UPN):

I URI:

@ DNS: * fortiad.com

1% CN F DNS 40 —3K,
Bl ER)E, AN MEAIET.

iii. B Ka N CAIEF
W SN CAET:
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+ Create/Import~ | & Edit & Downloac Search Q
Certificate
Subject % Comments &
Generate CSR . ST ST ST e U e | e T e L | S i S e e e e O S e o]

Isted C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = Certificate Aut. This is the default CA certificate the SSL Inspection will use when

Remote Certificate
CRL

4

C =US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN ...  This certificate isembedded in the hardware at the factory and is
i G¥ Fortinet_GUI_Server C=US, ST = California, L = Sunnyvale, O = Fortinet Ltd., OU = FortiGate, ... This is the default CA certificate the SSL Inspection will use when
&% Fortinet_SSL C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN... = This certificate isembedded in the hardware at the factory and is
€& System B¥ Fortinet SSL_DSA1024  C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN...  This certificate is embedded in the hardware at the factory and is
Adminis B Fortinet_SSL_DSA2048  C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN...  This certificate is embedded in the hardware at the factory and is
Admin P s ¥ Fortinet_SSL_ECDSA256 C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN ...  This certificate isembedded in the hardware at the factory and is
¥ Fortinet_SSL_ECDSA384 C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN ...  This certificate is embedded in the hardware at the factory and is
GF Fortinet_SSL_LECDSAS521 C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN...  This certificate isembedded in the hardware at the factory and is
B¥ Fortinet_SSL_ED448 C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN ... | This certificate isembedded in the hardware at the factory and is
¥ Fortinet_SSL_ED25519 C =US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN ... ~ This certificate isembedded in the hardware at the factory and is
¥ Fortinet_SSL_RSA1024 C =US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN ...  This certificate isembedded in the hardware at the factory and is
¥ Fortinet_SSL_RSA2043 C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN ...  This certificate is embedded in the hardware at the factory and is
GF Fortinet_SSL_RSA4096 C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN... = This certificate isembedded in the hardware at the factory and is
Certificates
w
[E] Remote CA Certificate €@
=

Fortinet_Wifi C=US, ST = California, L = Sunnyvale, O = "Fortinet, Inc., CN = auth-cert... = This certificate is embedded in the firmware and is the same on '

¥ Security Fat
L Log& Report

Fortinet_ CA C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = Certificate Aut...

R Fortinet CA2 C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = Certificate Aut...
ER Fortinet_Sub_CA C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = Certificate Aut...
B® Fortinet_Wifi_CA C=Us, O = DigiCert Inc, CN = DigiCert TLS RSA SHA256 2020 CA1

Import CA Certificate

I
Type Online SCEP

Upload |©@ fac91115ca.crt

OK Cancel

WEBSANTERG:

© & Search Qa
Subject Comments & Issuer & Expires Status & Source Ref. &
C=US,5T=Californla, L.  Thisls the default CAcertific.. Fartinet 2032/07/21 10:11:30 © Valid Factory 4

W¥ Fortinet Factory C=US.ST=California,L...  Thiscertificate is embedded .. Fortinet 2038/01/1% 11:14:07 @ valid Factory

net GUI

k]
€ =US.ST=California,L...  Thisisthe default CAcertific.. Fortinet 2025/05/22 18:03:20 @ valid Factory 0
© valid o

@ Valid

ssL C=US,5T=California, L. This certificate is embes

5,5

California, L. This certificate is embeds

4 © Valid
2025/04/10 14:27:07 © Valid
025/04/10 14:27:07 @ valid

551_DSA2048 C=US,ST=California, L . This certificats is embecded ..

¥ Fortinet S5L_ECDSA256 C=US,5T=Californla, L.  This certificate Is embedded ..

et S5L_ECDSA3S4 c= California, ... This certificate is embedded |

2025/04/10 14:27:07 © valid
2025/04/10 14:27:07 @ valid
10 14:27:07 © valid

tinet SSL_ECDSASZ1 C=US.ST=California,L...  This certificate is embedded i

tinet_SSL_ED448 C=US,ST=California L. Tt ficate is embedd

et SSL_ED25519 C=US,5T=California,L...  This certificate is embedd

This certificate is embedd 10 14:26:21 @ Valid

This certificate is embedded , 2025/04/10 14:26:23 @ valid

This certificate is embedd

2025/04/10 14:26:44 © Valid
© Valid

tinet_SSL_RSA4096.
stinet Wif

This certificate 2023/09/06 07:59:59

sembedded|..

© valid

032/03/

C = CN, ST = Beji 1110:21:23

€ = US.ST = California, L .. 2038/01/20 06:34:39 @ valid Factory o

€ =US.5T = California, L... Fortinet © Valid Factory 0
C=Us.§ ornia, L Fortinet ®© Valid Factory J
C=US.0=DigiCertInc, DigiCert Inc ® Valid Factory 0

Fortinet /A ] 2 3470 / 11270 www.fortinet.com.cn



RTINET

iv.

B3 K di 3 NI AA UE

+ Create/Import~ | & Edit Delet

Certificate
Generate CSR

L i

sted
CA Certificate

Remote Certificate
CRL

Admin Profiles

Fabric Management

Settings

HA
SNMP

Replacement M

FortiGuard

Feature Visibility

Certificates

ecurity Fabric

Lt [ ¢

Create Certificate

Choose Method

& Automatically Provision Certificate

)
)
)
)
)
)
)
)

&l

)
)
)
)

|r-|

Fortinet_GUI_Server
Fortinet_SSL
Fortinet_SSL_DSA1024
Fortinet_SSL_DSA2048
Fortinet_SSL_ECDSA256
Fortinet_SSL_ECDSA384
Fortinet_SSL_ECDSA521
Fortinet_SSL_ED448

v Fortinet_SSL_ED2551%9
Fortinet_SSL_RSA1024
Fortinet_SSL_RSA2048
Fortinet_SSL_RSA40%6
Fortinet_Wifi

[E] Remote CA Certificate @

R CA Cert 1

Certificate Details

Subject *

C = US, 5T = California, L

C =US, 5T = California, L ...
C = U5, 5T = California, L ...
C=US, ST = California, L...
C=US, ST = California, L...
C=US, ST = California, L...
C=US, ST = California, L...
C=US, ST = California, L...
C=US, ST = California, L...
C = U5, 5T = California, L ...
C=US, ST = California, L...
C=US, ST = California, L...
C=US, ST = California, L...
C=US, ST = California, L...

Seart

Comments

This is the default C

>

C =US, 5T = California, L ...

This certificate iser
Thisis the default €
This certificate iser
This certificate iser
This certificate iser
This certificate iser
This certificate iser
This certificate iser
This certificate iser
This certificate iser
This certificate iser
This certificate iser
This certificate iser

This certificateiser

C=CN,ST = Beijing, L=B...

Create Certificate

Review

Use Let's Encrypt and the ACME protocol to automate certificate creation and maintenance. You will need to enable DDNS or purchase ¢

Use Let's Encrypt

[y Generate New Certificate

FortiGate can generate a certificate using our self-signed CA: Fortinet CA_S5L
Using a server certificate from a trusted CA is strongly recommended.

Generate Certificate

B Import Certificate

Import an existing certificate via file upload.

Import Certificate

Fortinet 2\ 7]
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Create Certificate

Choose Method Certificate Details Create Certificate

B Import Certificate

Type | Local Certificate [Ry{F: 3 P&y 0ile| B Certificate

Certificate with key file (+] wildcard fortiad.com_for_fgt.p1l

®

Password sessnene

®

Confirm password ‘ sesssnne

Certificate name wildcard.fortiad.com_for_fgt

Create Certificate b 4

Choose Method Certificate Details Create Certificate Review

B Import Certificate

@ Certificate wildcard.fortiad.com_for_fgt has been generated.

& Download Certificate @ View Detalls

MEF A KA

@ admin -

£y

Q

Subject & Comments Issuer & Statws® | Source

e default CA certificate the SSL |

pectionwillsewhengenera.. Fortinet  2032/11091449:25 @ \Vald  Factory

€ =15, 5T = Callfornla, L = Sunnyvale, O = Fortinet, OU = Certificate Aut... This s the default CAcertificate the S5L Inspectionwill use when genera.. Fortinet  2032/07/2110:1230 @ Valld  Factory

W Fortinet_Factory € =US, ST = California, L = Sunnyvale, O = Fortinet, OU = FartiGate, CN .

& Valid

This certificate is embedded in the hardware at the factory and is unique.,  Fortinet  2038/D1/19 11:14:07 Factory

W Fortinet GUI_Server € =U5.5T = California, L = Sunnyvaie. O = Fortinet Ltd. OU = FortiGate. ..

e default CA certificate the SSL Inspectionwill usewhen genera.. Fortinet  2025/05/2218:0320 @ Valld  Factory
¥ Fortinet SsL €=US, ST=Callfornia, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN . This certificate isembedded in the hardware at the factory and lsunique...  Fortinet  2025/02/1114:49:33 @ Valid  Factory

3 Fortinet_551_DSA1024

5.5 = California,

Sunnyvale, O = Fortinet, OU = FortiGate, CN .. This certificate s embedded inthe hardware atthe factory and s unigue... Fortinet  2025/04/1014:26:45 @ Valia  Factory

© =S, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN .. This certificate is embedded in the hardware at the factory and isunique... Fortinet 20251

/10142707 @ Valid  Factory

€ =US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN This certificate is embedded in the hardware at the factory and isunique...  Fortinet 2025/04/10 14:27:07 & Valid Factory

¥ Fortinet 551 ECDSA384 5.5T = Callfornla, L = Sunnyvale. O = Fortinet, OU = FortiGate, CN .. This cartificate [s embedded In the hardware st the factory and lsunique... Fortinet  2025/04/101427.07 @ Valld  Factory

5 Fortinet SSL_ECDSAS21 5.5T=Callfornia,

Sunnyvale, O = Fortinet, OU = FortiGate, CN i certificate is embedded in the hardware at the factory and is unique...  Fortinet @Velid  Factory

W Fortinet_SSL_ED448 € =US, ST = California, L = Sunmyvale, O = Fortinet, OU = FortiGate, CN ..

s certificate is embedded in the hardware at the factory and isunique...  Fortinet S Valid Factory

¥ Fortinet_SSL_ED2551% € =US, 5T = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN ..  This certificate is embedded in the hardware at the factory and isunigue... ~ Fortinet 2025/04/10 14:27:07 Factory
¥ Fortinet_SSL_RSA1024 € =US, ST = Callfornla, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN This certificate Is embedded in the hardware at the factory and is unique...  Fortinet. 2025/04/10 14:26:21 Factory
I Fortinet_S51_RS 5.5T = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN . This certificats is embedded in the Fortinet Factory
T Fortinet_SSL_| C =US,ST = California, L = Sunmyvale, O = Fortinet, OU = FortiGate, CN This certificate is embedded in the hardware at the factory and is unique...  Fortinet 2025/04/10 14:26:44 @ Valid Factory
T Fortinet Wit € = US, ST = California, L = Sunnyvale, O = “Fortinet, Inc?,CN = authcert... This certificate s embedded in the firmware andis the same on everyuni.. DigiCertinc  2023/09/0607:59:5% @ Valid  Factory

ardfortlad.com for fgt] € =CN, ST =Beljing L = Beljing, O = Fortinet, OL = TAC. CN = *f

Fortinet  2023/03/2115:3%:37 @ Valld  User

5.4 FAC 4515 K85 & SAML A IEIE T
2B kK55 FAC X245 SAML DAIE B i, b an 95 K B5 45 SAML SP, FAC
i SAML 1dP, I FEZEM FAC T & SAML AIEFRIAIE 25 By k5%,
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i. 5 b 5.3 BEAECE —HF, NECAUERIPL KBS L.
i, 7E FAC 617 Server iEBIF F# T K.

System »
Authentication >
Fortinet S50 Methods H
Monitor >
Certificate Management ~

% Policies >

L3 End Entities v

Users

Create New Server Certificate
Certificate |1D:

Certificate Signing Options
Issuer:

Certificate authority:

Subject Information

Subject input method:

Name (CN):
882 Certificate Authorities s | Department (OU):
= scep . Company (O):
Logging » City (L)
State/Province (ST):
Country (C):

Fortinet 2\ 7]

Email address:

Key And Signing Options
Validity period:

Key type:
Key size:

Hash algorithm:

Subject Alternative Name

® Email:

I User Principal Name (UPN):
W URI:

& DNS: fac91115.fol

By kB SN Server UIEF5

%3710 / 1121

fac911155VR
Local CA Third-party CA

fac?1115¢ca | emailAddress=mxia@fortinet.com

Automated

Fully distinguished name Field-by-field
fac?1115 fortiad.com

TAC

Fortinet

Beijing

Beijing

‘China (CN) v

mxia@fortinet.com

Set length of time Set an expiry date

1825 %
RSA
1024 4096

days

www.fortinet.com.cn
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+ Create/lmport~ | & Edit Delet Search

Certificate
Subject ¢
Generate CSR

CA Certificate

C=Us, 5T = California, L = Sunnyvale, O = Fortinet. OU = Certificate

Remote Certificate
CRL sted C=US, 5T = California, L = Sunnyvale, O = Fortinet, OU = Certificate

[E Local Certificate

E% Fortinet_Factory C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, (
E§ Fortinet_GUI_Server C=US, 5T = California, L = Sunnyvale, O = Fortinet Ltd.. OU = FortiGi

E§ Fortinet_SSL C=US, 5T = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, (
Administrators

Admin Profil 7 Fortinet_SSL_DSA1024 C=US, 5T = California, L = Sunnyvale, O = Fortinet, OU = FortiGate,
Admin Profiles

5 Fortinet_SSL_DSAZ2048 C=US, 5T = California, L = Sunnyvale, O = Fortinet, OU = FortiGate,

Fa agement

E§ Fortinet_SSL_ECDSAZ56 C=US, 5T = California, L = Sunnyvale, O = Fortinet, OU = FortiGate,

7 Fortinet_SSL_ECDSA384 C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate,
E% Fortinet_SSL_ECDSA521 C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate,

E§ Fortinet SSL_ED448 C=US, 5T = California, L = Sunnyvale, O = Fortinet, OU = FortiGate,

iy Fortinet_SSL_ED25519 C=US, 5T = California, L = Sunnyvale, O = Fortinet, OU = FortiGate,
Feature Visibility E§ Fortinet_SSL_RSA1024 C=US, 5T = California, L = Sunnyvale, O = Fortinet, OU = FortiGate,

Certificates iy Fortinet_SSL_RSA2048 C=US, 5T = California, L = Sunnyvale, O = Fortinet, OU = FortiGate,

curity Fabric 7 Fortinet_SSL_RSA4096 C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate,
=port iF Fortinet_Wifi C = US, ST = California, L = Sunnyvale, O = "Fortinet, Inc!, CN = auth-

Upload Remote Certificate

Upload| @ fac%1115server.cer

AR E:

¥ B Remote CA Certificate @

@ Valid
© valid  Factary

739 @Valid  Factory

33 @Valid  Factory
© Valid

@ Valid

L = Beijing, O = Fortinet, OU = TAC, CN = fac91115. 2027/03/1310:22:10

6. HA #E
FAC A FH HA #5577, B HA A-P #i:(F1 HA -LB 5
6.1 HA A-P XA
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HAA-P: BN, — ORI FAC Z (B 2 M, FAC 1) ff1 €44 Primary
o /& Secondary;
A-P ARG ESR AN FAC Z 1]

o WHRMT I

o IRAFRRA—FE

o ) license —Ff

e A-PCluster R 7% —17 Token license
FEFHEN, WA FAC AT DL B AR Bk, 285 80 s s b 6
KRB (R Cluster R 5 ip Hidik, BEIAHE T radius
client I & [¥) radius server [ ip Hidit.

6.2 HA A-P 10 TC B
Fh T

FAC-Primary
port1ip: 192.168.91.115
port2 ip:192.168.90.118

FAC-Secondary
port1ip: 192.168.91.115
port2 ip:192.168.90.119

Switch

FAC portl A4S, FAC port2 N0k, tAT DIVE N FE

Fortinet /A ] 5 039m / H1121 www.fortinet.com.cn
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Fortinet 2\ 7]

Cluster Primary {ll ) fic & :

System ~ | High Availability Settings
@& Dashboard * | & Enable HA
4 Network > | Role:
System Access Maintenance Mode:
High Availability

Firmware Upgrade

Interface:
Config Auto-backup ntertace

O & https//192.168.90.118

® Cluster member
Standalone Primary
Load Balancer
@® Disabled
O Enabled with synchronization
(O Enabled without synchronization

=

portd

I Cluster member IP address:

SNMP 192.168.90.118/255.255.255.0 I
Features HA admin access: ® Telnet (TCP/23)
L 1 & SSH (TCP/22)
icensing HTTPS (TCP/443)
FortiGuard @ GUI(TCP/443)
. (T REST API (/api/)
FortiNAC:
s (I Fabric (fapi/v1/fabric/)
FTP Servers W HTTP (TCP/80)
Admin Profiles B SNMP (UDP/161)
=BT Priority: |
Replacement M.
4 Password: .
Messagin,
s ? Load Balancers:
Authentication 3 Name IP Address Delete
Fortinet 550 Methods ’ + Add Secondary Load Balancer
Monitor >
Certificate M. it N I Monitored interfaces: & portl I
port2
Logging > W port3
W port4
Monitored interfaces stability 30 < | (0-3600s)
period:
Node-Specific Default Gateway:
Heartbeat interval: 10 2 (1-20) (Interval: 1000ms)
Heartbeat lost threshold: 6 2 (5-60) (Cluster member timeout: 6000ms)

Cluster Secondary fll] ) Fic. & -
7E:Secondary FAC [ GUI T[] H A /b3 7 B S 1,
O & hnps:

Cancel

System ~ | High Availability Settings
& Dashboard > | @ Enable HA
Role:

Firmware Upgrade

Maintenance Mode:
Licensing

Replacement Messages

. Interface:
Logging >

® Cluster member
Standalone Primary
Load Balancer
@ Disabled
O Enabled with synchronization
(O Enabled without synchronization

portl

port3 portd

I Cluster member IP address:

192.168.90.119/255.255.255.0 I

HA admin access:

Priority:

Password:

W Telnet (TCP/23)
@ SSH (TCP/22)
HTTPS (TCP/443)
& GUI (TCP/443)
I REST API (fapi/)
_ Fabric (/apifv1/fabric/)
W HTTP (TCP/80)
I SNMP (UDP/161)

Low

enassnee

Monitored interfaces:

portl |

Monitored interfaces stability
period:

Node-Specific Default Gateway:

port.
port3
portd

(0-3600s)

Cancel
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BT AN E” Node-Specific Default Gateway”, K N[ RET]
i FAC [P F A2 1L,

6.3 HAA-P VRS E R

Cluster Primary fIlf¢] HA RZ:

« c o O G hiips//15216890.118 B n s =

Cneess Jeagninns

System

Status.

User Lookup FAC-UMTM21005477 Cluster stable 19216890119

s Network
@ Administration
o Messaging
Authentication
Fortinet S50 Methods
Monitor
Certificate Management

Logging

« > C @ O & hitpsi//192.168.90.118

FortiAuthenticator VM
System ~ | 4 Add Widget
Dashboard v TOTTeCTTT Fermes
License Type Evaluation [valid until April 22, 2023) 4.
User Lookup SMS
HA Status Sent/Allowed T TR -
o4 Network N FortiToken Cloud
£ Administration N Status o
<4 Messaging >
Authentication »
Fortinet $SO Methods > I HA Status |
Monitor , Enabled ®
. Node type Cluster member [View slatus details
Certificate Management » s
. Role Primary
Logging 3
Status Cluster Primary
Cluster size 2
Heartbeat interface port2
Priority High
Peer FAC-VMTM21005477
2023-03-01 09:38:38 FAC-VMTM21005477 has joined the HA eluster
2023-03-01 09:30:53 The device is now the HA Primary (cluster size = 1)
Last log messages 2022-06-23 16:46:52 The device Is now the HA Secondary (cluster size = 2}
2022-06-23 16:44:18 The device is now the HA Primary (cluster size = 2}
[View all log records]

Cluster Secondary fllf*] HA RZ:

« (-] O & hups//192.16890.119 ® O nh g =

Dixesz Jenew ons

System v

@ Dashboard

(Tt FACAMTMZ2002368 Cluster stable 19216890118

& Administration »

Logging »

Fortinet /A ] o417/ 11270 www.fortinet.com.cn
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= @ O G hitpsy//192.168.90.119
=" ® FortiAuthenticator VM (Secondary Node)
System ~ VM 5 users
@ Dashboard - FortiClient 5 entries
m License Type Evaluation (expired) &
User Lookup 5MS
HA Status Sent/Allowed T T T
# Administration > FortiToken Cloud
Logging » Status Service error £
HA Status
Enabled ]
Node type Cluster member [View status detalls|
Role Secondary
Status Cluster Secondary
Cluster size 2
Heartbeat interface port2
Priority Low
Peer FAC-VMTM22002368

Last log messages

2023-03-01 14:18:27 Clock updated from Primary node, old time is '2023-03-01 14:1..
2023-03-01 09:38:38 The device is now the HA Secondary (cluster size = 2)

2023-03-01 09:38:35 FAC-VYMTM22002368 has joined the HA cluster

2022-06-24 09:49:01 Cluster member 'FAC-WMTM22002368" is marked as unreachable fo._.
[View all log records]|

6.4 HA A-P i HA O BRI D) e

System ~ | High Availability Settings
@& Dashboard * | €@ Enable HA
& Network > | Role:
#  Administration -

System Access
High Availability
Firmware Upgrade

Maintenance Mode:

® Cluster member
Standalone Primary
Load Balancer

@ Disabled
O Enabled with synchronization
O Enabled without synchronization

Interface: )
Config Auto-backup nterface il i i) =i
SNMP Cluster member IP address: 192.168.90.118/255.255.255.0
Features HA admin access: (B Telnet (TCP/23)
Li . & S5H (TCP/22)
censing HTTPS (TCP/443)
FortiGuard @ GUI(TCP/443)
. I REST API {/api/)
FortiNAC:
S (D Fabric (/api/v1/fabric/)
FTP Servers ® HTTP (TCP/80)
Admin Profiles W SNMP (UDP/161)
Bl Priority: [ bien |
Replacement Messages
4 Password: assssass
Messagin,
iz i Load Balancers:
Authentication » Name IP Address Delet
Fortinet 55O Methods 4 + Add Secondary Load Balancer
Monitor >
Certificate Management N Monitored interfaces: @ portl
port2
Logging » (W port3
W portd
Monlmred interfaces stability 30 2 | (0-35005)
period
Node- Speciﬁc Default Gateway:
Heartbeat interval: 10 “ (1-20) (Interval: 1000ms)
Heartbeat lost threshold: & ~ (s-60) (Cluster member timeout: 6000ms)

A-P IO HAT AP 2 1, —

Fortinet A &) 24211/ 12T

MROLBEED, —ASR R,
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Heartbeat interval:

Ok S E g AL 0.1 AP, @IECE R, LNt &N 10
I

Heartbeat lost threshold:

LB SCE R BIE

U RAE (O BE AR ST T B X OB SC 2 SR IR ) IR 8] P B O Bk A
3C, Nfh e HA Y1t 5

URSR EHLE S B, AL VIR Active IR,
IR R IRPEIE B AR HA B35 B0 Bk, AT AE 2 O 3RS

Monitored interfaces stability period:
A% 1R AR 2 A 30
A% S —AE 2 Al HA TS
AR Active FAC #kBilliis4k, 2id LI [A])5, Active FAC 424 Slave AR

Z5,Slave FAC %N Active JRZS

A-P R EMBR G, BI R AR, @i sa g EKE 2
Active JRZS.

.

fEIEH TARIRE T, FHLTAESE Active, &ML TAETE Slave, W1 HEH
FH, &2 TIETE Active RAS, MR ENEBNE, ENLLEN Slave
WRENENLFEPIE, ZFRSRE 5 285, EVSERAEA Active
i.

FEIES TARIRE N, an R s EAL H 2k, Bk 30 )5, 2 E Bt
HA, % 12> TAETE Active RS, WHR BN ENIEIELL, BN 30 B
JG, 2 BT HA, EHLS LRI B Active K&, AT ERRERSE 5 4
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B 5 FIF LA 98 5.
b, REVEEM HA VHGERR, FAC EHURS T HIAT T AR,
FAC 117 32 T4+ B B i85y M SR MR, 55 R S5 U FAC
AR I3 TAEARE.

6.5HAA-PHA HEBFE
M FAC | status HE R LUE 2 HA 1A H &

System v || 4 Add Widget
@ Dashboard ~ [
User Lookup HA Status
HA Status Enabled ®
++ Network > Node type Cluster member [View status details]
# Administration > Role Primary
4 Messaging . Status Cluster Primary
. Cluster size 2
Authentication >
. Heartbeat interface port2
Fortinet SSO Methods > o
Priority High
Monitor »
Peer FAC-VMTM21005477
Certificate Managemem > 2023-03-02 16:37:50 The device is now the HA Primary (cluster size = 2)
Loggl'ng N 2023-03-02 16:31:51 The device is now the HA Secondary (cluster size = 2)
Last log messages| 2023-03-02 16:31:35 FAC-VMTM21005477 has joined the HA cluster
% CVMTMZ21005477 has left the HA cluster
View all log records|

E%E‘J HA Ellu\j‘uf Ellu\l:'jélﬁ

System > | 2 Retresh| @ Simplifed | @ Downloads ) Period: Last 24 hours © 1
Authentication N
Fortinet SSO Methods D Timestamp Short Message: Level Category Sub Category Log Type ID Action Status
632 ThuMar21637:502023 The device is now the HA Primary (luster size = 2) information Event High Avaiabilty 40000
625 ThuMar21637052023 Becoming Cluster Primary afterreversal of role from Secondary to ... information Event High Avallabilty 40006
623 Thu Mar 2 16:31:51 2023  The device is now the HA Secondary (cluster size = 2) Iinformation Event High Avallability 40000
622 ThuMar21631362023 Becoming Chuster Secondary. information Event High Avallabiity 40006
621 ThuMar21631352023 FAC-VMTM21005477 has joined the HA cluster information Event High Avaiabilty 40001
s Tyees 614 ThuMar21628342023 FAC-VMTM21005477 has left the HA cluster information Event High Avalability 40001
: ru:f::n; 613 ThuMar21628332023 Cluster member 'FAC-VMTM22002368 Is marked as unreachable for h... ~ information Event High Avallability 40003
611 ThuMar216:17:29 2023 The device is now the HA Secondary (cluster size = 2) information Event High Avallabiity 40000
610 ThuMar216:17:21 2023 Becoming Chuster Secondary after reversal of role from Primary ta Seco...  information Event High Availabiity 40006
602 ThuMar214:51:56 2023 The device is now the HA Primary (cluster size = 2) information Event High Avalabilty 40000
601 ThuMar214:51:222023 Becoming Cluster Primary afterreversal of role from Secondary to Prim...  information Event High Avallablity 40006
600 Thu Mar 2 14:44:36 2023  The device is now the HA Secondary (cluster size = 2) information Event High Availability 40000
599 Thu Mar 2 14:44:31 2023 Becoming Clust rsal i Seco. information Event High Availability 40006

6.6 HA LB 1550/ 44
HALB: B 4, —Me FAC ZIRIARTER —ANh Ty, Jlid = ZAHIE;
LB A5 2] DABR ff  2 PAN JSr TAE ) FAC, {H2 LB Slave 2 M\ LB
Master [F] 22—\ 1IEAH G IC B
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FAC )£ {4/ Standalone Master &% Load Balancing Slave

A-A LB HEICEEET, FAC 2 JH]:

WA S LA

BAFRCA LI — ¢

MRAE A E TR, I license A LAA—FE

A-A LB Z[a]H] token, WIS ' 4£ Standalone Master £/} ]
token, AIUA[FEIZDEI LB HfH, 7 LB L4011 token ANRELE
Standalone Master _F- 1 [

KT LB R T & R A

Standalone Master /2> M\ LB node [FIZ L E, HA LB node M
Master [F2PIRCE, FPHBCER:

Token FlFH -1

Local FH 5 &

Remote Hl /{5 &

Group WG K &R

JH K1 token Fi Ak 5

Local Services 1 Local CA N FIAHISIE 1S

AT /38 3 F P ERIE R E 5% A

SAML AH G HC & :

e Authentication > SAML IdP > General [ IdP it &

e Authentication > SAML IdP > Service Providers ] SP it &
A ARG B AE LB 2 [A] [F] 5 8 3 5%

WA, BUCTTARD AL E, EECEF P FAC HiSCS B A [E /5
% /group % 7-.

6.7 HA LB =0 i &
RFh F:

Fortinet /A ]
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-:IIEI_
%} ‘jﬁﬁg,

Router

FAC-LB Master FAC-LB Node
portl ip: 192.168.91.115 portl ip: 192.168.90.118

LB Primary {1l f) Fic & :

FortiAuthenticator VM FACLBMaster

System

@ Dashboard & Enable HA
& Network > Role: Cluster member

-~ - @ Standalone Primary
## Administration - Load Balancer

System Access P: q-

I High Availability I Load Balancers:

Firmware Upgrade Name 1P Address Delete

<

High Availability Settings

v

Config Auto-backup FACLBSlave 19216890118 %

SNMP
+ Add Secondary Load Balancer
Features i

Licensing
" B -
FortiNACs
FTP Servers
Admin Profiles

LB Node il {) FiC & :

System ~ | High Availability Settings
& Dashboard > | @ Enable HA
& Network » | Role: Cluster member
o Lo
System Access Load Balancing primary IP 192.168.91.115

High Availability address:

Firmware Upgrade Password: ssssssee

Config Auto-backup “ Cancel
SNMP

Features
Licensing
FortiGuard
FortiNACs

6.8 HA LB MHAREEF

LB Primary ) LB IRZS:
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) rtiduthenticator VM FACLBMaster

& Network
o
P o ° ° ° ° © ° © ° ° ° B B D) °
= T | [T | [T | [T | [T | [ e | [Tmoe| [ [T [ [ | [
Authentication member mers wsers mempershi membershin | | atributes  f | atiribu it o gt i
e | s
Fortinet 50 Methos .
Merier
' ° ° ° © © © © ° ° ° B ° ° °
Cert Remote SAM| SAML grove SAMLSP SAML SP user Server Server CA certific CAcertificate | | Admin orofle RESTAP keys | | SAML P reakm | | SAML IGP reaim | | Admin Trusted Tnsted
Lossi ||t | e s || e | [ e Sl R | i = ey | Bl | R
-
° ° ° ° © © © ° ° ) © ° D) ° °
T | [ e [ | [T | [T | [ | [ e | e e | ey e e e
Comrene | [*abires T et remimors e | [ emaners” | [eomemme [comemmuol | Exmmme
e s = o | | s | | e

T

S S L < < <
onted Ch T Ao T s Ex W
(((((( ™ gy -ty

6.9 HA LB ) LBk
LB Node Mt & 5¢H )5, LB Node {1 udp 721 % [ [ LB Primary A2 LB
Join request, & 20 FPRIE—IK, GnHRWE] T LB Primary H Join ack, M
T vpn JEIE, {8 udp 1194 i I TIE R
LB Node &F 5 #& 1% — XLk SC45 LB Primary, LB Primary I E].Co Bk
SCJEIR [Fl—A> HB-Ack %5 LB Node;
Ik 210 £ LB Node A W) HB-Ack, LB Node 2 /il|f% VPN iHIE,
FH T2 5 LB Primary 857 HA LB %3

6.10 HA LB X H EEFH

LB Primary Hi&:
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Log Details
Log Record Detail
iD 294
Timestamp Tue Mar 7 17:41:31 2023
Level information
Action
Status
Source IP
Message IiE éc!g\glielgAC-VMTmziﬂﬂzaéﬂ has joined the HA cluster from 192
User
Type id 40003
Mame LB Connection Event

Sub Category High Awvailability

Category Ewvent
Description LB connection event

LB Node H &:

Log Details
Log Record Detail
iD 141
Timestamp Tue Mar 7 17:41:31 2023
Level information
Action
Status
Source IP
Message Successfully connected to LB Primary at 192.168.91.115
User
Type Id 40003
Mame LB Connection Event

Sub Category High Availability

Category Ewvent
Description LB connection event

4871 / FL11270 www.fortinet.com.cn
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. FAC H HEE =5 4
FAC YEAE AR R 55 25 SCHF Portal 1A 1E/802.1x A TE/SAML A IFSE, A<
BT AR S UE R 2H X FTC
1. B2k WPA2 fiViAiE
oL 4355 ] Idap K574 wpa2 ssid, 373K FAC & HI5hZ5 vian31;
1.1 PR A

Windows AD
ip:192.168.90.232

T wu 1724wpa2 .
T 4 243 pom

(@
| —4

FAP

Switch FAC
ip: 192.168.91.115

FAC /E A radius server, IR Idap server %f4%, [F20 iz Idap server fH J°
1.2 B kKBS RAC &
T2k radius B E:

Il
yo)

Edit RADIUS Server

Name fac?1115
. Authentication method EETIE Specify
Policy & Objects -
NAS 1P
Security Profiles
B Include in every user group (B
VPN - FAC ipiiihik
User & Authentication Primary Server /
User Definition
FHEnEon IP/Name | 19216891115 |
Secret seseene
Connection status @ Successful

LDAP Servers
RADIUS Servers

Test Connectivity

Test User Credentials

Single Sign-On

Fortinet /A ] 2 497 / 11271 www.fortinet.com.cn
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Fortinet 2\ 7]

To2k ssid Fit & :

B FGT60E724

Favorites

Controller

M: ed FortiAPs
Clients

WiFi Maps

SSIDs

FortiAP Profiles

WIDS Profiles

WiFi Settings

FortiLink Interface
Managed FortiSwitches
FortiSwitch Clients
FortiSwitch VLANs
FortiSwitch Ports
FortiSwitch Port Policie

MNAC Policies

= Q

Edit Interface
Name = 1724wpa2 (1724wpa2)
Alias b
Type =F WiFi 551D

Traficmode @ & Bridge

WiFi Settings

SsID 1724wpa2
Client limit (@

Broadcast SSID @D

Beacon advertising [ Name [J Model

Security Mode Settings
Security mode WPAZ Enterprise -

Authentication | Local J¥ARII8EREVEN

& fac91115 hd

Client MAC Address Filtering
RADIUS server (B
Address group policy  BELIEN Allow  Deny

Security Profiles >

Additional Settings

I Dynamic VLAN assignment ()I

Schedule @ 8 always
+
Block intra-55ID traffic >
Optional VLAN 1D 30
Broadcast suppression @ ARPsfor known clients

[ Serial number

A, LA E )7 Optional VLAN ID” 5 vlan 30, X JTJ2 T 8174 vlan
Tk, T radius server & T 207 vian IB4S £ T & I vian,

IR TR vian, AR To2IE bR SR w2 BRI vian30.

AL AN L 1 e &

% s0m / 1121
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@
Port Trunk | Mode | PortPolicy Enabled Features Native VLAN Allowed VLANs PoE Device Information
’;. & ports Static @ tdgePort 4 fivian10 35 fivian30 ¥ Powered
L @ Spanning Tree Protocol o flvian31
as 0§ flvian37
§ quarantinefortilink (quarantine)
o\
. & ports Static © EdgePort = fivian10 & flvian30 ¥ Powered
S @ Spanning Tree Protocol 0§ flvian31
~ WIFi &Switch 0§ flvian37
Controller i quarantine.fortilink (quarantine)
Rtspel s @ port7 Static © EdgePort 3 flvlan10 xE flvian30 ¥ Powered 3.30W  (+) FortiAP-221E
© Spanning Tree Protocol 0§ flvian31
8 quarantinefortilink (quarantine)
& ports Static @ Edge Port i default fortilink (_default) x& quarantine fortilink (quarantine) ¥ Powered
© Spanning Tree Protocol
FortiAP Profiles
& porty Static @ EdgePort = fivian10 & quarantine fortilink (quarantine) ¥ Powered
WIDS Profiles ;
© Spanning Tree Protocol
& port10 Static © EdgePort =4 default fortilink (_default) 3§ quarantine fortilink (quarantine) ¥ Powered
@ Spanning Tree Protocol
@ port11 Static © EdgePort = flvian10 0§ flvian30 4 Powered590W @ da:2f:f7:17:3c:43
© Spanning Tree Protocol 0§ flvian31 ) ap01-forti9133
g quarantine fortilink (quarantine) =8 DESKTOP-S4KNRUM
FortiSwitch VLANs xEq (a ) =
@ port12 Static © EdgePort = flvian10 & quarantinefortilink (quarantine)  § Powered =& SAMTESTPC3

FortiSwitch Ports

1.3 FAC fAHICHC &
Ldap server it & :

System
Authentication
& User Account Policies

@ User Management

& Legacy Self-service Portal

General
Cowe ]

RADIUS

OAUTH

SAML
& RADIUS Service
& TACACS+ Service
& LDAP Service
& OAuth Service
B samLIdP
FAC Agent
Fortinet SSO Methods

Monitor
Certificate Management

Logging

© Spanning Tree Protocol

Edit LDAP Server

Name:

Primary server name/IP:

W Use secondary server

Base distinguished name:

Bind type:
Username:

Server type:

| winaD90232 |
192.168.90.232 Port: 389 O
T Use Zero Trust tunnel  [Please Select] v
de=fortiad,dc=com
Simple w
Administrator@fortiad.com Password: sesasses

Movell eDirectory/Others

(T Add supported domain names (used only if this is not a Windows Active Directory server)

Query Elements
User object class:
Username attribute:

Group object class:

person
sAMAccountName

Eroup

Obtain group memberships from: iy T

Group membership attribute:

memberOf

W Force use of administrator account for group membership lookups

Secure Connection
® Enable

Windows Active Directory Domain Authentication

@ Enable

Kerberos realm name:

Domain NetBIOS name:

FortiAuthenticator NetBIOS

name:

Administrator username:

Administrator password:

B Allow Trusted Domain
Preferred Domain Controller

Hostname:

FORTIAD.COM
FORTIAD
FAC&40GA111

Radius group it &, It group Bt B ZNZ vian F R JEM::

Fortinet 2\ 7]

% 51T / 1121
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System >

Authentication v

£ User Account Policies >
Local Users

Remote Users

Remote User Sync Rules
Social Login Users
Guest Users

User Groups
Usage Profile
Realms
FortiTokens
MAC Devices
1AM
# Legacy Self-service Portal >
o Portals >
& Remote Auth. Servers »
& RADIUS Service 5
& TACACS+ Service »
& LDAP Service >
& OAuth Service >
B samLidp 5
§28 FAC Agent N
Fortinet 550 Methods »
Monitor >
Certificate Management >
Logging >

Edit User Group
Name:
Type:

User retrieval:

Remote LDAP:

RADIUS Attribute:
Vendor:
Attribute ID:
Value:

Type:

RADIUS Attribute:
Vendor:
Attribute ID:
Value:

Type:

RADIUS Attribute:
Vendor:
Attribute ID:

Value:

Type:

motewpa2group
Loca Remate RADIUS

O Specify an LDAP filter
@ Set a list of imported remote LDAP users

WinAD%0232 (192.168.90.232) v

LDAP users:

search @y Remove &ll
I Usage Profile [ Please Select ] v
TACACS+ authorization rule: [ Please Select] v

Default ~
Tunnel-Medium-Type w

IEEE-802

Integer

IR T A HRSvlan31

Default ~

Tunnel-Type

WLAN

Integer

Bt B Hsh[E &0, [E 25 Idap server F /) wpa2group KR 3

remotewpa2group:

Fortinet A &)
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System » | Edit Remote LDAP User Synchronization Rule
Authentication ~ | Name: _
& User Account Policies * | Remote LDAP: WinAD90232 (192.168.90.232) v
Base distinguished name: de=fortiad.dc=com
Local Users LDAP filter: memberof=CN=wpa2group,OU=TAC,DC=fortiad, DC=com

Remote Users
I Remote User Sync Rules I

Synchronization Attributes

= = OTP method assignment priority: - 5 W

Social Login Users & None (users are synced explicitly with no token-based authentication)
Esi R (W FortiToken Hardware (assign if serial number is provided)
User Groups
(B FortiToken Hardware (assign an available token)

Usage Profile

Frealie B FortiToken Mabile {assign an available token)
FortiTokens W FortiToken Cloud - Default

MAC Devices W FortiToken Cloud - FortiToken Mobile

1AM

I FortiToken Cloud - FortiToken Hardware
& Legacy Self-service Portal >
(D FortiToken Cloud - Email

"&' Portals >
— ® FortiToken Cloud - SMS
=& Remote Auth. Servers >
. I Emall
& RADIUS Service >
. W SMS
& TACACS+ Service > Eud
& LDAP Service » ® Dual (Email and SMS)
OAuth Service p -
& * | O» FIDO authentication
Ei saMLidp > | syncas:
2=
£ FAC Agent * | User role for new user imparts:
Fortinet 55O Methods * | Sync every: 7 o dayly  ~
Manitor ’ Group to associate users with: | remotewpa2group | x ¥
Certificate Management - )
8 4 FortiToken Logo: [ Please Select] w
— N L —
FEE D)
System » | 4 Create New remctenps2goup o) D
N; MM"“ i N a Name Type Remote Server Members Number OF Ust
Remote LDAP LDAP: WinAD90232 192.168.90.232) 2
Local Users R
Remote Users.
Remate User Sync Rules.
Social Login Users
Guest Users
User Groups.
Tsage Profle
. > oy N . >y
Bl E radius 2 )i, BUECE FGTE0E {EA radius %) Ui
System » | Edit Authentication Client
Authentication ¥ | Name: -
& User Account Policies » | Client address: Subnet | Range
& User Management > 17222551
& Legacy Self-service Portal  » | Secret: enseaass
& Portals > | @ Accept RADIUS accounting messages for usage enforcement
£ Remote Auth. Servers » | @ Support RADIUS Disconnect messages
& RADIUS Service v n —
Policies
. N N Paran
B E radius TAIESRHG:
System + | 4 Create New peap “ 2
Authentication .
& User Account Policies (m] Name: RADIUS Clients Authentication Type RADIUS Attribute Criteria Authentication Type Priority
L r— 0 [Cpes ] FGT60E Password /OTP authentication Called-Station-ld=1724wpa2 Password/OTP olo
& Legacy Self-service Portal o wlepeap. wie91112 Password /OTP authentication Password/OTP olo

& Portals
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AL EAS B0

System >
— pe— r—
Authentication v
& User Account Policies  » | Policy name:
o User Management » | Description
& Legacy Self-service Portal > y
4
Portals .
& RADIUS clients: Avatable RADIUS Clients @
£ Remote Auth. Servers >
Q| Fier
1es1192168 (192.168.00/16) ~
wic?1112 (192.168.91.112)
a0S0E (172.22537]
R a0SOF (172225451
Services
Dictionaries
& TACACS+ Service >
& LDAP Service »
& OAuth Service >
Choose all Remave all
B samLIdP >
3 FAC Agent > PE—— -
Fortinet 550 Methods >

System »
RADIUS clients RADIUS attribute
Authentication -

O RADIUS authentication request must contain specific attributes

T

& User Account Policies »

& User Management » || Matching RADIUS Attributes

& Legacy Self-service Portal » |[Matching RADIUS attribute:

& Portals » || Vendor: Defauit v

B Remote Auth. Servers » || Attribute ID: Called Station- 16 v

Value:
&0 Allow substring match

Type: String
+ A Masching RADIUS Arsibse

Dictionaries [a— PSE——— et
& TACACS+ Service »
& LDAP Senvice »

VE&E: LTEE F, 7P )8 77 RADIUS authentication request must contain
specific attributes”

XN T radius V5] SIS EOFER, BOYE—AMAIEE R AT REAr T 1 FAC L
2 A NIESENE, BEAR FAC FIVMESERS A I, ERAEZAN
UESEEE T, JFJE b DhRe AT LSE AF 3 IETE 3K, ean b o s 202

IUEH ssid AT A 1724wpa2 B FAF 8 A 2 am i A IE SRR

& User Account Policies » | Authentication type: & _Password/OTP authentication
) Accept EAP
& Legacy Self-service Portal > B EAP-TTLS
EAP.GTC
QREEY ! ; EAP-MSCHAPVZ
&R Remote Auth. Servers » MAC authentication bypass (MAB)

Client Certificates (EAP-TLS}

Prevous Dacard and axt

Certificates

tem
= ;| GEEEEES E
Authentication ~

& UserAccount Policies  » | Usermame format: ® usemamegrealm

© realmiusername
4 User Management. > O realm/username
& Legacy Self-service Portal 5 | Use default realim when user-provided realm s different from all configured realms
& Portals 5 | Realms: Def:ﬂt — Allow Local u;at.;l‘:!ovemug Remote Use V\:Lr;rdhx:v:sﬁ:‘[:‘:’)-\umin e Fr
BB Remate Auth. Servers >

D Filter: remotewpa2group
@  winadP0232 | WinADFORS2 (192:168.50292) v » © x
Filter local users:
+ Acg s resim

FHEEE S, KA wpa2 AIE, W22 FAC JI AD 1%, HIFJ5” Use

Windows AD domain authentication”.
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FAb, AT group JTE T radius 34 vian, T LLLAZTT S group filter.

System
Authentication
& User Account Policies

o User Mai

¢ Portals
B Remote Auth. Servers
& RADIUS Service

Clients

Certificates

& Legacy Self-service Portal 3

RADIUS attribute for user
© Device authorization

>
@ Advanced options

ind OTP

1P: Framed-1P-Address [Defauit]

D T N N,

, | © Mandatory password a
nfigured password and OTP factors

EEEEYPERE, WRHAPSE T token, H72 wpa2 AMENAE A
token \IE—#ZH, FrLClHJE 72 Password-only.

Mandatory password and OTP: 5 | FH J* DA 205

A ZINIE
All configured password and OTP factors: U1 F ' IFJE T token TAIE, b

U token AIE, WIHH P &AE FF S token IENANTEEL token AIIE.

Password-only: ANE R REIFE T token AIE, XFH T R %Y, Al

token TAIIE;

OTP-only: X H /' R A token AIIE, BIA FOGIERS, 18 token M{EZ 4N ;

RADIUS response

System
Authentication
& User Account Policies
& User Management
& Legacy Self-service Portal
& Portals

B Remote Auth. Servers »
& RADIUS Service

Clients

Certificates

2 E 5E

1.4 Az H &
@j}(fﬁiJ.KT

FAC 11 H E R~ P 802.1x A UEALT):

Fortinet A &)

» | Authentication
User Authentication Result RADIUS Authentication Response

Successful Access-Accept

Failed Access-Reject

'

Return User Attributes

Return User Group Attributes

?ﬁ)\ﬁﬁlﬂ FREL vian31 W EL [ ip Huhik:

IP$ T | MACAddress =

192.168.31.2| F8:E4E3:0D:78:7A 0 ap0l-forti9133 & 1724wpa2 (1724wpa2)

FortiAP &

SSID %

RADIUS respanse

User & VLANID & Security ¢

wpauserl 31 WRPA2 Enterprise

www.fortinet.com.cn
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Log Details
Log Record Detail
D 80198
Timestamp Tue Feb 28 15:47:01 2023
Level information

Action Authentication

Status Success

Source IP 172.22.5.51

Message 802.1x authentication successful
User wpauserl

Type Id 20420
Name 802.1x Authentication OK

Sub Category Authentication

Category Event
Description  802.1x authentication successful

FAC ) radius debug HEE/R 7 ARG B, S¥harH IR,
% [\ radius @M

(95) facauth: ===>NAS IP:172.22.5.51

(95) facauth: Username:wpauserl

(95) Ffacauth: Timestamp:1677578421.589112, age:8ms

(95) # Executing group from file Jusr/etc/raddb/sites-enabled/default

(95) eap: Expiring EAP session with state @x2f2f113727c18897

(95) eap: Finished EAP session with state @x2f2f113727cl1@897

(95) eap: Prewious EAP request found for state @x2f2f113727c18897, released from the 1list
(95) # Executing section post-auth from file /fusr/etc/raddb/sites-enabled/default

(95) ZUser-Name !¥ ANY

(95) &reply::TLS-Session-Cipher-Suite += &session-state:TLS-Session-Cipher-Suite[*] -» 'ECDHE-RSA-AES256-GCM-SHA384°
(95) &reply::TLS-Session-Version += &session-state:TLS-Session-Version[*] -»> 'TLS 1.2'

(95) &reply::User-Name += &session-state:User-Name[*] -»> 'wpauserl’

(95) facauth.za=3Nas TP:172 22 5 51

(95) facauthf Found authclient from preloaded authclients list for 172.22.5.51: FGTRBE (172.22.5.51) I

(95) Facauths 2 - — (.

(95) facau Found authpolicy 'peap' for client '172.22.5.51' | k

(95) facauth: Client type: external (subtype: radius) N k3

(95) facauth: Input raw_username: (null) Realm: (null) username: wpauserl DDE']EIJLAH—'E%H]%

(95) facauth: Searching default realm as well

(95) facauth: Realm not specified, default goes to Windows AD, id: 1

(95) facauth: User [enable fido: false, token count: @, revoked_token_count: @]

(95) facauth: Policy [fido_auth_opt: disabled, twofactor: password only, no_fido: two factor, revoked: reject]
(95) facauth: Decided on [is_fido: false, two_factor: password only, token_type: none]

(95) facauth: EAP authentication success - add configured radius attributes to response

(95) facauth: Add Radius attribute: attr_id:65 (attr 65, vendor 8) attr:6

(95) facauth: Add Radius attribute: attr_id:64 (attr 64, vendor @) attr:13

(95) facauth: Add Radius attribute: attr_id:81 {(attr 81, wvendor 8) attr:31

(as = th log 'wpauserl': 882.1x authentication successful

(gsmd 63 from 192.168.91.115:1812 to 172.22.5.51:19582 length @

(95) M5-MPPE-Recv-Key = @xB4815FFFEb265d284804eb8celashcar7332238d145896d5%dbe+9ce@2ediifad

(95) M5-MPPE-5end-Key = @xB8c818bf56c91eB8a478c71b5abl31e35F12136F4228b8cB477F2d5a6F8F58c274

(95) EAP-Message = Bx@3ee0884

(95) Message-Authenticator = 8x80886880
(95) User-Name = "wpauserl"

(95) Tunnel-Medium-Type += IEEE-882 A A .
(95) | Tunnel-Type += VLAN — IAIIEEEDJEIEEE(‘jradMS vlanEH

(95) Tunnel-Private-Group-Id += "31"
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2. JoZk MAC+Portal PAIIE
o M EIREATLMEER, BB MAC YIE, BN ZH 7,
Radius server Jo & A LI B MAC Hidik, FirBL MAC AIIESR
e, 515 H P i portal INIE; Portal WERIN)E, Ji& & Radius server
WA MAC Huli(E 2, DL IS 221 MAC TALE

o GHIEITILLMLR)E, HUHENTLMERIS, B ek 1
IR MAC AIE, BT MAC Hilik © 2290 5% 7E Radius
server b, BTELHH Y MAC WAIERGEN I, H AT BLE S B T, Jo s
FAH Portal TAIIE, #2% FH FAREG.

2.1 MR ZH MY

FGT60E
ip: 172.22.5.51 FAC
ip: 192.168.91.115

A
To 2 2% iy

1649macportal
(((. Switch

FAP

Je2k ssid ” 1649macportal”, F )5 mac+portal AIIF,

FAC 1£ N portal server I radius server, 3Z#F mac+portal TAiIF;

2.2 B KBS S &
To 4k radius 1 radius group FH R B :
Radius server At &
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1]
jeol

Edit RADIUS Server

Name fac?1115
Authentication method EETIE Specify
NAS [P

Include in every user group B

Primary Server
IP/Name
Secret sesscnce
Connection status @ Successful

Test Connectivity

Test User Credentials

CLI:

Jo4k radius group it & :
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I
Jo)

Edit User Group

Name I groupfac91115|

Type Firewall

Members +

Remote Groups

# Edit | W Delete

Remote Server Group Name &

oo fac91115

CLI:

T4k SSID FHIRHC & :
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R FGT60E724

Favorites

*

Dashboard

& Network

B Policy & Objects
|

=]

a

Security Profiles
VPN
User & Authentication

WiFi & Switch
*  Controller

Ma FortiAPs

Wi

WiFi Maps

55IDs

FortiAP Profiles

WIDS Profiles

WiFi Settings

FortiLink Interface
Managed FortiSwitches
FortiSwitch Clients
FortiSwitch VLANs
FortiSwitch Ports
FortiSwitch Port Policies
NAC Policies

ecurity Fabric
¥ Log& Report

CLI fcH:

1l
0

Edit Interface

@ DHCP Server

DHCP status (+ = ELIEGE O Disabled
Addressrange 172.16.33.2-172.16.33.254

[+]
Netmask 255.255.255.0

Default gateway BEENEES =g w28 Specify

DNS server

Leasetime @ @0 404800

£ Advanced

Network

Device detection @ @

WiFi Settings
SsID

Client limit [ ]
Broadcast S51D @O

Beacon advertising ] Name

Security Mode Settings
Security mode
Portal type

Authentication portal

User groups

Exempt sources

Exempt destinations/services 3 fac®1115

Redirect after Captive Portal

LR RSN NRE Same as Interface I[P Specify

164%9macportal

[ Serial number

second(s)
[J Model
Captive Portal hd :
Address
Authentication -

https:/'192.168.91.115/portal
= groupfac91115 x

B fac91115
Subnet
192.168.91.115/32
O any

b 4

+

Original Request JEEsii=u:{8

https://www.fortinet.com

show wireless-controller vap 1649macportal
config wireless-controller vap
edit "1649macportal"
set ssid "1649macportal"
set security captive-portal
set external-web "https://192.168.91.115/portal"
set mac-auth-bypass enable
set selected-usergroups "groupfac91115"
set security-exempt-list "1649macportal-exempt-list"
set security-redirect-url "https://www.fortinet.com"
set schedule "always"
set captive-portal-fw-accounting enable
set quarantine disable

next
end

Fortinet /A ]
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VE b1 portal [ 3% T /& FAC FHCE (UL, AS[E FAC [ A
AR E ) portal B T AT BE url AS—FE, BARRHGEE FAC U I BC &

oL 1 _E R B Kt g, AN EE ML portal TAIE R A A G HC

=R FGT60E724

B Policy & Objects

Firewall Policy
Multicast Policy
Addresses

Internet Service Database

Schedules
Virtual IPs
IP Poaols

Security Profiles
VPN
User & Authentication

WiFi & Switch
" Controller

2.3 FAC A ICHC &

Fortinet 2\ 7]

Radius client Bt &,

System »
Authentication ~
& User Account Policies

@ User Management

‘b Portals

& Remote Auth. Servers

& RADIUS Service v

Policies
Certificates

>
»
& Legacy Self-service Portal  »
>
>

FAC ) AP AL H,

Edit Policy

Name @ macportal ToWan1

=

Incoming Interface = 1649macportal (1649macportal) «

Outgoing Interface | M wan1 hd

Source B al x
+

Destination =al x
+

Schedule [@ always

Service I ALL x
+

Action ee=ul @ DENY

Firewall/Network Options
NAT o]

IP Pool Configuration Use Qutgoing Interface Address USSIRGETTRIEEZ]]

Preserve Source Port ()

Protocol Options default > &

1 FGT /E-M radius client I\ 2| FAC:

Edit Authentication Client

Name: FGT40E

Client address: IP/Hostname Subnet Range
172.22.5.51

Secret: sssssese

@O Accept RADIUS accounting messages for usage enforcement
@ Support RADIUS Disconnect messages

EE: XEN AP BCE RN A LS P K

HIFE T ip HUIEE S, SEPRAlE S, WERANGFHIN, FTHCE R B
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System » | Edit Portal Access Point

Authentication ~ | Name:
& User Account Policies » | Client address: |P/Hostname Range
& User Management >

& Legacy Self-service Portal  »
—
Policies
Portals

FortiWLC Pinholes

Hrid Portal BB, UAABIFFIFR T mac Hilik MAB WAIE, T AR BT
JRAEFNIEA S ) mac ik, PUE 5 R DGIER A mac Hihik B
RSN

System > | Edit Portal Settings
Authentication -
General
& User Account Policies > | Name:
4 User Management > | Description:

& Legacy Self-service Portal  »

Palicies SMS gateway: Use default ~

Pre-login Services

Access Points
FortiWLC Pinholes

( Disclaimer

(® Password Reset

(B Account Registration
(B FortiToken Revocation

Replacement Messages
Smart Connect Profiles

5 Remote Auth. Servers > | B FIDO Revocation

& RADIUS Service » | W Usage Extension Notifications

& TACACS+ Service » | Post-login Services

& LDAP Service » | C® Profile

& OAuth Service » | @ Password Change HPortaBASIFR N iRmacifE—ME BRI macitit group
ﬁ SAML IdP s (“® Token Registration

B Smart Connect
£:8 FAC Agent - |(D Device Tracking and Managemend

Fortinet SSO Methods 4 4D Place registered devices into this group |wirelessmacgmupl v |

Monitor > Maximum number of devices: 00

Certificate Management >

Logging >

fic & Portal Policy:

- [
Systs
. il o D e D

& User Account Policies y | Name: wirelessmacportal
& User Management , | Deseription
& Legacy Self service Portal 5

y & BPortal&pinht

Type: low captive portal access
URL|_htips:/facd1115 fortiad.com/portal/

Deny captive portal access

Access Points
FortiWLC Pinholes
Replscement Messages O wd o
Smart Connect Profiles

BB Remote Auth. Servers »

& RADIUS Service >

& TACACS+ Service >
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Authentication -

. e 1o acess thls pertal
& User Fulmmpk:wrdmmbums(mhpmalmumfmwbmll?!mlum“ldbe
aseric

A User Management » WTP#:?_M -

& Legacy Self-senvice Portal > Vo - 1921841 0:24
Portal Rule Conditions.
Portal Ruls Condition:

» Not
Access Points HTTP parameter: - =
FortiWLC Pinhales Operator: o ———
Replacement Messages

. Value: partal

Smart Connect Profiles

B Remote Auth, Servers 3 | |+ 209 Poni e Conason

& RADIUS Senvice > — it [ -
& TACACS Senvice

Authentication -
& User Account Policies B| Aocceas points
& User Management >
& Legacy Self-service Portal witgertlfortisc.com (wifportaLfortsd cor] &

extgaralfortiad com festpertal foetad com)
extporial (17216911}
extporald3 (172163311

Access Points
FortiWLC Pinholes
Replacement Messages
Smart Connect Profiles v ~
B Romote Auth. Servers Chooseal Remove sl
£ 2 > | RADIUS dients:  ADIS Cleres © .
PR -
& LDAP Service x test192166,(192 160.0.0/16) -
& Ohuth Service » WicT1112 19216871112}
etor 7222337
B samLioe » Bosor (7222549
Qi FAC Agent »
Fortinet 550 Methods »
Manitoe ,
Certificate Management »
Logging. R c v
Choose all Remove all

Preveus Orsard o et

= FortiAuthenticator VM FAC D © sdmi-

= | —

& User Account Poscies» | Authentication type: Password/OTP authentication
& Local/remate user
o User Management B Social wers

& Legacy Seff-service Portal > MAC Authorization

erevn Ot and et

FortiAuthenticator VM

Syste »
= o
Authentication -

& User Account Policies * | Local/Remote Users:

& User ’ “
© realmiusername
& Legacy Self service Portal O realmiusername
+* L i from all configured realms.
Realms:
Default © Realm Allow Local Users To Override Remate Users Delete.

Portals

e ° -

FortWLC Pinholes N

Replacement Messages

Smart Connect Profiles
R Remote Auth. Servers »

& RADIUS Service ’

Authentication -

User Account ol O Mandatory password and OTP
B Userrcoount Polldes. 3 | g Ly et password and OTP factors

o
O OTP-only
User IP address parameter: userip v
» Adaptive Authentication
»FIDO i atoken hs

MAC address parameter:

Access Paints
L Pl 3 Resirict access based on end-user MAC address
Replace o © Advanced options

Senart Connect Profises P Dvcrdardest m pext

B Remote Auth. Servers >
& RADIUS Senvice »
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FortiAuthenticator VM FAC

Systemn >

Policy type. Partal sebection criteria ‘Mutharized clients. Authentication type: dentity sources RADIUS respanse.
Authentication .
& User Account Policles >
i User Management >

Local/Remote Users

User Authentication Result RADIUS Authentication Response Return User Attributes Return User Group Attributes

& Legacy Self-senvice Portal >

& E Successtul Access-Accept o L]
Faled Any - Stay on login
E— v - Stay an login page
Access Points
FortiWLC Pinholes
Repiacement Messages p— [ep—m— m

Smart Connet Profiles

2 It Portal WIERCE 5E A, FHECE — mac HulibAiE radius SEHE, £
X portal TAIE I fE 103k I mac Hihk 2%

2.4

Fortinet A &)

System > | RADIUS Policy Config Overview
Authentication v
RADIUS Clients
& User Account Policies >
Name: macauth
& User Management > | Description:
& Legacy Self-service Portal 3
4 Portals > Y
& Remote Auth. Servers > | RADIUS clients: Avalable RADIUS Clients @
& RADIUS Servi v Q_ [Filter ~
Clients test192168 (192.168.0.0/16) A
wic91112 (192.168.91.112)
" £a060E (172.22.5.37)
Certificates gao60F (172.22.5.45)
Services
Dictionaries
& TACACS+ Service >
& LDAP Service >
& OAuth Service > v ©

B saMLIdP

878 FAC Agent
Fortinet SSO Methads
Monitor
Certificate Management

Logging

HSIIA H &

RADIUS Attribute Criteria
RADIUS authentication request must contain specific attributes

Authentication Type

Password/OTP authentication
MAC authentication bypass (MAB)

Authentication type:

Client Certificates (EAP-TLS)

Identity Sources
Require Call-Check attribute for MAC-based authentication

Authorized groups:
wirelessmacgroup1

Blocked groups: |

RADIUS Response

KU — IRFENNR IS, £x2e 0t 20 34T MAC HihbAE, BT 28
F1, mac Hidik I E 2 S
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Log Details

Log Record Detail
D 80406
Timestamp Thu Mar @ 15:22:00 2023
Level information
Action Authentication
Status Failed
Source IP 172.22.5.51
Message MAC-based authentication failed: unknown MAC address
User 484520fe?660
Type Id 20401
Name MAC Authentication Failed Mo MAC address

Sub Category Authentication

Category Event
Description | Authentication failed, MAC address not found

MAC VIERIME, # portal AIE, FE-H PEINERER, AP
IEE %55, FF portal IAIERLTY:

Log Details
Log Record Detail
D 80410
Timestamp Thu Mar 9 15:22:15 2023
Level information
Action Login
Status Success

Source IP 172.22.5.51
Message [aaa] has successfully logged in guest portal[wirelessmacportal]
| aaa

User
Type Id 20604
Name Guest Portal Authentication OK

Sub Category Authentication

Category Event
Description | Guest portal authentication request succeed
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F portal NERI )G, mac Hidi g0 5 7E FAC

Log Details
Log Record Detail
D 80411
Timestamp Thu Mar ¢ 15:22:32 2023
Level information
Action Add
Status
Source IP
Message g%dﬂe]d MAC-based Authentication Device: aaa-device (48:45:20:fe:9
User
Log Type
Type Id 10001
Name Entry Addition

Sub Category Admin Configuration

Category Event
Description  Logs entry addition event performed through the GUI

FAC F It MAC HihE 2 3m #1055 7F macdevice 1, FFEBIIMA R B K
mac Huhk2H

= _u FortiAuthenticator VM FAC

System » | Edit MAC-based Authentication Device
Authentication ¥ | Name: aaa-device
& User Account Policies * | MAC address: 48:45:20:fe:96:60

& User Management v Description:

Local Users

Remote Users A
Remote User Sync Rules @0 This device belongs to a user

Social Login Users User Type: Remote LDAP  Remote RADIUS
Guest Users Owner: [“aaa e

User Groups
Usage Profile “
Realms
FortiTokens
MAC Devices
IAM
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Fortinet 2\ 7]

FortiAuthenticator VM FAC

System
Authentication

&% User Account Policies

v

>

Edit User Group
Type:

L
User Management i .
Mac devices: Available Mac Devices @

Local Users

Remote Users

Remote User Sync Rules
Social Login Users
Guest Users

Usage Profile

Realms

FortiTokens

MAC Devices

1AM

& Legacy Self-service Portal  »

"&' Portals

&2 Remote Auth. Servers
& RADIUS Service

& TACACS+ Service

& LDAP Service

>

>

>

>

>

Chosen Mac Devices @

Q |Filter 22
bbb-device (f8:ed:e3:0d:78:27)

Remove all
TACACS+ authorization rule: [ Please Select] v

RADIUS Attributes

“ canee

Bl k45 _E SR 7 portal YAAIEKID:

% Favorites

Users & Devices Dashboard  §

Method User Group

° W Firewall ° W sroupfacd1115

Search a
User Name & 1P Address & User G Duration Trafic Volume * Method &
1721633124 = groupfac?1115 13 minutefs) and 9 second(s) 710MB E—  Fireall

P BT, i B 8] R N TG4, Jafilik MAC HihlbAiE, B
T35 MAC Hihik 40 s%7E FAC E, BRI MAC s AUERRTH, B
TCIR SN N TC LR N 25
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Log Details
Log Record Detail

D 80414
Timestamp Thu Mar @ 15:36:57 2023
Level information
Action Authentication
Status Success
Source IP 172.22.5.51
Message MAC-based authentication successful
User aaa-device
Log Type
Type Id 20400
Name MAC Authentication OK
Sub Category Authentication
Category Event
Description | MAC-based authentication successful

Bl kB bt R P mac bk A UE )

= a > @+ Q8- O xmin

rd 3
] Frowaitunes|
Method User Group.
> E W Frawss a W 1S
» + Search Q
> User Name

1P Address & User Group Duration & Traffic Volume & Method &

48-45-20-fe-96-60 1721633124 B grouplacs1115 3minutels) and 39 secondis) 494.35 (B E—— i Firevall

3. FortiClient 3T SAML F{J VPN AiiF
VPN D UESETFE A I HBAIE T2, B IR 28 P 55 i ok

VPN 23T SAML HJIAGE.

3.1 M ZH
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» PC+FortiClient
|

Windows AD
FAC: SAML IdP

FGT YE A SAML SP i 3 2% 3t % 2 fr) 25 T SAML 1) vpn 15 5;
FAC E SAML IdP 4bF FGT & #2 K SAML A IEiF K
Windows AD {E A H FIETRS FAC X1 #%;

T
o AEITPAEH] FAC ZERAHIUETS, SLERERE AT BEAE A A TR
HE;
o SZPRERE A AT IR DNS Server ML B A7 5%, 175 HE U8 S 1
TH LRI

3.2 FAC f[AHRHAC &

3.2.1 FAC iEHAH e #AE
T ERE FAC 4
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Fortinet 2\ 7]

System
@ Dashboard

kup

HA Status
+ Network >
# Administration >
A Messaging >

BIEEFAH CA UET:

<

& Add Widget

System Information

Host Name

FAC

Device FQDN

fac?1115 fortiad.com I

Serial Number

System Time

FAC-WIT B

Thu Mar 9 16:47:52 2023

System > | Certificate Detail Information
Authentication > | Certificate ID:
Fortinet SSO Methods .
> | status: Active
Monitor ? | Version: 3
Certificate Management v N .
. Serial number: 1B:E8:31:E0:7A:49:38:F1
E Policies > .
» Issuer: C=CN, ST=Beijing, L=Beijing, 0=Fortinet, QU=TAC, CN=fac91115.fortiad.com, emailAddress=
L3 End Entities > | s upiect
ubject:

Trusted CAs
B scep >
Logging >

C=CN, ST=Beijing, L=Beijing, O=Fortinet, OU=TAC, CN=fac91115.fortiad.com, emailAddres

Effective date: Mon Mar 14 02:21:23 2022 GMT

Expiration date: Thu Mar 11 02:21:23 2032 GMT

Extensions: basicConstraints: critical

CA:TRUE
subjectKeyldentifier:
E2:28:FE:8B:E8:B0:F5:25:8D:54:4B:39:5A:83:A5:3F:95:E7:2D:0F
authorityKeyldentifier:
keyid:E2:28:FE:8B:E8:B0:F5:25:8D:54:4B:39:5A:83:A5:3F:95:E7:2D:0F
DirName: C=CN, ST=Beijing, L=Beijing, O=Fortinet, OU=TAC, CN=fac91115.fortiad.com, emailAddres~
serial:1B:E8:31:E0:7A:49:38:F 1
keyUsage:
Digital Signature, Certificate Sign, CRL Sign

CRL lifetime: 30 days

CRL re-generated every: 1 days

Back

BT cAUEPAIEE Server EH:
£ rorvutbenticator v P

System >
Authentication »
Fortinet 55O Methods >
Monitor »
Certificate Management ~

g Policies »

Logging >

Certificate Detail Information
Certificate ID:

Status:

Active
Version: 3
Serial number: 01:86:A2

Issuer: C=CN, ST=Beijing, L=Beijing, O=Fortinet, OU=TAC, CN=fac91115.fortiad.com, emailAddress:

Subject: C=CN, ST=Beijing, L=Beijing, 0=Fortinet, OU=TAC, CN=fac91115 fortiad.com, emailAddrese-

Effective date: Mon Mar 14 02:49:35 2022 GMT

Expiration date: Sat Mar 13 02:49:35 2027 GMT

Extensions: basicConstraints: critical

CA:FALSE
subjectKeyldentifier:
38:47:CA:6C:DD:58:AB:04:C4:89:AC:83:60:E3:FA:F0:63:80:C9:3E
authorityKeyldentifies
keyid:E2:28:FE:8B:E8:B0:F5:25:8D:54:4B:39:5A:83:A5:3F:95:E7:2D:0F
DirName: N, ST=Beijing, L=Beijing, O=Fortinet, OU=TAC, CN=fac91115.fortiad.com, emailAddress= -
serial:1B:E8:31:E0:7A:49:38:F 1
subjectAltName:
DNS:fac91115 fortiad.com
extendedKeyUsage:
TLS Web Server Authentication

Back

G — AN FE A (1 JE B AT 5
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FortiAuthenticator VM F.
System > | Certificate Detail Information
Authentication > | Certificate ID:
Fortinet SSO Methads > | Status: Acti
: ctive
Monitor > | Version: 3
Certificate Management v .
Serial number: 01:86:43
M. (2ol :86:
E Policies >
Issuer: C=CN, ST=Beijing, L=Beijing, O=Fortinet, OU=TAC, CN=fac91115.fortiad.com, emailAddress
L3 End Entities .
Subject: C=CN, ST=Beijing, L=Beijing, O=Fortinet, OU=TAC, CN=* fortiad.com, emailAddress=
ocal Services Effective date: Mon Mar 21 07:39:37 2022 GMT
8 Certificate Authorities , | Expiration date: Tue Mar 21 07:39:37 2023 GMT
B3 SCEP , | Extensions: basicConstraints: critical
Loggin CA:FALSE
seing ’ subjectKeyldentifier:
70:5B:81:60:8D:B2:13:7A:46:9A:34:EF:7C:8C:4C:BE:AB:E9:38:2A
authorityKeyldentifier:
keyid:E2:28:FE:8B:E8:B0:F5:25:8D:54:4B:39:5A:83:A5:3F:95:E7:2D:0F
: C=CN, ST=Beijing, L=Beijing, O=Fortinet, OU=TAC, CN=fac91115.fortiad.com, ¢ i .
Username:
Back

B & FAC ¥ https Uy k-5, 18 2 A7 & Bk 5

System v | Edit System Access Settings
@& Dashboard > . .
Administrative Access
Network
+ i’ @ Require strong cryptography.
% Administration (B Enable pre-authentication warning message.
CLI Access
High Availability . .
CLIidle timeout: 0 minutes (0-480 mins)
Firmware Upgrade
Config Auto-backup GUI Access
SNMP Site title: FortiAuthenticator
Features GUI idle timeout: 60 J | minutes (1-480 mins)
Licensing Maximum HTTP header length: 4 T | [416KB)
FortiGuard HTTPS Certificate: I fac?11155VR | emailAddress=mxia@fortinet.com ~ I
FortiNACs (I HTTP Strict Transport Security (HSTS) Expiry 180 & (0-730 days)
FTP Servers Certificate authority type: Trusted CA
Admin Profiles X . .
— CA certificate that issued the server certificate: | fac91115ca | emailAddress=mxia@fortinet.com v
et s

3.2.2 FAC SAML #HKCHCE
FF &5 SAML IdP AiIE:

FortiAuthenticator VM FAC

System » | Edit SAML Identity Provider Settings

Authentication ~ | & Enable SAML Identity Provider portal
& User Account Policies » | Device FQDN: fac91115 fortiad.com
b User Management » | Server address 1ac91115 fortiad.com

& Legacy Self-service Portal >

& Portals

IdP-initiated login URL:

» | Username input format:

hitps:/fac81115 fortiad com/saml-idp/portal/

@ username@realm
© realm\username

]

EL Remote Auth. Servers
& RADIUS Service

& TACACS+ Service
& LDAP Service

& OAuth Service

Replacement Messages
Service Providers

O realm/username
0 Use default realm when user-provided realm is different from all configured realms
Realms:

Default & Realm Allow Local Users To Override Remote Users Groups @ Delete
: Fre—
- @® winad90232 | WinADS0232 (192.166.90.232) v » m x

Login session timeout: 4 (5-1440)

[ Default 6P certificate: 13cP11155VR | emalddres=mude@fortinet.com @

» Automatically switch IdP certificate before its expiry time

£3 FAC Agent
Default signing algarithm: v
Fortinet S5O Methods
 Get nested groups for user
Monitor »

Certificate Management

Logging

Fortinet 2\ 7]

» 1AM login

27100 / 11270 www.fortinet.com.cn
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il B SAML SP AHIC(E B

System » | Edit SAML Service Provider
Authentication ¥ | 1dPaddress: fac91115 fortiad.com
& User Account Policies * | 5P name: e
& User Management > | 1dP prefic v~ ol x+
Self-service Portal .
& Legacy Self-senvice Portal > [13p entiry i http://fac91115.fortiad.com/samiidp/fgt60e/metadata; €4
& Portals > . - . N . .
IdP single sign-on URL: https://fac91115 fortiad com/saml-idp/fgt60e/login/ [
£ Remote Auth. Servers » .
IdP single logout URL: https://facd1115 fortiad.com/saml-idp/fqt60e/logout/ €7
& RADIUS Service » :
Server certificate: 1ac?11155VR | emailAddress=mxiz@fortinet com v
& TACACS+ Service > .. .
IdP signing algorithm: \Use default signing algorithm in SAML IdP General page v
& LDAP Service >
2 . (B Support ldP-initiated assertion response
CAEthOE Vi L e ) Participate in single logout
B SAMLIdP
5P Metadata
General
& mpor oF meadet ]
Replacement Messages <P entity 1D
en : /T gt0e Fortiad.com:11443/remate/sami /metadata/’
Service Providers v — = z
= SP ACS (login) URL: https:/feté0e. fortiad.com:11443/ remote/samif login/
5.8 FAC Agent >
SP SLS (logout) URL: https:/fetée fortiad.com:11443/remote/sami/ logout/
Fortinet 550 Methods »
 SAML request must be signed by SP
Monitor »
Authenticati
Certificate Management > enmcanon
. Authentication method: (& Mandatory password and OTP
Logging >

(B Adaptive Authentication

Application name for FTM push
notification:

Assertion Attribute Configuration
Subject MNamelD:

Format:

@® All configured password and OTP factors
) Password-only

1 OTP-only

O FIDO-only

Configure subnets

(W Use FIDO-only authentication if requested by the SP

Username

w

urn:casis:mames:to SAML2 inameid-format-unspecified

W Include realm name in subject NamelD

Asserfion attribute:
SAML attribute:

username
User attribute: Username
Assertion attribute:
SAML attribute: group
User attribute: Group

=+ Add Assertion Attribute

VER: FAC FIAH 2R SAML BC B 42115 FGT 1Y) SAML Bt B — E s 6t .

3.3 B KEaiAH A E

b5 K RS0 T B A K BRE AT SAML SP DL &2 VPN AH 5% it & -

3.3.1 UEPAHRAIACE

M FAC ESHAA CAET:

Fortinet A &)
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System s
Authentication »
Fortinet S50 Methods >
Monitor s
Certificate Management v

B rolicies >

L3 End Entities >
CRLs
Trusted CAs
= SCEP N
Logging 5

+ Create New | | & Import

[m]
o

2/ 1500 local CA certificates

Certificate ID

facrootcaforap

FGT S ALL CAETE:

@ Delete ort Certificate;

@ Enter name of fle to saveto,
4 [ « config » FCTFGTFA

Organize »  New folder

I Desktop A Name

Documents Sl facdtit5cacrt
& Downloads

D Music

=] Pictures

B videos

Local Disk (C)

& Work (D)

= Support (€)
v <

Save astype: | crt File ("crt)

A Hide Folders

X
v | & | O SearchFCTFGLFACSAML .. |EMailAd..
\ddress=...
(]
Date modified Type
472012022430 PM Secu
>

% 730 / 1121
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1l
0o

= FGT60E724

% Favorites + Create/import~ | # Ec

& Dashboard Certificate
< Network Generate CSR -
e Dl © (Ve e @

.!| P‘Dll[.‘g, b-t{_]bjl-:."c.t; CA Certificate

& Security Profiles Remote Certificate
0 VPN CRL sted
& User & Authentication [E] Local Certificate

— WIiFi & Switch @9 Fortinet_Factory

Controller .
iy Fortinet_GUI_Server

£ System

iy Fortinet_SSL
Administrators

i§ Fortinet_SSL_DSA1024
Admin Profiles

E§ Fortinet_SSL_DS5A2048
Fabric Management v rortinet ool

Settings E§ Fortinet_SSL_ECDSA256

HA &9 Fortinet_SSL_ECDSA384
SNMP IS Fortinet SSL_ECDSA521
Replacement Messages B§ Fortinet_SSL_ED448
FortiGuard E9 Fortinet_SSL_ED2551%
Feature Visibility % Fortinet_SSL_RSA1024
Certificates E§ Fortinet_SSL_RSA2048

¥ Security Fabric B§ Fortinet_SSL_RSA4096

L Log & Report i% Fortinet Wifi

Fortinet /A ] #5747 ) 11210 www.fortinet.com.cn
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Fortinet A &)

Name &
= Local CA Certificate @

Security Profil E¥ Fortinet CA SSL

VPN BF Fortinet_CA_Untrusted

[ Local Certificate

L

Fortinet_Factory

8

Fortinet_GUI_Server

|

Fortinet S5

8

B¢ Fortinet_SSL_DSA1024
Admin Profiles

8

Fortinet_SSL_DSA2048
Fabric Management

L

& Fortinet SSL_ECDSA256

8

B9 Fortinet_SSL_ECDSA384

|

E¥ Fortinet 55L_ECDSA521

Fortinet_SSL_ED448

Fortinet_SSL_ED2551%

&

Fortinet SSL_RSA1024
Certificates

8

i Fortinet SSL_RSA2048
@ Security Fabric

|

& Fortinet SSL_RSA4096

8

Fortinet_Wifi

+ Create/lmport - | ¢ Edit

oad Search

Subject ¢

C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = Certificate A

C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = Certificate A

C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, C!

C= US, ST = California, L = Sunnyvale, O = Fortinet Ltd., OU = FortiGat
€= US, 5T = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, C!
C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, C!
C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate,
€= US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate,
C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate,

C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate,

Cl
Cl
C
C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, C!
C
C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, Cl

Cl

C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate,

s)

C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate
€= US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, C!
C=US, ST = California, L = Sunnyvale, O = "Fortinet, Inc!, CN = auth-c

GT60E72

Controller

Admin Profiles

Fabric Management &

Settings )

Fortinet_ CA Untrusted C

Fortinet_CA_SSL

Local Certificate €}

SNMP

[E] Remote CA Certificate @

Type

Import CA Certificate

Online SCEP 51

Upload fac91115ca.crt

Search

Subject ¥

Cancel

C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = Certificate Authority, CN = FGT60ETK20010249, email...

51

Feature Vi

Certificates

ibility

B

5l

Fortinet CA
B Fortinet_Sub_CA
BR Fortinet_CA2

Fortinet_Wifi_CA

C=US, 0O = DigiCert Inc, CN = DigiCert TLS RSASHA256 2020 CA1

C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = Certificate Authority, CN = support, emailAddress = sup...

C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = Certificate Authority, CN = fortinet-subca2001, email A...

C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = Certificate Authority, CN = fortinet-ca2, emailAddress =...

Secu

ity Fabr

B

CA Cert_1

C =CN, ST = Beijing. L = Beijing, O = Fortinet. OU = TAC, CN = fac?1115.fortiad.com, emailAddress = mxia@for‘tin_l

M FAC |5 H Server ilE1:

System > | % Create New  |& Import | % Revoke & Export Certificate
Authentication > %
Certificate ID @ Enter name of file to save o,
Fortinet S5O Methods > ;|
Monitor s |0 Default-Server-Certificate T « config » FCT_FGT_FA. v O 2 Search FCT_FGT_FAC_SAML_.
Certificate Management ~ |0 EAPServerCertForAP Organize »  New folder =~ @
B policies » O Fortinet_CA1_Factory B This PG A Name - Date modiied Tpe
L3 End Entities o Fortinet_CA2_Factory ] 3D Objects No items match your search,
u: B Desis
o aiiblocalserl - Deskep
Documents
v fac?11155VR
38 Certificate Authorities > g & pownloads
Music
= scep N fac91115server »
] Pictures
Logging > | 773000 server certificates B Videos
Local Disk (C) o ¢ 7
File pame: v
Saveas type: | Text Document (*.cer) v
o Hideolde e

FGT LS ABLIE T
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+ Create/lmport~ | # Ldit Search
Certificate
Comments = Issuer %
Generate CSR
Admin rofes

CA Certificate

Fabric Management unnyvale, O Fortinet

C=US, ST = California, L = Sunnyvale, O = Fortin...

This is the default CA certificate the SSL Inspecti...  Fortinet

HA
SNMP

Feature Visibility
Certificates

Security Fabric

Contro Upload Remote Certificate

System

a
Administrato Upload | © fac911155VR.cer
[E Local CA Certific

Admin Profiles

Fat anagement i§ Fortinet_CA_Unt
- Cancel

Settings T§ Fortinet_CA_SSL

HA Local Certificate

SNMP Remote CA Certi
Repl

FortiGuard

Featur:

Certificates

Security Fabric

ol + Create/lmport ~ | | # Edit ® Vie & Download | | [ Search Q
& System
Name ¢ Subject & Comments % Issuer Expires

Administrator:

Admin Profiles 2 Local CA Certificate @

ent ¥ Fortinet_CA_Untrusted C=US, ST = California, L = Sunnyvale, O = Fortin... Fortinet 2032/07/2110:11:30

This s the default CA certificate the S5L Inspecti...

&S Fortinet CA SSL C=US, ST = California, L = Sunnyvale, O = Fortin... Thisis the default CA certificate the SSL Inspecti... Fortinet 2032/11/09 14:49:25

Local Certificate
SNMP [E Remote CA Certificate @
Replacement Messages =] Remote Certificate @

FortiGuard REMOTE Cert_1 Fortinet

2027/03/13 10:49:35

Feature Visibility

Certificates

¥ Security Fabric

FGT L AR IE T
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+ Create/lmport~ | &' Edit Delete | @ View & Do Search
Certificate I
| Subject =

Generate CSR

CA Certificate

Security Profi Remote Certificate sted  C=US,ST = California, L = Sunnyvale, O = Fortinet, OU = Certificate Aut...
VPN CRL C =US, 5T = California, L = Sunnyvale, O = Fortinet, OU = Certificate Aut...
\uthentication [ Local Certificate

T

Fortinet_Factory C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN =...

B§ Fortinet_SSL C =US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN =...

System

B§ Fortinet_SSL_DSA1024 C =US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN =...
Administrators
B% Fortinet_S5L_DSA2048 C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN =...

Admin Profiles
g Fortinet_SSL_ECDSA256 C=US,ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN =...

Fabric Management

Seviies E§ Fortinet_SSL_ECDSA384 C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN =...

5

HA iy Fortinet_SSL_ECDSAS521 C=US,ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN =...

SNMP % Fortinet_SSL_ED448 C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN =...

Replacement Messages E§ Fortinet_SSL_ED25519  C=US,ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN =...

5

FortiGuard ig Fortinet_SS5L_RSA1024 C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN =...

ibility E§ Fortinet_SSL_RSA2048 C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN =...

Certificates B§ Fortinet_SSL_RSA4096 C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN =...

security Fabric

5

ig Fortinet_GUI_Server C=US, ST = California, L = Sunnyvale, O = Fortinet Ltd., OU = FortiGate, ...
port i Fortinet_Wifi C =US, ST = California, L = Sunnyvale, O = "Fortinet, Inc!, CN = auth-cert....
Remote CA Certificate @

Create Certificate x

Choose Method Certificate Details Create Certificate Review

& Automatically Provision Certificate

Use Let's Encrypt and the ACME protocol to automate certificate creation and maintenance. You will need to enable DDNS or purchase a domain.

Use Let's Encrypt

) Generate New Certificate

Using a server certificate from a trusted CA is strongly recommended.

Generate Certificate
B Import Certificate

Import an existing certificate via file upload.

Import Certificate

27700 ) 11270 www.fortinet.com.cn
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3.3.2

Fortinet A &)

NI 5

Certificates

@ Security Fabri

& Report

Create Certificate

Choose Method

B Import Certificate

Type | Local Certificate

Certificate with key file

Password
Confirm password

Certificate name

Certificate Details

Certificate

© wildcard.fortiad.com_for_fgt.p12

wildcard.fortiad.com _for_fgt

+ Create/lmport ~ | & Edit o & Do Search
Name & Subject

[ Local CA Certificate @

5

Fortinet CA Untrusted € =US, T = California, L = Sunnyvale, O = Fortinet, QU = Certificats

Create Certificate

e Aut...

Review

Q

Comments ¥

Thisis the default CA certificate the SSL Inspection will use when genera..

®
[ Local Certificate
5

Fortinet CA_SSL

Fortinet_Factory € =US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate,

B9 Fortinet SSL C = US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate,
&5 Fortinet SSL_DSA1024 C = US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN
5 Fortinet_SSL_DSA2048 € =US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate,
BT Fortinet SSL_ECDSA256 C = US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate,
E§ Fortinet SSL_ECDSA384 €= US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate,
¥ Fortinet SSL_ECDSA521 C =US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate,
BT Fortinet SSL_ED448 C = US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN =.
E§ Fortinet $SL_ED25519 € =US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN =
S Fortinet SSL_RSA1024 C = US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN =.
B3 Fortinet_SSL_RSA2048 C = US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN =.
EF Fortinet_SSL_RSA4096 € =US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN =.
S Fortinet GUI_Server

&5 Fortinet Wifi

C =US, ST = California, L = Sunnyvale, O = Fortinet, OU = Certificate Aut...

C = US, ST = California, L = Sunnyvale, O = Fortinet Ltd., OU = FortiGate, ...
C = US, ST = California, L = Sunnyvale, O = "Fortinet, Inc",CN = auth-cert....

¥ wildcard.fortiad.com_for_fgt = C=CN, ST = Beijing, L = Beijing, O = Fortinet, OU = TAC, CN = *fortiad.co...

This is the default CA certificate the SSL Inspection will use when genera...

This certificate is embedded in the hardware at the factory and is unique ...

This certificate is embedded in the hardware at the factory and is unique....

This certificate is embedded in the hardware at the factory and is unique

This certificate is embedded in the hardware at the factory and isunique ...
This certificate is embedded in the hardware at the factory and is unique....
This certificate is embedded in the hardware at the factory and is unique ...
This certificate is embedded in the hardware at the factory and is unique ...
This certificate is embedded in the hardware at the factory and isunique....
This certificate is embedded in the hardware at the factory and is unique ...
This certificate is embedded in the hardware at the factory and is unique....
This certificate is embedded in the hardware at the factory and is unique ...
This certificate is embedded in the hardware at the factory and is unique ...

This is the default CA certificate the SSL Inspection will use when genera...

This certificate is embedded in the firmware and is the same on every uni..

Issuer ¥

Fortinet

Fortinet

Fortinet
Fortinet
Fortinet
Fortinet
Fortinet
Fortinet
Fortinet
Fortinet
Fortinet
Fortinet
Fortinet
Fortinet
Fortinet
DigiCert Inc

Fortinet

B K Bl SAML AHCIC B -
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4 B *

s 0 B |

Guest Management

LDAP Servers

RADIU.
Single Sign-On

Authentication Settings

FortiTokens

1l
Jo)

Edit Single Sign-On

MName  fac_sslvpn_saml

Service Provider Configuration

Entity ID http://feté0efortiad.com: 11443 /remote/saml/metadata/ L]
Ascertion consumer service URL https://feté0e fortiad.com: 11443/ remote/saml/login/ L]
Single logout service URL https://feté0efortiad.com: 11443 /remote/saml/logout/ L]
Certificate @© [y wildcardfortiad.com for fgt - & Download

Identity Provider Configuration

o Log into your Identity Provider platform to find the following
information.

Type rtinet Product elisahyl

Address fac%1115.fortiad.com

Prefix fgtale
Certificate | g REMOTE Cert 1 -

Additional SAML Attributes

The FortiGate will look for these attributes toverify authentication
@ attempts. Configure your Identity Provider to include them in the SAM
Attribute Statement.

ADFS claim >
Attribute used to identify users username L]
Attribute used to identify groups group L]

CLI FHIAC & :

config user saml

|edit "fac sslvpn saml"|

Sei:
set
set
S5ei:
5ei:
Sei:
set
set
S5ei:
Sei:
Sei:
next
end

cert "wildcard.fortiad.com for fgt"

entity-id "http://fgtéle.fortiad.com:11443/remote/saml/metadata/"
single-sign-on-url "https://fgtéle.fortiad.com:11443/remote/saml/login/™
single-logout-url "https://fgté0e.fortiad.com:11443/remote/saml/logout/"™
idp-entity—id "http://facf1115.fortiad.com/saml-idp/fgté0e/metadata/"
idp-single-sign-on-url "https://fac%1115.fortiad.com/saml-idp/fgte0e/login/"
idp-single-logout-url "https://fac91115.fortiad.com/saml-idp/fgt60e/logout/"
idp-cert "REMOTE Cert 1"

user-name "username"”

group-name "group"

digest-method shal

VER: FGT I #) SAML BC & 4205 FAC [ SAML e B 4 B —EL.
SAML H FNIEA:
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B3 FGTG0E724 = Q
W Favorites Edit User Group
@ Dashboard -
Name
+ Network B
Type Firewall
Policy & Objects
~ ) Members +
Security Profiles
e Remote Groups
User & Authentication
User Definition + Add o Edit W Delete
User Groups Remote Server Group Name ¥
Guest Management I @ fac_sshvpn_saml groupsaml

LD

Single Sig

Authentication Settings

CLIfCE:

config user group
edit "sslvpnsami"”
set member "fac sslvpn saml"
config match -
edit 1
set server-name "fac sslvpn saml"
Lset group-name "groupsaml™

nex
end
next
end

3.3.3 VPN tHXHELE

Fortinet /A ] #5080 / 1121 www.fortinet.com.cn
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Q
o S5LVPN Settings
7]
+ Connection Settings @
L Enable 55L-VPMN [ @
& Listen on Interface(s) ™ wanl x
O

ntroller VPN Listen on Port

IPsec Tunne ‘Web mode access will be listening at

IPsec Wizard https://172.22.5.51:11443

IPsec Tunnel Template

Server Certificate % wildcard fortiad.com_for_fgt - I

VPN Port N
Redirect HTTF ta S5L-VEH

SSLVPN Settings R P .
Restrict Access SN i G T el Limit access to specific hosts

Idle Logaut O
Inactive For 300 Seconds

Require Client Certificate

Tunnel Mode Client Settings €
Address Range Automatically assign addresses JEfiSaiy gl =l =

Tunnel users will receive IPs inthe range of 10.212.134.200 -
10.212.134 210

DMNS Server Same as client system DNS 0%

Specify WINS Servers ()

‘Web Mode Settings

Authentication/Portal Mapping @

# Edit W Delete | &% Send 5SL-WPN Configuration

Users/Groups = Portal

All Other Users/Groups full-access

VPN 7 ] 5 :

Fortinet /A ] 2 o81m / 11271 www.fortinet.com.cn
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4 n
B

Policy & Objects
Firewsall Policy
Multicast Policy
Addres

Internet Service Database

Schedules

Virtual IPs

IP Pools

Protocol O

Traffic Shaping
curity Pro

WIPM

User & Authen

% 8211 / 1121

Edit Palicy

Mame €& szlvpnsam|Tovianl1d

Incoming Interface

@1 SSLVPM tunnel interface (sslroo «

Outgoing Interface | >§ flvlan10 il
Source = all x
&= sslvpnsaml x
-
Destinaticn B flvlan10address x
+
Schedule fo always d
Service o oalL x
+
Action ' ACCEPT WaEslIiyy

Firewall/Metwork Options
NAT O
IP Pool Configuration
Preserve Saurce Port (B

Protocol Options default

Security Profiles
Antivirus

Web Filter

DS Filter

Application Cantrol

R R NN

File Filter

S5L Inspection no-inspection

Logging Options
Log Allowed Traffic @0 EEEsNgsgat=ycll All Sessions

Comments | Write acomment...

4 0/1023

Enable this policy @O

TR VPN A IE BB IR I )

www.fortinet.com.cn
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config system global

Iset

admin-server-cert "wildcard.fortiad.com for fgt"l

set
set
set
set
set

admintimeout 360

alias "FortiGate-60E"™

gui-certificates enable

hostname "FGTeOET24"
management-port-use-admin-sport disable

|set

remoteauthtimeocut 120 |

set
set
end

switch-controller enable
timezone 55

3.4 PC fIAHICHC &
NI /& Forticlient INACE, 752 /5 SAML WAiLE:

I&@ FortiClient -- Zero Trust Fabric Agent —

File Help

L1 REMOTE ACCESS

Edit VPN Connection

VPN | |
Connection Name |fgt80&_sslvpnsaml |
Description | |
Remote Gateway |fgt80&.f0r1iad.cem | x

“+Add Remote Gateway

Customize port | 11443

Enable Single Sign On (S5O) for VPN Tunnel

|:| Use external browser as user-agent for saml user authentication

FANTEEE R RARMIAE CAIET, W2 umHE 2% CA

UE.

3.5 MRl H &

MRS, R sami1 #4700, LA P J& T group: groupsaml.

Fortinet A &)
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m_= FortiAuthenticator VM FAC

System Edit User Group

>
Authentication ¥ | Name:
¥

& User Account Policies Type: Local | Remote RADIUS Remote SAML 1AC

& User Management bl User retrieval: O Specify an LDAP filter

Local Users @ Set a list of imported remote LDAP users
Remote Users Remote LDAP: WinAD90232 (192.168.90.232) v
Remote User Sync Rules LDAP users:

search B Remove al

Social Login Users

Guest Users

Usage Profile (I Usage Profile [ Please Select] v
Realms TACACS+ authorization rule: [ Please Select] v
FortiTokens

RADIUS Attributes
MAC Devices

R GE R N IR 9 7 42 A0 65 )5, FAC BB os T saml DAIER ).

Log Details

Log Record Detail
D 80509
Timestamp Fri Mar 10 16:06:57 2023
Level information
Action Authentication
Status Success
Source IP fgta0e
Message SAML IdP user "saml1’ logged in (password anly).
User samll
Type Id 50007
MName SAML IdP Portal Login
Sub Category User Portal
Category Event
Description  Logs login activity for the SAML IdP portal

FAC iR [FAUE I BT 5 45 FGT:
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Log Details

Log Record Detail

D 80510

Timestamp Fri Mar 10 16:06:57 2023
Level information

Action Assertion

Status Success

Source IP fgtb0e

SAML assertion reguest from SP ‘fgta0e! send back response for use
Message r'samll’ &

User samll

Type Id 20502

Name SAML |dP SP_Request OK
Sub Category Authentication

Category Event
Description  SAML ldP service provider request OK

FAC ¥ 1 BEFH P 5 SAML AE 1dP Session:

System » | & Refresh e Logoff Al o
Authentication »
Fartinet S50 Methads »

Monitor

(n] Usemname User Type: User IP Authentication Tirme Valid Until IdP Session 10

LDAP [WinAD90232) 17222551 Mar 10, 2023 16:06:57 HKT Mar 11, 2023 00:06:57 HKT efyr ]

@ 550 »

Locked-out Users
RADIUS Sessions
Windaws AD
Windows Device Logins
Learned RADIUS Users
OAuth Sessions.

Certificate Management »

T2 FGT I SAML [ debug H &, AT LLE FI{E FAC IR 145 FGT F T
SHEE T ) username 1 group 15 B

</Session>

samld_send_common_reply [122]: Attr: 17, 27, magic=453elfdaa20f9lfa
samld_send_common_reply [122]: rir: 18 023-03-10T08:31:34
samld_send_common_reply [118]: oo
sam]ld_send_common_reply [118]:
samld_send_common_reply [122]: TIPS - ac ortiad.com/saml-idp/fgt60e/1ogout/?SAMLReques t=1ZIRb4 IwFIXFIytI37UtKNNGSVQkIVHN1Pjgy
1Kha(Nthhnzx/25FLxF7MN'l1173nu/2BfedKSpyAuyucdvaZ?vkwbSySyqu'\TGYOq'IERRzTWR\/DBNTEKZk/zswchln'\Iz'\achFwe06jerRcseDEARhB9EN/2FwqzoGPrzAFYnPTQPngdzgaeo5
tGvQgdelbqundManttOrpisdSGSINLYPUBYOtgtEMDgN3iDQ%2FACesdukSmcZ2NKTSBMKP JEGPc7 2aqnk%2F TbqIEtHk7PClgd]I%2BYjBvzgBBML IVOgwrAduwhkbnOU8w7 vUSWDKhDGtgUDBDU200H
MFHRMtbleeIQydSpabm¥%2BZ2swtNO1lrsssuqCITziLAXOdmOS5 7 xXNrVC2K%2F4 7 HwjsG3%2FHb101MQuyZdqeP J Ypuwe vn%2BZwP q55vGQ311xx47 4 vLnux3URC3%2F qbI18dr7 u3ylrell i 1%2FQG8%2
FKi%2FP1nwBQ%3D%3D&RelayState=magic%3D453elfdaa20f91fa&sigAlg=http%3A%2F%2Fwww.w3.org%2F 2000%2F09%2F xm1dsig%23rsa-shal&signature=kfjTcy037zTs0z0qirNThF1D
p3p5%2BBLr1SgTsiZYHVkGentuk96tIvT4mMlsmaiuxehlwilHeSM7 SMVTNM%2F qOeB%2F ORopBF TKNjDBICwIND6d8PBQcrt%2Bnritwb 1EmVPrehP 593 1pMRP th6c8nqoGmB%2F 1ey 2 ZYMQP%2F 04 zwz
X5A1DZ%2F 1 V1L ZFdEKZAWOCEcnGrtItq7hAj2uuvc03xtejze9k2%2BXxQ21s41 04 YKjE49akfDtiL4 5 TvqT%2FmE 8N YIPPdpZf4 3wGdL N7 y8RRAKRDGP 1 rCYv ImE8ocNwi GEryZB16btHKZ5 fet11%2F
RtpL%2BdLMZd%2Bzj%2BdrF2kD2R5MUVYRSOCQ%3D%3D

FGT FH R R T 7 SAML Y AT 0357 :
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- @+ LO- ©admin

& @ SwowallFsSOLogons i~

4. TACACS+ iAiE
TACACS+ TAIIEE & F - W 2% e 2% 10 & & B, A # v FAC 1T
TACACS+K T B K 335 1 55 = 5 6 F 9 3047 26 SR i 1.
4.1 W M
i
o PCfHiHIIK'S tactestl FkPli-khad 172.22.5.9 1 GUI T, FREX
M FAC 3 [B] ) R 152 admin profile;
o PCHHNK'S tactest3 JHid SSH 3% HH #% 172.22.5.63, H %5,
HBELER RS A & FIUT FAC BB R RFHAT I cUl dr 4,

HATHE cU sl

B2k - TACACSE P ifi:
IP:172.22.5.9

PC: -. FAC: TACACS R %22
1P:172.22.5.42 IP: 192.168.91.115

i 25-TACACSE i
IP:172.22.5.63

4.2 [ KEGAHSCHC &
TAACACS fIlR55 25 & -
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Favorites
Dashboard

Network

b Policy &0

Security Profiles

VPN

User & Authentication
User Definition

User Groups

Guest Management
LDAP Serw

RADIUS Servers
TACACS+ Servers
Single Sign-On
Authentication Settings

FortiTokens

CLl A& :

Edit TACACS+ Server
Name factacacs91115
Authentication Typ Auto
Type ASCH -

Primary Server

Server IP/Name 192.168.91.115
Server Secret sssssess
Connection status @ OK

Test

Secondary Server
Server IP/Name
Server Secret

Connection status @

FWFelE723-1 # show user tacacst
config user tacacs+t
edit "factacacs91115"

set
S5k
Sei
Sei

next
end

server "192.168.91.115"
key ENC XXX
authen-type ascii
authorization enable

fi & TACACS group:

*
2]

&
R

a
=]
[ ]
-

Favorites
Dashboard
Network

Policy & O

Security Profiles
VPN

User & Authentication
User Definition
User Groups

Guest Management
LDAP Servers
RADIUS Servers
TACACS+ Servers

Single Sign-On

Edit User Group

Name | grouptacacs?1115

Type  Firewall

Remote Groups

# Edit Delete

Remote Server Group Name

& factacacs91115

fic & —N2% 1K) admin profile:
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% Favorites
Dashboard
Network
Policy & O
Security Profiles
VPN
User & Authentication

= WiFi & Switch Controller

£ System

Administrators

Admin Profiles

Fabric Management

Settings

HA

SNMP

Replacement Me:

FortiGuard

Feature bility
Certificates

¥ Security Fabric

Ll | og & Report

AL E —N R BL) admin profile, 1X~/& TACACS iR [71 1] profile:

% Favorites

@ Dashboard

b Networ

B Poli
Security Profiles
VPN
User & Authentication
WiFi & Switch Controller
System
Administrators
Admin Profiles

Fabric Management

¥ Security Fabric

Ll | og & Report

Edit Admin Profile

Name

Comments

Access Permissions

Access Control

Security Fabric

FortiView

User & Device

Firewall

Log & Report

Network

System

Security Profile

VPN

'WAN Opt & Cache

‘WiFi & Switch

@ None

@ None

@ None

@ None

@ None

@ None

@ None

@ None

@ None

@ None

@ None

#0/255
Permissions  Set All ~
@ Read & Read/Write
@ Read & Read/Write
@ Read ¢ Read/Write
@ Read 4 Read/Write | ## Custom
@ Read & Read/Write #¥ Custom
@ Read ¢ Read/Write = # Custom
@ Read ¢ Read/Write =%k Custom
@ Read ¢ Read/Write | & Custom
@ Read & Read/Write
@ Read ¢ Read/Write
@ Read ¢ Read/Write

Permit usage of CLI diagnostic commands @O

Edit Admin Profile

Name

Comments

Access Permissions

Access Control

Security Fabric

FortiView

User & Device

Firewall

Log & Report

Network

System

Security Profile

VPN

WAN Opt & Cache

WiFi & Switch

5 FH P TACACS & 3%

% 88T / L1120

4 0/255

Permissions Set All~

@ None ECXEENN # Read/Write
@ None REAGEGN & Read/Write
@ None BOENN & Read/Write
@ None ECHEENN # Read/Write
@ None REAGEGN & Read/Write
@ None # Read/Write
@ None ECHEENN # Read/Write
@ None REAGEGN & Read/Write
@ None # Read/Write
@ None ECHEENN # Read/Write

@ None | @ Read [ LEENIYINRE]

Permit usage of CLI diagnostic commands @O

# Custom

& Custom

$ Custom

# Custom

& Custom

www.fortinet.com.cn
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Administrators
Admin Profiles

ic Management

Settings
HA

4.3 FAC A &

4.3.1 Bt B A TACACS %) i

Fortinet 2\ 7]

— BT K

Edit Administrator

Username tacacs1

Type Local User
Match a user on a remote server

group

Use public key infrastructure (PKI) group

Comments Write a comment...

4 Q/255

Administrator profile | tacacs_none

Remote User Group

(B Restrict login to trusted hosts

(B Restrict admin to guest account provisioning only

System > | Edit TACACS+ Client
Authentication ~ | Name: [Fer1722259
& User Account Policies > | Client address: @® IP Address
& User Management > | 1P Address: 1722259
& Legacy Self-service Portal > | Secret: ssssssss
‘& Portals >
£3 Remote Auth. Servers > “
& RADIUS Service >
Policies
Authorization
& LDAP Service >
—/M/& Router:
System > | Edit TACACS+ Client
Authentication hd Router
& User Account Policies » | Client address: @ IPAddress
& User Management > 17222563
& Legacy Self-service Portal » PeTTyTon
& Portals 5
A =
=a Remote Auth. Servers >
& RADIUS Service >
& TACACS+ Service v

Policies

4.3.2 it B [ k55 1] Service, BPiR [A]H 7 #) admin profile:

System » | < Create New
Authentication -
& User Account Polcies 5
[m}

W User Management

& Portals
B Remote Auth. Servers

»
& Legacy Self-service Portal >
y
>
& RADIUS Service »

Policies

Cllents

Name

fortigate_readonly

% 89Tl / 1121
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System » | Edit TACACS+ Service

Authentication v | Name
& User Account Policies » | Service: fortigate.
Wb User Management » | Default permission for attributes: O Deny @ Allow
& Legacy Self-service Portal TN T re e
4 Portals * | Attribute Value Restriction Actions
B8 Remate Auth. Servers. > | memberol RO_admin_group Mandatory x
& RADIUS Service » RO_profile Mandatory x

£0a Artribure

— et

Authorization
& LDAP Service »

vE=: FIAAC & i admin profile:RO_profile 2 55 5 K B (I e B 1 — 3

7

4.3.3 Mt & AT I shell command:
Bt B R ARYFAER 28 CLl R#U4T: enable/show/configure/exit iX 44>

R T IT IR a2

System + | 4 Craate New Fues Sendces
Authenticatie .

& User Account Policies » | Narne Command

4 User Management » |O exit exit

& Legacy Self-service Poctal 5 |0 show show.

& Portals (=] configure configure

5% Remote Auth, Servers » (O enable enable

& RADIUS Service >

Policies
Clients_
System * | Edit TACACS+ Shell Command
Authentication ¥ | Name: |c0"ﬁgum |
& User Account Policies > Cormmand: configure
8 User Management > | Default Permission for O Deny @ Allow

. unspecified arguments:
& Legacy Self-service Portal > i
Denied arguments:

& Portals >
&& Remote Auth. Servers >
& RADIUS Service >
& TACACS+ Service v
Policies
Clients 4

System > | Edit TACACS+ Shell Command
Authentication ~ | Name: ey
&% User Account Policies > | Command: show
@ User Management » | Default Permission for O Deny @ Allow
) unspecified arguments:
& Legacy Self-service Portal » B
Denied arguments:
& Portals >
& Remote Auth. Servers >
& RADIUS Service >
& TACACS+ Service v
Policies
Clients Y
Authorizati

4.3.4 Tt & HRAUHN
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System >
Authentication v
& User Account Policies >
¥ User Management >

& Legacy Self-service Portal >

Edit TACACS+ Rule
Name:
Privilege level:

Default permission for non-shell
services:

test
0 v
® Deny O Allow

llowed services: 1
"h‘ Portals > x fortigate_readonly (fortigate) ‘
& Remote Auth. Servers >
Default permission for shell ® Deny O Allow
& RADIUS Service » | commands:
Shell commands:
+
& TACACS+ Service | x configure (configure) | x enable (enable) | x show (show) ‘
Policies
Clients
& LDAP Service >
& OAuth Service >
N N >
4.3.5 Wit & TACACS “AUEH] P T group
System 3 || 4 Create New g Import | gy Export b Disabled Users + tactest
Authentication -
e | User First Name | Last Name Email Address Admin Status Token Token Requested Groups
4701431@qq.com o ® o tacacsgroup
o ° o tacacsgroup
Remote Users .
Remote User Sync Rules .
Social Login Users
Guest Users
User Groups
System > | Edit User Group
Authentication ~ Name: tacacsgroup
& User Account Policies > | Type: ote LD, : D . L 1
> Guest Group
Local Users Users:
Remate Users search SRenoveel
Remote User Sync Rules
Social Login Users
Guest Users Password policy: Default v
3 Usage Profie sl A FH 2 R TACACS BERLNY
LR TACACS+ authorization rule: | test v |
Realms
Eersais RADIUS Attributes
. L]
Cancel
1AM
& Legacy Self-service Portal >
& Portals >

4.3.6 Jii® TACACS TAiIF SR H&
B kB AN Router FRTAE SRME L & 22400, LAR KBS A1

System »
Authentication v
& User Account Policies , | Policy name:
 User Management » | Description:

& Legacy Self-service Portal >

+& Portals >
£3 Remote Auth. Servers >
& RADIUS Service >
& TACACS+ Service v

Clients

Authorization

& LDAP Service >
& OAuth Service >
B saMLigP >
823 FAC Agent >
Fortinet SSO Methods >
Menitor >
Certificate Management >

TACACSH+ clients:

Q Filter

Available TACACS+ Clients @

Chosen TACACS+ Clients @

FGT1722259 (172.22.5.9) ~

Remove all

Discard and exit

www.fortinet.com.cn
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System
TACACS+ clients TACACS+ response
Authentication v
& UserAccount Policies , | Username format: @ usemameg@realm
O realmiusername
4 User Management > O realm/username
f-servi !  Use default realm when user-provided realm is different from all configured realms
Legacy Self-service Portal »
Realms:
< Portals > Default & Realm Allow Local Users To Override Remate Users. Use Windows AD Domaln Authentication Groups © Delete
BB Remote Auth. Servers >
focal | Local users. N
& RADIUS Service > hd
+ acasreaim
— — =
Authorization
& LDAP Service >
& OAuth Service >
System
Authentication -
Mandatory password and OTP
User Account Policies > | &
& @ All configured password and OTP factors
& User Management » | O Password-only
& Legacy Seif-service Portal 5 | © CTF-onl
» Adaptive Authentication
& Portals »
oo 5 — m——
& RADIUS Service >

System

' TACACS+ chents Identity source
Authentication v
& User Account Policies » | Authentication
4 User Management >
User Authentieation Result TACACS+ Authentication Respanse Return User Attributes Return User Group Attributes Return Additional Attributes
& Legacy Self-service Portal >
% Portals » Successful Pass L L] L]
ER Remote Auth. Servers »
Falled Fail L] ° e
»

& RADIUS Service

S

4.4 MM H E
4.4.1 B k3% TACACS AIEH &
FAC TAiEH &

Log Details

Log Record Detail

1D 81027

Timestamp Wed Mar 22 18:09:42 2023

Level information

Action Authentication

Status Success

Source IP | FAC_TAC_PLUS:172.22.5.9 |

Message Local user authentication with no token successful
User tactestl

Log Type
Type Id 20001
Name Authentication OK No FTK
Sub Category Authentication

Category Event
Description IAuthentical:ion successful without FortiToken I

FAC radius "AiE H &:
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Service: RADIUS Authentication ~

2023-83-22T18:02:47.758834+08:00 FAC
2023-83-22T18:09:42.723762+88:08 FAC
2823-83-22T18:89:42.723890+83:88 FAC
2823-63-22T1; 2.723921+63:80 FAC
2823-63-22T1; 2.723937+63:80 FAC
2823-83-22T18 2.723963+08:80 FAC
2023-83-22T18: 2.724849+08:00 FAC
2023-83-22T18: 2.724067+08:00 FAC
2023-83-22T18:09:42.724081+08:00 FAC
2023-83-22T18:09:42.724100+88:00 FAC
2023-83-22T18:09:42.724226+88:08 FAC
2823-63-22T1; 2.724254+63:00 FAC
2823-63-22T1; 2.724275+68:80 FAC
2823-63-22T18:09:42.7242094+63:80 FAC
2023-83-22T18: 2.724318+08:8@ FAC
2023-83-22T1i 2.724339+08:00 FAC
2023-83-22T1i 2.724369+08:00 FAC
2023-83-22T18: 2.724401+08:00 FAC
2023-83-22T18 2.726643+88:0@ FAC
2823-83-22T1; 2.726679+88:8@ FAC
2823-63-22T1; 2.726702+63:80 FAC
2823-63-22T18:09:42.726717+65:80 FAC
2023-83-22T18: 2.726734+68:80 FAC
2023-83-22T1i 2.729002+08:00 FAC
2023-83-22T18:09:42.729035+08:0¢ FAC
2023-83-22T18: 2.729053+08:00 FAC
2023-83-22T18 2.729869+88:08 FAC
2823-83-22T1; 2.729844+83:8@ FAC
2823-63-22T1; 2.729877+68:80 FAC
2823-63-22T18:09:42.730975+63:80 FAC
2823-63-22T18:09:42.731699+68:80 FAC
2023-83-22T18:09:42.731149+08:00 FAC
2023-83-22T18:09:42.731176+08:00 FAC
2023-83-22T18:09:42.731211+88:00 FAC
2023-83-22T18:09:42.731226+08:00 FAC
2823-83-22T1; 3.394811+88:8@ FAC
2823-63-22T1; 2.740201+63:00 FAC

Max. log files size: 50MB = v Enter debug mode & Q  Searchinthe log

radiusd[16116]: Ready to process requests

radiusd[16116]: Wakine up in @.6 second

radiusd[16116]: (1f) Received Access-Request 1d 118 from 127.6.8.1:56754 to 127.8.8.1:1812 length 184
radiusd[16116]: (1. User-Name = “tactest1”

radiusd[16116]: (1) Gandalf-Calling-Line-ID-1 = "172.22.5.42"

radiusd[16116]: (1) NAS-IP-Address = 127.0.0.1

radiusd[16116]: (1}) NAS-Port = 20

radiusd(16116]: (13) _ NAS-Identifier = "FAC TAC PLUS;172.22.5.9"

radiusd[16116]: (12) User-Password: #*#*+s

radiusd[16116]: (12) # Executing section authorize from file /usr/etc/raddb/sites-enabled/default
radiusd[16116]: (12) facauth: ===>NAS IP:127.8.8.1

radiusd[16116]: Username: tactestl

radiusd[16116]: Timestamp:1679479782.723538, age:@ms

radiusd[16116]: (12) facauth: Setting 'Auth-Type := FACAUTH'

radiusd[16116]: Not doing PAP as Auth-Type is already set

radiusd[16116]: (12) # Executing group from file /usr/etc/raddb/sites-enabled/default

radiusd[16116]: [12) £ wth: s==STACACSS =1

radiusd[16116]: [12) facauth: Found authclient from preloaded authclients list for 172.22.5.9: FGT1722259 (172.22.5.9)
radiusd[16116]: [12) facauth: Found authpolicy 'FWFEIE' for client '172.22.5.9"

radiusd[16116]: (12) facauth: Client type: external (subtype: tacacs)

radiusd[16116]: (12) facauth: Input raw_username: (null) Realm: (null) username: tactestl

radiusd[16116]: (12) facauth: Searching default realm as well

radiusd[16116]: (12) facauth: Realm not specified, default goes to FAC local user

radiusd[16116]: (12) facauth: Local user found: tactestl

radiusd[16116]: (12) facauth: User [enable fido: false, token count: @, revoked_token_count: 8]
radiusd[16116]: (12) facauth: Policy [fido_auth_opt: disabled, twofactor: allow both, no_fide: two factor, revoked: reject]
radiusd[16116]: (12) facauth: Decided on [is_fido: false, two_factor: allow both, token_type: none]
radiusd[16116]: (12) facauth: Authentication OK

radiusd[16116]: (12) facauth: Setting 'Post-Auth-Type := FACAUTH'

radiusd[16116]: (12) facauth: Adding test as tacacs_rule_name for user 'tactestl’ in authentication response
radiusd[16116]: (12) facauth: Updated auth log 'tactestl': Local user authentication with no token successful

radiusd[16116]; =

radiusd[16116] | (12) Sent Access-Accept Id 118 from 127.0.@.1:1812 to 127.2.0.1:5¢754 length @
radiusd[16116]| (12)  Fortinet-FAC-Auth-Status = "srvrilocal user_id:2@ realm id:8 tacacs:rule:test”
radiusd[16116] | (12)  User-Nape = "id=1:itactestl"

radiusd[16116]: Waking up in 29.3 seconds.

radiusd[16116]: Ready to process requests

TACACS 28 H &, ¥ admin profile {5 B3R [H1 257 K 5&:

Service: TACACS+ Authorization v Debug kit: | & Upload a file Max. log files size: 50 MB v @& Q Searchinthe log
o we wrsn ey v e Tt e e e e— o
2023-03-22 17:21:52 +8860 172.22.5.63 tactest3/test  ssh 172.22.5.42 permit exit  <cr>
2023-03-22 17:22:30 +0800 172.22.5.63 tactest3/test  ssh 172.22.5.42 replace wingcli exec  service=wingcli exec
2023-03-22 17:22:32 +8800 172.22.5.63 tactest3/test  ssh 172.22.5.42 permit enable <cr>
2023-03-22 17:22:36 +0800 172.22.5.63 tactest3/test  ssh 172.22.5.42 permit configure terminal <cr>
2023-03-22 17:22:45 +8800 172.22.5.63 tactest3/test  ssh 172.22.5.42 permit show  interface brief <cr>
2023-03-22 17:22:47 +8800 172.22.5.63 tactest3/test ssh 172.22.5.42 deny  self  <cr>
2023-83-22 17:22:50 +8868 172.22.5.63 tactest3/test ssh 172.22.5.42 deny  wlan  test <cr>
2823-83-22 17:22:54 +8388 172.22.5.63 tactest3/test ssh 172.22.5.42 permit show  ip interface brief <cr>
2623-63-22 17:23:02 +B560 172.22.5.63 tactest3/test  ssh 172.22.5.42 permit show  radius server stats <cr>
2623-63-22 17:23:12 +B368 172.22.5.63 tactest3/test  ssh 172.22.5.42 permit show  wireless ap <cr>
2623-63-22 17:23:15 +B368 172,22,5,6 tactest3/test h 172,22,5.42 permit show  wireless ap <cr
2623-63-22 13:00:43 +B360 172.22.5.9 tactestl/test replace fortigate ortigate memberof=RO_admin_group admin_prof=RO_profile vdom*
2623-63-22 18:02:03 +8360 172.22.5.9 tactestl/test replace fortigate ortigate memberof=RO_admin_group admin_prof=RO_profile vdom*
2623-03-22 18:09:42 +8860 172.22.5.9 tactestl/test replace fortigate service=fortigate memberof=RO_admin_group admin_prof=RO_profile vdom*

B k55 R G H &

Fortinet /A ]
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Log Details ]
B Source
Source 17222542
User tactestl
B Destination
Destination 1722259
B Action
Action login
Status success
Reason none
B Security
Lewvel Information
B Cellular
Serial Number 1679479782
E Event
Profile RO _profile
User Interface https(172.22.5.42)

Message

Administrator tactest1 logged in suc
cessfully from https{172.22.5.42)

Bjj k3% fnbamd 12 debug H &:

{675] parse_author_reply-arg cnt 4

[725]] parse_author_reply-Authorization arg0: service=tortigate

[725]] parse_author_reply-Authorization argl: memberof=R0O_admin_group
[725]] parse_author_reply-Authorization arg2: admin_prof=RO_profile
[725]] parse_author_reply-Authorization arg3: vdom*

[729] parse_author_reply-Authorization result=2
[1607] fnbam_user_auth_group_match-req id: 177934753, server: factacacs91115, local auth: 0, dn match: 0

[277] find_matched usr_grps-Passed group matching

4.4.2 P%H2% TACACS IAIFH &

FAC IAiEH &
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Log Details

Log Record Detail

Sub Category Authentication
Category Event

Description  Authentication successful without FortiToken

ID 81048

Timestamp Thu Mar 23 10:30:44 2023

Level information

Action Authentication

Status Success

Source IP FAC_TAC_PLUS:172.22.5.63

Message Local user authentication with no token successful
User tactest3

Type id 20001

Name Authentication OK No FTK

FAC Radius TAiE debug H i&:

Service: | RADIUS Authentication ~ Max. log files size:. S0MB v Enter debug mode & Q  Searchinthel
2023-03-23T18 .590757+08:00 FAC radiusd[16116]: (33)|Received Access-Request Id 44 from 127.8.8.1:5851@ to 127.0.8.1:1812 length 165
2023-83-23T18:30:44.590784+05:00 FAC radiusd[16116]: (33)| User-Name = "tactest3"
2023-93-23T18:30:44.599800+086:00 FAC radiusd[16116]: (33)| Gandalf-Calling-line-ID-1 = "172.22.5.42"
2023-93-23T10:30:44.590815+06:00 FAC radiusd[16116]: (33)| NAS-IP-Address = 127.2.9.1
2023-03-23T10:30:44.590832+08:00 FAC radiusd[16116]: (33)| NAS-Port = 20
2623-83-23T10:30:44.596347+05:00 FAC radiusd[16116]: (33)| NAS-Identifier = "FAC_TAC_PLUS:172.22.5.63"
2023-83-23T18:30:44.590868+085:00 FAC radiusd[16116]: (33)| User-Password: s=====
2@23-83-23T18:30:44.591039+86:00 FAC radiusd[16116]: (33) % Executing section aUthorize from file /Usr/etc/raddb/sites-enabled/default
2023-03-23T10:30:44.591141+06:00 FAC radiusd[16116]: (33) facauth: NAS IP:127.0.9.1
2623-83-23T10:30:44.591163+85:00 FAC radiusd[16116]: (33) facaut Username :tactest3
2023-83-23T18:30:44.591182+085:80 FAC radiusd[16116]: (33) facauth: Timestamp:1679538644.598512, age:@ms
2823-83-23T18:30:44.5912068+86:00 FAC radiusd[16116]: (33) facauth: Setting 'Auth-Type := FACAUTH'
2023-03-23T10:30:44.591233+08:00 FAC radiusd[16116]: Not doing PAP as Auth-Type is already set.
2023-03-23T10:30:44.591253+06:00 FAC radiusd[16116]: ( tc/raddb/sites-enabled/default
2023-83-23T18:38:44.591292+05:80 FAC radiusd[16116]: (
2023-83-23T18:30:44.591327+86:00 FAC radiusd[16116]: ( Tom preloaded authclients list for 172.22.5.63: Router (172.22.5.63)
2023-93-23T10:30:44.593523+06:00 FAC radiusd[16116]: (33) : Found authpolicy 'RouterPolicy’ for client '172.22.5.63"
2023-03-23T10:30:44.593574+08:00 FAC radiusd[16116]: (33) facauth: Client type: external (subtype: tacacs)
2623-83-23T18:30:44.593596+05:00 FAC radiusd[16116]: (33) facauth: Input raw_username: (null) Realm: (null) username: tactest3
2023-83-23T18:30:44.593684+085:80 FAC radiusd[16116]: (33) facauth: Searching default realm as well
2@23-93-23T18:30:44.593630+86:00 FAC radiusd[16116]: (33) facauth: Realm not specified, default goes to FAC local user
2023-03-23T10:30:44.595861+08:00 FAC radiusd[16116]: (33) facauth: Local user found: tactest3
2623-83-23T18:30:44.595594+05:00 FAC radiusd[16116]: (33) facauth: User [enable fido: false, token count: @, revoked token_count: 8]
2023-83-23T18:30:44.595911+85:80 FAC radiusd[16116]: (33) facauth: Policy [fido_auth_opt: disabled, twofactor: allow both, no_fido: two factor, revoked: reject]
2@23-83-23T18:30:44.595928+86:00 FAC radiusd[16116]: (33) facauth: Decided on [is_fido: false, two_factor: allow both, token_type: none]
2023-93-23T10:30:44.596719+06:00 FAC radiusd[16116]: (33) facauth: Authentication OK
2023-03-23T10:30:44.596748+08:00 FAC radiusd[16116]: (33) facauth: Setting 'Post-Auth-Type := FACAUTH'
2023-83-23T18:38:44.597837+05:80 FAC radiusd[16116]: (33) facauth: Adding test as tacacs_rule_name for user 'tactest3' in authentication response.
2@23-83-23T18:30:44.597956+086:00 FAC radiusd[16116]: (33) facauth: Updated auth log 'tactest3': Local user authentication with no token successful
2023-83-23T10:30:44,597994+08:00 FAC radiusd[16116]: (331 % Fxecurine sroun from £ile /ucr/etc/raddn/sites:ananles/dafault
2023-03-23T10:30:44.598020+05:00 FAC radiusd[16116]:|(33) Sent Access-Accept Id 44 from 127.2.8.1:1812 to 127.2.0.1:58518 length @
2623-83-23T10:30:44.595647+05:00 FAC radiusd[16116]:|(33) Fortinet-FAC-Auth-Status = "srvr:local user_id:39 realm id:22 tacacs:rule:test”
2023-83-23T18:30:44.598062+085:00 FAC radiusd[16116]:|(33) User-Name = "id=1:tactest3"
2023-83-23T18:30:45.258816+88:00 FAC radiusd[16116]: Wakin 5 =
2023-03-23T10:31:14.610848+06:00 FAC radiusd[16116]: Ready to process requests
T e IC & S A Y shell B CLI A 324X, H I HY)
A) A) A) A)
BT FAC /& she CLI 77 XX, TACACS
— N . —
() debug H & s 10 H A EG SRk A B A 2T, HUAT a2 AL
g SO DMEZIN = H X ’ A~ .
Service: TACACS+ Authorization v Debug kit: | g Upload a file Max. log files size: 50 MB = w
2823-83-23 14:11:46 +B8300 172.22.5.63 tactest3/test ssh 172.22.5.42 permit enable <cr>
2823-83-23 14:11:53 +8800 172.22.5.63 tactest3/test ssh 172.22.5.42 permit show ip interface brief <cr>
2823-83-23 14:12:85 +8800 172.22.5.63 tactest3/test ssh 172.22.5.42 permit configure terminal <cr>
2023-83-23 14:12:09 +0500 172.22.5.63 tactest3/test ssh 172.22.5.42 permit show ip interface brief <cr>
2823-83-23 14:12:38 +B8300 172.22.5.63 tactest3/test ssh 172.22.5.42 deny self <crs
2823-83-23 14:12:34 +0@800 172.22.5.63 tactest3/test ssh 172.22.5.42 deny wlan test <cr>
2823-83-23 14:12:36 +BE0e 172.22.5.63 tactest3/test ssh 172.22.5.42 permit exit {cr>»
2023-83-23 14:12:37 +0800 172.22.5.63 tactest3/test ssh 172.22.5.42 permit exit £er>

MCETE ) H ST BUE B, 24 AR s ) A AT R AT A I, 3R
17 FAC L RRVF AT I &I, B8R CL 84T PAT Seam &, P i
1T ANE FAC ERCE B SC VAT i 1, FAC iR [IZE IR 30T, F 3k
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1. B ERE
1.1 admin ¥ G #EAE

FAC BRINMEFE BN admin, A PAZEML L X admin & Gk -S3E1T

Par

B

System > | Edit Local User

Authentication ¥ | Username: admin
& User Account Policies * | » Disabled

& User Management

Password authentication | Change Password
B One-Time Password (OTP) authentication
Remote Users Deliver token codes from: FortiToken Cloud
Remote User Sync Rules Deliver token code by: m FortiToken Email SMS
el Activation delivery method: m Email | SMS

Guest Users
® FIDO authentication

User Groups o
I Allow RADIUS authentication

U Profil

e (W Force password change on next logon
Realms (Z® Sync in HA Load Balancing mode
FortiTokens

User Role

MAC Devices

1AM Role: Sponsor User
& Legacy Self-service Portal » © Full permission |

& Portals »

(B Web service access

(I Restrict admin login from trusted management subnets only

BB GL AR, T DASE R T A v R B R R AR

System - J: & Create New = Permission sets

@ Dashboard »

o G ,|o Name Members. Description

@ Administration [ Helpdesk Administrator adusert
ety o No-access Administrator Built-in no-access Admin profile
High Avallability o Read-only Administrator i Built-in read-only Adin profile
Firmware Upgrade .
Config Auto-backup = Sponsor Built-in sponsor profile
SNMP 4/ 1200 scmin ofie
Features.
Licensing
FortiGuard
FortiNACs
FTP Servers

NetHSMs
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System v | Edit Admin Profile
@ Dashboard 4 Name: | i He\;kainistramr I
b Network » | Description:
System Access #
High Availability Permission sets: None Read-only Read & Write
Firmware Upgrade o » o
contieAdtobackus e —
i Account Policy ®
Features
Ternany Administrators ®
FortiGuard [  Authentication Monitor [s] ®
FortiNACs Certificate Management
FTP Servers [ Local LDAP Senice @®
Admin Profiles L3 Logs ®
NetH5Ms Maintenance ®
Replacement Messages Messaging Canfiguration @
«d Messaging 5 Network Configuration @
Authentication N OAuth Service ]
Fortinet S5O Methods > Portals ®
Monitor N RADIUS Accounting @®
Certificate Management > RADIUS Accounting Proxy ®
Logging N Ll RADIUS Services (o] o] ®
L& Remote Servers
SAML IdP ®
550 Monitor ®
550 Settings ®
Self-Service Replacement Messages ®
Self-service Portal ®
Sponsor @
System Administration ®
TACACS+ Service ®
[ Users and Devices
Webservice Authentication @® 8
[ Widgets (o) ®
SRIGAE ST admin K5 R H:
System > | Edit Local User
Authentication ~ | Username:
& User Account Policies > | » Disabled

& User Management Password authentication = cChange Password
(B One-Time Password (OTP) authentication

Remote Users Deliver token codes from: FoetaToloan Clotd

Remote User Sync Rules Deliver token code by: Fortifoken ~ Email  SMS

Social Login Users Activation delivery method: m Email | SMS

Guest Users

(® FIDO authentication

User Groups o
@ Allow RADIUS authentication

Usage Profile

E (I Force password change on next logon
Realms & Sync in HA Load Balancing mode
FortiTokens

User Role

MAC Devices —
1AM Role: Sponsor User

& Legacy Self-service Portal » || ® Full permission

Admin profiles:

& Portals > x Helpdesk Administrator
& Remote Auth. Servers >
R (I Web service access
ervice »
I (I Restrict admin login from trusted management subnets only I
& TACACS+ Service >

User Information

b TR B AT DA L B R S A AR AL

Fortinet /A ] 2 o97m / 11271 www.fortinet.com.cn



RTINET

Fortinet A &)

1.3 REST API & (7

FERZ M

HANEAE.

S EAE ] REST API VilH] FAC, X FAC #EfT L4

FE R T 7 B APL DT TR K S

System
Authentication
& User Account Policies
@ User Management
Local Users
Remote Users
Remote User Sync Rules
Social Login Users

> | Edit Local User

¥ | Usemname: apitest

> | (B Disabled

v Password-based authentication | Change Password

» Token-based authentication
I Allow RADIUS authentication

» Force password change on next logon
@ Sync in HA Load Balancing mode

Guest Users User Role

Usage.Ptu-ﬁIe & Full permission

Drgankations @ Web service access

Realms » Restrict admin login from trusted management subnets only
FortiTokens .
MAC Devices EVUser Information
& Self-service Portal > First name: Last name:
& Portals > Emaillr Phone number:
2 Remote Auth. Servers 3 Mobile number: SMS gateway: Use default v Test M5
1 o I T R .
TR JE AP B E AR AR 2 U 21 AP U7 ] ) 15
197 " ____.___ Web Service Access Secret Key for usey "apitest"”
A T < J1@qgg.com:
B B: T u
it .com>
| 9zMuiXTHNSzfggETI3Cifd041)kjoIX83q666gCt|
R == N
TR FAC B3 O R AR EIF IS AP 1A
v 192.168.91.115/255.255.255.0
System v
|Pvé:
@ Dashboard >
3 Network - Access Rights
m Admin access: W Telnet (TCP/23)
& SSH (TCP/22)

DNS HTTPS (TCP/443)

Static Routing [ /44

Zero Trust Ti I @ REST API (/api/)

€ro frust funnets & Fabric (/api/v1/fabric/)
Packet Capture & HTTP (TCP/80)
& Administration » € SNMP (UDP/161)
A Messaging » | Services: @ HTTPS (TCP/443)

R @ Self-service Portal (/login/)
Authentication ’ @ Guest Portals (/guests/, /portal/)
Fortinet SSO Methods > @ SAML IdP (/saml-idp/)

. & SAML SP 550 (/saml-sp/, /login/saml-auth/)
Monitor 4 @ Kerberos S50 (/login/kerb-auth)
Certificate Management > @ SCEP (/app/cert/scep/)

. @ CRL Downloads (/app/cert/crl/)
Logging > @ FortiToken Mobile API (/api/v1/pushauthresp/, /api/v1/transfertoken/)

@ OAuth Service (/api/v1/cauth/, /guests/, /portal/)
& HTTP (TCP/80)

@ SCEP (/app/cert/scep/)

@ CRL Downloads (/app/cert/crl/)

@ SAML IdP (/saml-idp/)

FAC REST API Ffii F, 1523 FAC ) APl T8 5Tt
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ARG E S AR E
BWRRBGHEER G, &0 — F FAC M E XM, W2 FACYM,
SE W&y R LR

System Information User Inventory

2T T AR S AT LA B2 B B SO R KR FAC HYBC B A
(Wi IR AF):

Certificate Management

System ~ | Configuration Backup and Restore
@& Dashboard -
Backup |
Status
User Lookup You can backup your current system configuration and restore it at a later time.
HA Status Encryption: (e ]
5 R 2 Download Backup File
£ Administration >
A Messaging >
Authentication >
Fortinet SSO Methods » | You can backup your current system configuration and restore it at a later time.
Monitor » | Restore file: _
s | Password:
»

Logging

VER: FAC HIEC & SCHFER B KBS ANIE, AR, W 7 EH FAC
FITC B SCAHREA A FAC P & [ AL 1E, 15X R Fortinet & )5 371

&L=
A ii”Reboot” T E & FAC:

S2E FortiAuthenticator VM FACS40GAS44

stem ~ | 4 Add Widget
)

System Information User Inventory

Cancel
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A UL BB L R

System ~ | Reboot
Please enter 2 message (maximum 100 characters) to be logged in the event log.
Status
User Lookup
HA Status A
#+ Network > —
£ Administration >
4 Messaging >
Authentication >
Fortinet S50 Methods >
Monitor »
Certificate Management >
Logging >

B R
Ridi”Shutdown” A 2515 45 L

# Add Widget

c
- System Information User Inventory e
HASntn ! FACsAOGASE Mo abowed: 2000 e 29921 d

@ Logaut
2 Network o || DeviceFax [eE—— Mk s 200 =
FoetiT Osabiet 0
& Administration >
s FortiTok S—
o Messaging > = .
Authenticatior > N
Lot B T Forti
Fortinet SSO Methods > FortiToken ¢

# b KRR

System ~ || shutdown |
Dashboard Please enter a message (maximum 100 characters) to be logged in the event log.

Status
User Lookup
HA Status 4
++ Network > “
£ Administration >
<4 Messaging >
Authentication >
Fortinet S50 Methods >
Monitor >
Certificate Management >
Logging >

BT+
miti”Upgrade” W] F+2% FAC FRRCAR:

FortiAuthenticator VM FACS40GAS44

+ Add Widget

@ Dashboard
Status
User Lookup

HA Status

 Network >
& Administration >

System Information
b

User Inventory

A Messaging >
Authentication »
Fortinet S50 Methods ,

Rssgne 1
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System -

Firmware Upgrade or Downgrade

The server may boat process and. f 50, e

HA Status - = User

o Network > | a0t tutarozs -
& Administration > | veos emssorea
o Messaging > | ve0sbuitdossr March 21, 2022, 3:59 .

Authentication » [eossmor o

Fortinet S50 Methods >

Manitor >

Certificate Management >

Logging »

BT E = HEEA:

Pieace walt e your o vl

erstem i veady.

o TEFHYL FAC il e B E S, a2 FACVM, iF
B VA FE LRI,

o FETHIL FAC i, VEAT 20 bE B BT A IR RSO R AT U, F
2 TH2K 5 B (Upgrade instructions)iX AN 2 5, 75 B4 5l 67
I i S S E ORI TEN
> HLENLT G i FACKVM B FACXEN [ 1HRRAS 75 B 4E T+ 2%

ZHT Sy A AL £

6. FAC H:&EAH><
6.1 HEEE
7E N1 AL A LA B FAC A H &S B

FortiAuthenticator VM FACS40GAS44

& Refresh @ Simplified @, Downloads =
Authentieation »
Fortinet S50 Methods ) (>} Timestamp Shart Message Level Category Sub Category Log Type ID Action Status.
Manitor , | 80275 Wed Mar8 14:01:39 2023 Web access granted to ‘admin’ information Event Authentication 20994 Login Success
Certificate Management » B0274  Wed Mar 8 14:01:39 2023 Administrator admin’ logged in information Event Authentication 20994 Login Success
Logging - BO273  Wed Mar 8 14:01:39 2023 Local i Heati ith information Event Authentication 20994 Login Success
Wed Mar 8 11:50:54 2023  CLI authentication attempt for ‘admin’. <Result>: Success. <Details>: Cr. information Event Authentication 20000
Wied Mar 811:18:44 2023 802.1x authentication successful information Event Authentication 20420 Authentication Success
;“L; '::[_1 || B0250  Wed Mar8 11:18:44 2023 Windows AD user suthenticationimschselwith no oken successfl information Event Authentication 20001
B Audit Reports ) B0247  Wed Mar 8 11:16:33 2023  802.1x authentication successful information Event Authentication 20420 ‘Authentication Success.
BO246  Wed Mar 8 11:16:33 2023 token successul information Event Authentication 20001
80243 WedMar8 11:16:14 2023 Web access granted to admin’ information Event Authentication 20994 Login Success
B0242  Wed Mar 8 11:16:14 2023 Administrator admin’ logged in information Event Authentication 20994 Login Success
BO241  Wed Mar 8 11:16:14 2023 Local ith information Event Authentication 20994 Login Success
80240 Wed Mar 11:15:57 2023 802.1x authentication successful information Event Authentication 20420 Authentication Success
B0239  Wied Mar811:15:57 2023 Windows AD user authenticationimschap) with no token successful information Event Authentication 20001
80238 WedMar8 11:15:57 2023 Administrator admin' logged out information Event Authentication 20999 Logout
B0237  Wed Mar 8 11:15:36 2023  Administrator “admin” logged in information Event Authentication 20998 Login Success
B0236  WedMar8 11:15:36 2023 CLI authentication attempt for ‘admin. <Result>: Success. «Detallss: Cr..  infermation Event Authentieation 20000
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HECR R R AR, A e H &

rtiAuthenticator VM FAC

System

o Refresh | @ Simplified | & Downloads ~

Period: Last 24 hours @ D
Authentication s
D Timestamp Short Message Level Category

Fortinet S50 Methods >
Woritor , __ © a1
Certificate Ma » 80250 ‘Wed Mar B 11:18:44 2023 Windows AD user authentication(mschap) with no token successful information Authenticd Timestamp  wed Mar B 111884 2023
evel nformation
Logging 80247  Wed Mar 8 11:16:33 2023 BO2.1x authentication successful information Event Authenticy ;
Action  Authenticaton
0246 Wed Mar B 11:16:33 2023 Windows AD user authentication{mschapl with na token successful information Event Authentic) siatws Suxccess
80240  ‘Wed Mar B 11:15:57 2023 802 1x authentication successful information Event Authenticq Source IP 17222551
Types BOZ 1x authentication successiul
= 80239 Wed Mar B 11:15:57 2023 Windows AD user authentication(mschap) with na token successful infarmation Event Authenticd ol
& Log Confg ’ e[ vpanerd ]
B Audit Reports 5 | et rmeone Log Trve
Tmeld 20620
Name 802 Le Authentication OK

‘Sub Category Authentication
Category  Evert

Description [ BOZ 1x authentcation sccesstul

6.2 HE T
#1.i7”Download” f)”Raw Log” 7] PA N &k H &

System > | & Refresh | @ Simified| & Downloads © authertication Period: st 24 hours @ D
:«Lﬂ::::j:';:::?‘;elluyh : [} ﬂmt Short Message Level Category Sub Category Log Type ID Action Status.
Monitor ,| 80275 WedMar814 Authentication ssgranted to ‘admin' information Event Authentication 20994 Login Success
Certificate Management s | 80274 WedMarg14 Database rator ‘sdmin' logged in information Event Authentication 20994 Login Success
Logging - | 80273 WedMara1q SY inistrator authentication with no token successful information Event Authentication 20994 Login Success
80272 WedMar811 :‘:::‘,"ﬂ: ntication attempt for ‘admin, <Result>: Success. <Detalls>: Cr...  information Event Authentication 20000
80251 WedMar811 p o hentication successtul information Event Authentication 20420 Authentication  Success
Lo lypes 80250 WedMar811 ss0 §AD user authentication(mschap) with no token successful information Event Authentication 20001
: :‘:f:‘ti"\ : 80247 WedMar8 11 System Ithentication successful information Event Authentication 20420 Authentication Success
80246  WedMarg11 Psh IAD user information Event Authentication 20001
0243 Wed Mar8 11550 SuLu s eeuevesss granted to sdmi information Event Authentication 20994 Login Success
80242  Wed Mar 8 11:16:14 2023 Administrator 'admin'’ logged in information Event Authentication 20994 Login Success
80241  Wed Mar811:16:14 2023 Local 3 ' information Event Authentication 20994 Login Success
80240  Wed Mar 8 11:15:57 2023 802.1x authentication successful information Event Authentication 20420 Authentication Success
80239 Wed Mar8 11:15:57 2023 Windows AD Scati ; information Event Authentication 20001
80238 Wed Mar811:15:57 2023 Administrator ‘admin' logged out information Event Authentication 20999 Logout
80237  Wed Mar 8 11:15:36 2023 Administrator "admin" logged in information Event Authentication 20998 Login Success
80236  Wed Mar811:15:36 2023 CLI authentication attempt for ‘admin <Result>: Success. <Detaits>: Cr...  information Event Authentication 20000

AR R HEE BRI, I HE TR BRI,

6.3 HE®E

FE RIS AT LR B H S A S 4

B H & B [

N FAC W) H S A7 AE FAC U b, R FAC B H G E AR K
T, SR FAC WL E B AR S ROBRAE BT SZ M FAC HOIALE, PBITEA
— e H BRI A E T 6 M H .
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System > | Edit Log Setting
Authentication >
Log Backup
Fortinet S5O Methods
’ (C® Enable remote backup
Monitor >
Log Auto-Deletion
Certificate Management > -
. @ Enable log auto-deletion
Logging e Auto-delete logs older than: & month(s) v
& Log Access >
FortiManager/FortiAnalyzer
8 Log Config v = i
(® Send logs to FortiManager/FortiAnalyzer
Syslog Servers Remote Syslog
BB Audit Reports » (T Use Client Certificate for TLS Authentication

(I Send system logs to remote Syslog servers
(I Send debug logs to remote Syslog servers

fEHERT syslog RIEZHHMBIEF, LU FortiManager/FortiAnalyzer

2% = 7 i syslog server:

System » | Edit Log Setting
Authentication >

Log Backup
Fortinet SSO Methods

’ (T Enable remote backup

Monitor >

Log Auto-Deletion
Certificate Management > .

@ Enable log auto-deletion
Logging M Auto-delete logs older than: 6 monthis) v

& Log Access

FortiManager/FortiAnalyzer

& Log Config

@0 Send logs to FortiManager/FortiAnalyzer
IP Address:

B Audit Reports »

(I Use Client Certificate for TLS Authentication
@D Send system logs to remote Syslog servers

Available Syslog Servers @ Chosen Syslog Servers ©

Q Filter syslog90232 192.168.90.232:514 o)

Remote syslog servers:

Remove all

 Send debug logs to remote Syslog servers

6.4 FH et

A LR P iR, $REFAC LFTH Local A1 Remote LDAP F
15 5, B3P kS5 E, token 55, LURMKS B ) A
J& — UCH P B FR I T
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= = FortiAuthenticator VM FAC

System Users Audit

Authentication Users Audit Report

Fortinet SSO Method
ortine ethods The Users Audit Report provides a complete list of the currently configured user accounts (CSV format).

»
»
»

Monitor .

Certificate Management >
v

Logging
& Log Access »
B Log Config »
A Audit Reports ~

PU. H W17 % K debug 732
1. FAC fJ debug J57%
FAC ¥ debug HEH =M, —Fh/E Log HE, —Fh2 debug HE, H—
ANJ2 debug k7, Log H &R Debug H EFEFRATE R in) @l 7] H D& FH 7
#r, debug i 60 &% AR debug (55, TERAWIR, AR M€ AL

7] .

1.1 Log H&
Log HE—ME/R FAC HIRGHEAESURIES R, Han 2 s P AIE
ZEL, F P token /XTSRS, HUAR FAC Y Log H BN SAT VELNIIAHC
58, TN EAEE M aaa FIWEH Eidx:

=3 FortiAuthenticator VM FAC
> | /o Retresn| @ Simpiiied D BackupNow| @ Dewnloads - n Pariod: Lsst 24 nours @ D

>
‘ D Timestamp Shart Message Level Category Sub Category Lo Type ID Action Status

, | B0325 WedMar817:12:242023 Remote LDAP user authentication with no token successful informatin Event Authentication 20001 Authentication Success
> | 80324 WedMarB17:11:502023 Remote LDAP user ion with no token falled: inval information Event Authentication 20102 Authentication et

v | B0323  WedMarB17:11:22 2023 Remote LDAP user authentication with no token successful information Event Authentication 20001 Authentication Success
Ml 80322  WedMar817:10:422023 Remote LDAP user suthentication with no token successful informaticn Event Authentication 20001 Authentication Success

AN EBER BIIER IR, (HRFANZAE RS R
{H72& FAC 1) Log H BRI LLEL AT, FTH FAC AHIR IR AR A Ab R
S HEILSE, Aol S IRATH B W Ee A B, e EER—TF
HES AR,

1.2 Debug H &
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FAC [f] debug H & 23 T, 5l & MR H &, 1T CUE 2I1E4
5 BATLFE.
Vilal FAC 1 Rk, T BAEA FAC 1) debug H & UL

https://fac ip address/debug/

< C O Pnl https://192.168.91.115/debug/ I

Service:| [ Please Select ] v | Debug kit: | &» Upload a file

[ Please Select ]

Disk Monitor

FS50

FSSO (Filtered)

FSS0O Domain Manager

GUI

HA

HW Monitor

LB

LB HA Sync

LDAP

LDAP User Sync Daesmon
Push Authentication Service
RADIUS Accounting

RADIUS Accounting Monitor
RADIUS Authentication
RADIUS DNS Updates

REST API

SAML User Sync Daemon

MPATTE E debug FEARBRET, 55 AR LA,
EE AN FRATT 28 38 31 B A 22 B4 ) R BRAIEAR 5%, ASmit aT BLi%$¢ RADIUS
Authentication, VLR &—ANH FIAIER) 58 A BRI FE:
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https://fac_ip_address/debug/

F::RTINET

2023-0 519354+88
2023-03-88T17:11:50.,521233+08:
2823-83-88T17:11:50.,521262+05:
2023-03-88T17:11:50.,521283+08:
2623-83-88T17:11:50.521316+85:
26823-83-88T17:11:50.521336+88
2623-83-88T17:11:50.521375+05:
2023-83-88T17:11:50.521391+08:
2623-83-88T17:11:50.521485+05:
2623-83-88T17:11:50.521422+08:
2023-83-88T17:11:50.522246+05:
2023-83-88T17:11:50.522275+08:
2023-03-88T17:11:50.,522291+08:
2623-83-88T17:11:50.522307+08:
2023-03-88T17:11:50.5256@3+08:
2623-83-88T17:11:50,572545+08:
2023-03-88T17:11:50.572614+88:
2623-83-88T17:11:50.,574530+05:
2023-03-88T17:11:50.574638+88:
2623-83-88T17:11:51.188138+05:
2623-83-88T17:11:51.576168+88
2623-83-88T17:11:51.576276+65:
2023-83-88T17:11:52.154889+08:
2623-83-88T17:12:20.582846+05:
2023-83-88T17:12:24.291966+08:
2023-83-88T17:12:24,292135+08:
2023-83-88T17:12:24.292156+08:
2023-03-88T17:12:24,292171+08:
2023-83-88T17:12:24.292184+08:
2023-03-88T17:12:24,292200+88:
2823-83-88T17:12:24.,292215+85:
2023-03-88T17:12:24,292229+88:
2623-83-88T17:12:24,292251+85:
20823-83-88T17:12:24.292265+88
2623-83-88T17:12:24,292285+05:
2023-83-88T17:12:24.292340+08:
2623-83-88T17:12:24,292356+05:
2023-83-88T17:12:24.292377+08:
2023-83-88T17:12:24.203046+05:
2023-83-88T17:12:24.294843+08:
2023-03-88T17:12:24,294863+08:
2023-83-88T17:12:24.294885+08:
2023-03-88T17:12:24,294912+08:
2023-83-88T17:12:24.294933+08:
2023-03-88T17:12:24,294970+08:
2623-83-88T17:12:24,294985+05:
26823-83-88T17:12:24.295000+88
2623-83-88T17:12:24.295016+05:
2623-83-88T17:12:24.295997+88
2623-83-88T17:12:24.296044+05:
2023-83-88T17:12:24.296@61+08:
2023-83-88T17:12:24.,296077+05:
2023-83-88T17:12:24.299198+08:
2023-83-88T17:12:24,349751+08:
2023-83-88T17:12:24.349788+08:
2023-03-88T17:12:24,349803+08:
2023-83-88T17:12:24,352585+08:
2023-03-88T17:12:24,352685+08:
2823-83-88T17:12:24,352718+85:
2023-03-88T17:12:24,962885+08:
2623-83-88T17:12:54.,382949+05:

1.3 Debug 15

66
e
08
e
08
0
08
00
08
00
08
00
e
00
e
00
e
08
e
08
0
08
00
08
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0
00
e
00
e
08
e
08
0
08
00
08
00
08
00
e
00
e
00
e
08
0
08
0
08
00
08
00
0
00
e
00
e
08
e
08

FE AL P L ]

ABANTHT ZH KN debug i, RS debug i i AIE MR KA
BT
£ I U AT PR B SR Debug 175

FACE48GA644
FACG48GAG44
FACE48GAG44
FACG48GAG44
FACG48GAG44
FAC64BGAG44
FACE40GAG44
FACE48GAG44
FACE40GAG44
FACE48GAG44
FACE40GAG44
FACE48GAG44
FACG48GAG44
FACE48GAG44
FACG48GAG44
FACE48GAG44
FACG48GAG44
FACG48GAG44
FACG48GAG44
FACG48GAG44
FACE4BGA644
FACE40GAG44
FACE48GAG44
FACE40GAG44
FACE48GAG44
FAC640GAG44
FACE48GAG44
FACG48GAG44
FACE48GAG44
FACG48GAG44
FACE48GAG44
FACG48GAG44
FACG48GAG44
FAC64BGAG44
FACE40GAG44
FACE48GAG44
FACE40GAG44
FACE48GAG44
FACE40GAG44
FACE48GAG44
FACG48GAG44
FACE48GAG44
FACG48GAG44
FACE48GAG44
FACG48GAG44
FACG48GAG44
FAC64BGAG44
FACE40GAG44
FACE4BGA644
FACE40GAG44
FACE48GAG44
FACE40GAG44
FACE48GAG44
FAC640GAG44
FACE48GAG44
FACG48GAG44
FACE48GAG44
FACG48GAG44
FACE48GAG44
FACG48GAG44
FACG48GAG44

i,

Max. log files size:

/192.168.91.115/debug/radiu

10MB - Enter debug made
radiusd[1357]: (36) facauth: Found authclient from preloaded authclients list for 172.22.5.51: FGTGRE (172.22.5.51)
radiusd[13571: (36) facauth: Did not find vendor @, attr 38 --> "1724wpal”
radiusd[1357]: (36) facauth: Found authpolicy portaluser’ for client '172.22.5.51°
radiusd[13571: (36) facauth: Setting 'Auth-Type := FACAUTH'
radiusd[1357]: Not doing PAP as Auth-Type is already set.
radiusd[1357]: (36) # Executing group from file /usr/etc/raddb/sites-enabled/default
radiusd[1357]: (36) facauth: Client type: external (subtype: radius)
radiusd[1357]: (36) facauth: Input raw_username: (null) Realm: (null) username: aaa
radiusd[1357]: (36) facauth: Searching default realm as well
radiusd[1357]: (36) facauth: Realm not specified, default goes to remote LDAP, id: 1
radiusd[1357]: (36) facauth: LDAP user found
radiusd[1357]: (36) facauth: User [enable fido: false, token count: 8, revoked_token_count: 8]
radiusd[1357]: (36) facauth: Policy [fido_auth opt: disabled, twofactor: allow both, no_fide: two factor, revoked: reject]
radiusd[1357]: (36) facauth: Decided on [is_fido: false, two_factor: allow both, token_type: none]
radiusd[13571: (36) facauth: Try to bind with DN: CN=aaa,0U=TAC,DC=fortiad,DC=com
radiusd[1357]: (36) facauth: ERROR: ldap_simple_bind_s() failed, error:Invalid credentials
radiusd[1357]: (36) facauth: Remote LDAP user authentication failed
radiusd[1357]: (36) facauth: Updated auth log ‘aaa’: Remote LDAP user authentication with no token failed: invalid password
radiusd[1357]: (36) # Executing group from file /usr/etc/raddb/sites-enabled/default
radiusd[1357]: Waking up in 6.3 seconds.
radiusd[1357]: (36) Sent Access-Reject Id 81 from 192.168.91.115:1812 to 172.22.5.51:15189 length 2@
radiusd[1357]: Waking up in 6.5 seconds.
radiusd[1357]: Waking up in 28.4 seconds oM ST
radiusd[1357]: Ready to process reauests / WEBAIEERIRS
radiusd[1357]: Wakj f
radiusd[1357]: (37 Received Access-Request]Id 82 from 172.22.5.51:3617 to 192.168.81.115:1812 length 94
radiusd[1357]: (37 NAS-TIdentifier = "FGTEEE714"
radiusd[1357]: (37) User-Name = "asa”
radiusd[1357]: (37) User-Password: Ttexes
radiusd[13571: (37) Framed-IP-Address = €.0.6.9
radiusd[1357]: (37) NAS-Port-Type = virtual
radiusd[13571: (37) Acct-Session-Id = "S5¢5770@"
radiusd[1357]: (37) Connect-Info = "test” ) A g
raniusnEBs?% 237; Fortinet-Vdom-Name = "root™ Eﬁaiuradlus client
radiusd[1357]: (37) # Executing section authorize from file /usr/etc/raddb/sites-enabled/default
radiusd[1357]: (37) facauth: SNAS IP:172.22.5.51
radiusa[1357]: (57) facauth: --->Usernane:saa
radiusd[1357] \ facauth- Timestamp: 1678266744 291826
radiusd[13571[_(37) facauth: Found authelient from preloaded auth:llents List for 172.22.5.51: FGT60E (172.22.5.51)]
radiusd[1357]: : A attr A - Sdunaae
radiusd[13571: (37) facauth: Found authpolicy 'portaluser' for et T TEAT
radiusd[1357]: (371 TAcaUthT SETTIAE "AUTR-TypE T= FACAUTH \ q ooy
radiusd[1357]: Not doing PAP as Auth-Type is already set. PeficElradius IAVESRES
radiusd[1357]: (37) # Executing group from file /usr/etc/raddb/sites-enabled/default
radiusd[13571: (37) facauth: Client type: external (subtype: radius)
radiusd[1357]: (37) facauth: Input raw_username: (null) Realm: (null) username: aaa
radiusd[1357]: (37) facauth: Searching default realm as well
radiusd[1357]: (37) facauth: Realm not specified, default goes to remote LDAP, id: 1
radiusd[1357]: (37) facauth: LDAP user found: aaa
radiusd[1357]: (37) facauth: User [enable fido: false, token count: 8, revoked_token_count: 8]
radiusd[1357]: (37) facauth: Policy [fido_auth opt: disabled, twofactor: allow both, no_fido: two factor, revoked: reject]
radiusd[1357]; (37) facauth: Decided on [is fido: false, two_factor: allow both, token_type: none]
radiusd[1357][ (37) facauth: Try to bind with DN: CN=aaa,OU=TAC,DC-fortiad,DC=com
radiusd[13571|_(37) facauth: Remote LDAP yser password authenticated TT——) A AIIFAR
radiusd[1357]: (37) facauth: Authentication OK .Sldap Sel’VEI’E’jL}\IIESI:E
radiusd[13571: (37) facauth: Setting 'Post-Auth-Type := FACAUTH'
radiusd[1357 (37) facauth: Updated auth log 'aaa': Remote LDAP user authentication with ne token successful
radiusd[135 rom file /usr/etc/raddb/sites-enabled/default
radiusd[135 (37) Sent Access-Accept |[Id 82 from 192.168.91.115:1812 to 172.22.5.51:3@17 length @ . N oo
radiusd(1 Waking up in 29.3 seconds. i g
radiusd[1357]: Ready teo process requests —p lg@l}\lmﬁj %/u n:uF'

ek

Log HEAM Debug HEWABE i),

System

Authentication
Fortinet 550 Methods
Monitor

Certificate Management
Logging

& Log Access

Log Types
& Log Config
B Audit Reports

1.4 R SCHNHEL

Fortinet 2\ 7]

o Refresh | | @ Simplified | |9 Backup Now

ID Timestam Short Message
D Summary &

80324  Wed Mar 8 17:11:50 2023 Rem( | Database :ation with no token failed: invalid password

80323 Wed Mar 817:11:22 2023 Rem¢|SY! iation with no token successful
LDAP Sync

80322 Wed Mar 8 17:10:42 2023 Remt :ation with no token successful
Accounting

4 log records Authorization

S50
System
Push Authentication
REST API
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£ FAC WA DLFFE $ SCPMEL, DME F 58 3 — 25 40 #r il @, 5% % A 9K
HY 10000 MR

= (u} Interface Maximum Packets To Capture FRAITE Status
Interfaces [m] portl 10000 0
Static Routing /
Zero Trust Tunnels FEIRY

& A

2. LA AR PR T
£ FAC [ FIAE B 2R AlUs, & 5EseiE T FAC I Log H &,
A DL K H 1] R A I T s i G B 2 1 e Y B R B ok A
H&, K& A LLEE EF Log HE B Debug HEHKFF .
LA 2128 1 —284E FAC 1 HH {38 A A3l 2 (1 i) f L2 A B TR

2.1 PRI WA H & R
AHAPERB, HAETREMHPREE T Log HE, MR
FAC E¥EAMKHPVER HE W HER & — THCERE, i
FAC 4% FZ 5 T8 radius WAIE:

= _= FortiAuthenticator VM FAC
-

Example: 192.168.1.2/255.255.255.0 or 192.168.1.2/24

System v .
1Pv6:
@ Dashboard >
pomes—
Interfaces Admin access: B Telnet (TCP/23)
& SSH (TCP/22)
ERE HTTPS (TCP/443)
Static Routing @ GUI(TCP/443)

@ REST API (/api/)
Lo W Ll @ Fabric (/api/v1/fabric/)
Packet Capture @ HTTP (TCP/80)

# Administration @O SNMP (UDP/161)

A Messaging Services: @ HTTPS (TCP/443)
. @ Self-service Portal (/login/)
Authentication @ Guest Portals (/guests/, /portal/)
Fortinet S5O Methods @ SAML IdP (/saml-idp/)
Monit @ SAML SP SSO (/saml-sp/, /login/saml-auth/)
onitor

@ Kerberos SSO (/login/kerb-auth)

& SCEP (/app/cert/scep/)

@ CRL Downloads (/app/cert/crl/)

@ FortiToken Mobile API (/api/v1/pushauthresp/, fapi/v1/transfertoken/)

@ OAuth Service (/api/v1/oauth/, /guests/, /portal/)
@ HTTP (TCP/80)

@ SCEP (/app/cert/scep/)

@ CRL Downloads (/app/cert/crl/)

@ SAML IdP (/saml-idp/)

@ Kerberos SSO (/login/kerb-auth)

LRAD Accounting Monitor (UDP/1813)

Certificate Management

Logging

@ RADIUS Accounting $SO (UDP/16448)
@ RADSEC (TCP/2083)

@ TACACS+ Auth (TCP/49)

@ LDAP (TCP/389)

@ LDAPS (TCP/636)

@ FortiGate FSSO (TCP/8000)

@ OCSP (TCP/2560)

@ FortiClient FSSO (TCP/8001)
@ Hierarchical FSSO (TCP/8003)
@ DC/TS Agent FSSO (TCP/8002)
@ Syslog (UDP/514)

@D Syslog over TLS (TCP/6514)
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F=:_:RTINET.
tban FAC FHc & 19 radius client £ 75 IEF#f, radius secret °] PLJ&
fifg.

2.2 A HEERERK
M FAERMES, TP RS —F Log HE, Wk
ANBEAS BAE I R 8 7T A 25— N debug H &, debug H &
B R H &

https://fac ip address/debug/radius/

<« @] |a; https://192.168.91.115/debug/radius/ |

Servicel RADIUS Authentication v Max. log files size: 10 MB v Enter debug mode

Showing the last 100 lines

RADIUS Authentication Logs

247) User-Password: ****x

2023-93-10T17:48:04.437209+08: 00 FAC640GAG44 radiusd[1357]:
247) # Executing section authorize from file fusr/etc/raddb/sites-enabled/default

(
2023-83-18T17:48:04.437229+08: 808 FAC648GAG44 radiusd[1357]: (
2023-93-10T17:48:04.437383+088:00 FAC648GAG44 radiusd[1357]: (247) facauth: ===>NAS IP:127.0.8.1
2823-93-10T17:48:04.437411+88:90 FACG49GAGA4 radiusd[1357]: (247) facauth: ===>Username:ldl
2023-93-10T17:48:04.437432+08: 00 FAC640GAS44 radiusd[1357]: (247) facauth: ===>Timestamp:l678441584.436823, age:8ms
2023-83-18T17:48:04.437617+08: 08 FAC648GAG44 radiusd[1357]: (247) facauth: Setting 'Auth-Type := FACAUTH'
2023-93-10T17:48:04.437669+88: 00 FAC64BGAG44 radiusd[1357]: Not doing PAP as Auth-Type is already set.
2023-93-10T17:48:04.437691+08:00 FAC648GA644 radiusd[1357]: (247) # Executing group from file fusr/etc/raddb/sites-enabled/default
2023-83-1@T17:458:04.437767+05:00 FACG4BGAGAL radiusd[1357]: (247) facauth: Client type: local (subtype: )
2823-83-18T17:458:84.437783+85:80 FACG4BGAG44 radiusd[1357]1: (247) facauth: Input raw_username: (null) Realm: (null) username: 1d1
2023-93-10T17:48:04.437808+08: 00 FAC64BGAG44 radiusd[1357]: (247) facauth: Realm not specified, default goes to FAC local user

HERE: FAC WA H MR HE, 83 FAC B9 GUI T &
3%, radius WAIE/saml AUEEEER ] PAZE T Y debug T HIE 21 FH FHA
UEPEANAE B AN IS R,

2.3 i/ token 3t 2K
H17 token 73 FERMCoy PARE L, — & FAC BR Fortinet J& & i Tl
RWCFEL token MPLRIE, XML EATE FAC @ HEERS, DA
LR FAC ) L P SEmE Hh AT SSL il 2 2K i S ;
AT — Tl token 43 BC AR 1L A2 ToiE K 1% token B0 R B
B H AR S B AR bk B B, R E R SMTP
R 5528 fe 15 TARIE®, ELande SMTP 6B A FLm fi— T BB A I
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https://fac_ip_address/debug/radius/
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E-5 FortiAuthenticator VM FAC

System ~ | Edit SMTP Server
@ Dashboard
4 Network
£ Administration

Email Services
SMS Gateways

Authentication

Fortinet SSO Methods

Monitor > | password: essssens

Certificate Management

’ Password:
>

Test SMTP Server Configuration
r confi ion by sending an email to the following recipient.

R ARFE IR R, wT PLE ST A — N FAC R SMTP server 2
(5] A8 TR L.

2.4 1dap FH PN IERAI RS, (H2 FAC HEERVERM, HiDH R

XA L — A P RR R R, — T2 B A B B g i) i, Bl
RO T, WLAERI B B XA SR T, U
HHEIDIRS A L,
A — bR K HE P AE Idap server B H SR AR T AR AL, LA
MN—~ oU BB 54— ou, B G FAC LA K AP IX
AN RE R, RIIMERIE FAC HAf FIXAS 7 B28 J5 1 1A
AR PR AP — N IX A

2.5 A P N IEH token J&, FAC H KR LR token TAIEZRIK
HH B 15 150 T A DR P 3 Y token R FAC {1 token 7=
AT mE, IR XS F I token fi— T token MUK, A
LA token KT token £ fi:
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FortiAuthenticator VM F

System
Authentication

& User Account Policies

& User Management ~

Local Users

Remote User Sync Rules
Social Login Users
Guest Users
User Groups
Usage Profile
Realms
FortiTokens
MAC Devices
1AM
& Legacy Self-service Portal
& Portals
2 Remote Auth. Servers
& RADIUS Service
& TACACS+ Service
& LDAP Service

>

v

>

Edit Remote LDAP User

Remote LDAP server WinAD90232 (192.168.90.232)

Username: wpauserl
Distinguished name e =
Disabled
-Time Password (OTP) authentication
token code by: FortiToken

Token: FTKMO
Activation delivery method: | Email
| FortiAuthenticator G foken Cloud
Deliver token code by: WEEE FortiToken Email SMS
Activation delivery method: | Defouit IS SMS Test FortiToken -
FIDO authenticatior Token code:
Allow RADIUS authentication
Sync in HA Load Balancing mode Verify Close
User Role hd
Role: Administrator sponsor  MIECS

User Information

2.6 FAC H i E st #

A L IR RRA E T HIUE T RO H s,

System

Authentication

Fortinet SSO Methods
Monitor

Certificate Management

5 Policies

Users

Local Services
. Certificate Authorities
@8 scep

Logging

B JE s U5 Y]

> | Certificate Detail Information

Server Certificate "CUS, ST+California, L=Sunnyvale, O=Fortinet. OU=Fortiauthenticator, CN«Default-Server-Certificai

5 !{h.h expired on 2022-08-31 10:55 m~oaml

» | Certificate ID:

Default-Server-Certificate
> | Status: Expired
~ | Version; 3

> | Serial number:

Issuer: C=US, ST=California, L=Sunnyvale, O=Fortinet, OU=Fortiauthenticator, CN=Default-Server-Certificate-AD13D5AF

Subject: CN=Def; fi AD13DSAF

C=US, ST=Califomnia, L=Sunnyvale, O=Fortinet, OU=Fortiauth:
Tue Aug 31 02:55:10 2021 GMT

it-Server-Cer

Effective date:

> 2
Expiration date: Wed Aug 31 02:55:10 2022 GMT
> .
Extensions: subjectKeyldentifier:
>
extendedKeyUsage:

TLS Web Server Authentication
authorityKeyldentifier:

keyid: £ 4 B

DirName: C=US, ST=California, L=Sunnyvale, O=Fortinet, OU=Fortiauthenticator, CN=Default-Server-
Certificate-AD d

serial:15:93:F3:08 PR

N = AT R AT DA DRI A ]

HH %3 —"F FAC I License
T —F FAC IR AS
ETIEHEEE —F FAC

2.7 FAC I\ 3| AD 325 2k

Fortinet A &)

i 2N — T FAC HIN [B] R AD SRR [B)52 75— 2K
LR EAINA IS BB A 15 IR

www.fortinet.com.cn
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Fortinet /A ]

System >
Name: | winaDg0232 |
Authentication v
Primary server name/IP: 192.16850.232 Port: 389
& User Account Policies >
(B Use Zero Trust tunnel | [ Please Select] v
& User Management >

® Use secondary server
Base distinguished name: dc=fortiad.dc=com Q Browse

+& Portals > | Bind type: s 2T
=& Remote Auth. Servers Ml Username: Administrator@fortiad.com Password: snsassss

General
Server type: Microsoft Active Directory OpenLDAP/GSuite Novell eDirectory/Others Apply template
LDAP

W Add supported domain names (used only if this is not a Windows Active Directory server)

& Legacy Self-service Portal  »

RADIUS
OAUTH Query Elements
User object class: person
SAML d
& RADIUS Service 5 | Username attribute: sAMAccountName
& TACACS+ Service o Group object class: group
& LDAP Service , | Obtain group memberships from: User Pl Group attribute
& OAuth Service N Group membership attribute: memberOf
ﬁ SAML IdP (W Force use of administrator account for group membership lookups
>
72 FAC Agent Secure Connection
&3 gen >
® Enable
Fortinet SSO Methods >
Monitor Windows Active Directory Domain Authentication
>
. & Enable
Certificate Management »
Kerberos realm name: FORTIAD.COM
Logsi
OBEINe ? | Domain NetBIOS name: FORTIAD
FortiAuthenticator NetBIOS FAC640GA111
name:
Administrator username: samil
Administrator password: sesssnee

B Allow Trusted Domain

Preferred Domain Controller
Hostname:

mportusers “ Concel
F4% _F1H FAC NetBIOS )44 7 LA Ak = R 25 i /2 115 IE i A UL .
bE 4n 2L ORAE FAC NetBIOS 35247 138 Fid IF H. AD 3 i e s B0 A
XA 47
o WRCAIEATT, HEM BRI ENERKS, H
2T FAC Bk, AREMEHUE SRS, WL AUR N AE

2 FAC NetBIOS % “F.

e

o f&# FAC N debug H &

&« (& O & nttps://192.168.91.115/debug/winad_mon/

Service: | WinAD Monitor ] Debug kit: & Upload a file Max. log files size: 10 MBE  w

Showing the last 100 lines

2@823-83-168T16:36:17.450836+88:88 FACE4@GAG44 winad_mon[1368]: * test wbinfo ping for server 1
2823-93-18T16:36:18.128527+083: 88 FACE48GAG44 winad_mon[1368]: ** CHILD signal *#
2823-83-18T16:37:18.176887+85: 90 FACE40GA644 winad_mon[1l368]: * test wbinfo ping for server 1
2823-93-18T16:37:18.551093+03: 900 FACS48GAG44 winad_mon[1368]: ** CHILD signal *#*
2823-83-18T16:38:18.896166+83: 00 FACE40GAG44 winad_mon[l368]: * test wbinfo ping for server 1
2823-83-18T16:38:19.572058+88: 80 FACE48GARA4 winad_mon[1368]: ** CHILD signal *#
2823-83-16T16:39:19.622818+88: 88 FACE48GAG44 winad_mon[1368]: ¥ test wbinfo ping for server 1
2823-83-18T16:39:28.294391+88: 80 FACE48GAGA4 winad_mon[1368]: *¥ CHILD signal **
2@823-83-16T16:48:28.342754+88: 88 FACE48GAG44 winad_mon[1368]: * test wbinfo ping for server 1
2823-83-18T16:408:21.815218+858:88 FACE48GAR44 winad_mon[1368]: ** CHILD signal #*#
2823-83-18T16:41:21.852146+88:88 FACG48GAG44 winad_mon[l368]: #* test wbinfo ping for server 1
2823-93-19T16:41:21.721936+03: 00 FACG48GAG44 winad monl13687: ** CHILD signal *#
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B a WRA G e AL 8, 752 A FAC PN FAC BR AD 3%
28] 38 TR SCR A3 T IX A [ R

2.8 HA A-P 0 TE L 8 37 Bl i B AN [A) 25

B o BRI FAC W2 15 B S AR AR T — 2
%3k FAC [ 24T, ping — X3 FAC (1% BLHLIE;

PN FAC HYE FREE R OC, KdE FAC ZIA) 1 Lokl T2 15
1EH, FAC Z 1A S 2T 0k 1AL vpn J83E, {FH UDP
port 720 Al 169.254.0.x bk AEIN, — ki FHLHb
hksE 169.254.0.1, & HLHLIEZ 169.254.0.2, XA HbdE
A LLE A ping 18;

e & — N FAC B HA debug H & ,

https://fac ip/debug/slony/

2.9 HA LB #5002 i a7 s e B AN [F] 28

K7 FAC Z A J& 554 % T UDP port 721 3E TR, FAC T itk

iy I AR SRR

K 7% FAC 2 [A] 34T UDP port 1194 (K3, FAC 2 &) &1~ i

FEAT I

WS B PEAG W f, AT LAYE LB Node ffJ”HA Status” JT T 54

7”Reconnect” KB i LB,

AJLATE LB node [f] https://fac Ib_node ip/debug/Ib/ TTTHI:

7 LB Node 5 Master 2 [H] il 7 1] debug H &;

WA BCE N [F 25, AT LAE LB Node [fJ”HA Status” JT T 54

i”Rebuild Tables” >k H! & e & = [F] 25,

e TH[DLYE LBnode ff https://fac b node ip/debug/lb sync/ T E LB
Node 5 Master 2 [a] (BC & [P 1Y debug H &;
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