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 ׃

FAC(FortiAuthenticator) ᵬ ҹ Ғ ҙ Ⱶ

Radius/Portal/Saml/OAuth ,  ԅ FAC

ץ ѿ֓ ⌠ ѿ֓ ‗ № .  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

FortinetῈ                           5  / ῍112                 www.fortinet.com.cn 

ѿ. FAC ∆  

1. FAC License 

1.1 ԍ FAC VM License, ץ support ҉Ҋ , Ύ ҩ

ᴪ ip , FAC VM licenseӊ ᴪ ҩ ip

, ҩ ip ץ FACᴋᵥѿҩ ip ; 

 

1.2 FAC ḱ ҩ ip , Ӈ ᾢ support ḱ ҩ

ip , Ҋ license, FAC҉ḱ ip , ῀

ҩ license. 

 

 

1.3 ӯ FAC ᶏ token license ӄ . 

1.4 HA ӊ token license ץ ῍֣, ΐᵣ HA

. 

1.5 FAC token licenseҍ FAC ↓ , token license

CS teamẠ ᵬ. 

1.6 FAC Ҋ ҉ᴰ FAC License 
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1.7 FAC status License ῏Ḥ  

 

 

2. FAC ∆  

2.1 ῏  

FAC פ Ҋ, FAC , : 
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: , ⌠ FAC GUI , Ҋ

Ҋ ҙⱵ . 

 

 

2.2 FACῒ Ḥ  
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FAC ץ , FAC Hostname/ Ḥ  

 

, FAC , ↕ ᴪ ֓ . 

 

DNS : 

֓ wpa2 , FAC ⱴ῀⌠ , DNS Server

Ạ AD ץ , AD Ӟ DNS Server , ץ FAC 

DNS AD DNS Server. 

 

 

 

 

2.3 SMTP  

֓ FAC SMTP ᴆ , email token

FTM token ᴆ. 

, ᶏ ѿҩ ᴆ : 
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: SMTP ץ ₯҉ έ¢Ŝǎǘ /ƻƴƴŜŎǘƛƻƴέ ѿҊ, 

SMTP ᵬ; 

 

ҹ ᶏ . 

 

 

 

 

 

2.4 FAC SNMP ῏  

ץ FAC snmp TRAP: 

 

:FAC snmp read-only, Ҋ ᶛҹ FAC token

: 
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3.  

FAC҉ Ҍ , / /Social

/ ץ MAC . 

 

 

3.1  

⇔ FAC ץ , ⇔

, Ḥ , token; 

 

: 

⇔ , ץ REST API

└: 
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: 

⇔ , ⱴ ҩֲḤ : 

 

 

ԅ ѿ֓ Ḥ ץ , № token: 
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№ token ץ , Email/ Ḥ ⱳ tokenḤ

, token, ץ QR , 

≢ץ ҩ QR ( Ҍ

ᴆ): 

 

 

⇔ ץ , Ḥ : 
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Ḥ ץ ҉ , Ӟ ץ

; 

 

3.2 Remote  

Remote base Ⱶ ҉ , Remote

LDAP/Radius/SAML, remote LDAP ; 

:FAC ῀ Remote ҹԅ Ạ

└, group └, token , FAC

Ḥ ץ , FAC Ḥ

server ץ , ҉ , ᶏ FAC҉ ҩ Remote

Ḥ , Remote Ӟ ץ FAC Ạ ; 

 

Remote ץ ꜚ ῀, ғ ꜚ Remote № token: 

 

 

Ӟ ץ ԍ ↕ ῀ , ғ ץ ῀

ꜚ№ token: 

Ҋ ᶛҬ, LDAP Server҉ groupsaml Ҭ ῀
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⌠ FAC҉, ֓ ⱴ῀⌠ FAC҉⇔ groupsaml ҩ Ҭ: 

 

 

3.3 MAC  

FAC MAC ץ , Portal MAB Bypass ץ ,

FAC҉ ꜚ ꜚ ⱴ MAC  (Portal + MAB Bypass); 

 

 

 

3.4  

FAC҉ ץ Ҍ ԍҌ : 
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ԍ Remote LDAP , ⱴ῀ ҈ : 

i. ԍ ꜚ ↕, ῀ ꜚ ῀⌠ Ҭ 

 

 

ii. ꜚ ῀ ⱴ῀⌠ group 
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ԍ҉ ң ץ , , : 

 

 

 

iii.  

ѿ ԍ Remote LDAP AD Ⱶ ҉  

Ḥ : 

 

έ ¦ǎŜǊ ǊŜǘǊƛŜǾŀƭέҹέ {ǇŜŎƛŦȅ ŀƴ [5!t ŦƛƭǘŜǊέ,

,FAC ᴪᶏ έ[5!t ŦƛƭǘŜǊέ׆ LDAP server҉ ѿ

Ҋ Ḥ . 

ᶏ Ҭ group Ҍᴪ , ҹ

Ḥ : 

 

 

iv. radius  

group vlanḤ radius 

 

group : 
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vlanḤ : 

 

 

, radius policyҬ , FAC ᴪ
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groupҬ radius : 

 

 

3.5 Remote ↕ 

FAC׆ Ⱶ ҉ ץ , ԍ ↕ Ҍ

. 

i. ↕(LDAP filter) 

↕ ѿҩ : 

        

 

 

LDAP Server҉ ѿҩ , ᶏ έ{Ŝǘ 

DǊƻǳǇ CƛƭǘŜǊέΣ ץ ⌠ ↕: 

    

 

 

↕ ᶏץ , έ¢Ŝǎǘ CƛƭǘŜǊέѿҊ
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↕ , ₯έ¢Ŝǎǘ CƛƭǘŜǊέԍ ╠

↕Ҋ LDAP Server҉ , Ӟ ץ : 

 

FAC ↕ , Ҋ : 

https://community.fortinet.com/t5/FortiAuthenticator/Technical-

Tip-LDAP-filter-syntax/ta-p/197063 

Ҍ ԍ group , 

vpn ldap server ҉ ҹ

accessTitle=vpn,  

↕ ldap filter ץ ҹ: (accessTitle=vpn); 

ץ ԍ ldap server҉ ṿ ῀, 

ldap server ѿҩ ṿ vpnAccessLevel, Ҍ ṿҌ

ץ ,2 ,1 , Ҋ filter ῀

: (vpnAccessLevel=1); 

 

 

ii. № token 

https://community.fortinet.com/t5/FortiAuthenticator/Technical-Tip-LDAP-filter-syntax/ta-p/197063
https://community.fortinet.com/t5/FortiAuthenticator/Technical-Tip-LDAP-filter-syntax/ta-p/197063
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: № FTM token,p

emailḤ token ᴆ , Ӈ

Ӟᴪ ; 

 

iii. ↕  

LDAP Server҉ Ҍ ⱴ, 

ԍ 30№  

 

 

iv. ꜚⱴ῀  
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v. ῏ԍ ꜚ −  

FAC ԍ ↕ , ԍ group , 

ldap server҉ ׆ ҩ group− , 

Ӈ ꜚ ꜚ ҩ ↕ , FAC ԍҊ ↕∞

FAC҉− ҩ , Ҋ ңҩ ᴆ ᴪ׆

FAC҉− ҩ : 

¶ ҩ ׆ ldap server҉ ҩ group− ԅ, ғ

ҩ ↕ , ldap server Ҍҹ , ldap server҉

ԍ ҩ group, ғ ҩ FAC≢

↕ ῀  

¶ ҩ ↕ , ldap server ҹ , ғ

↕ ԅϦtǊƻŎŜŜŘ ǿƛǘƘ ǊǳƭŜ ŜǾŜƴ ǿƘŜƴ ǊŜǎǇƻƴǎŜ ŜƳǇǘȅέ 

Ҋ Ҭ ῏: 

 

ץ Ҋ , Ҍ− FAC : 
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: ҹԅ ҹ FAC҉ ldap server ,  

ldap server҉ ҹ ᵬ ׆ ldap server҉  

֓ Ҭ− , FAC ldap Ӟ ׆ FAC҉−  

֓ ldap , ↕ ҉ έ 5ƻ ƴƻǘ ŘŜƭŜǘŜ 

synced users when they are ƴƻ ƭƻƴƎŜǊ ŦƻǳƴŘ ƻƴ ǘƘŜ ǊŜƳƻǘŜ ǎŜǊǾŜǊέΤ 

ץ ᾧ − , ҩ , FAC҉  

֓ Ҍ ԅ ғӞҌ ldap server҉ԅ, ץ ׆ꜚ FAC҉− 

֓ Ȃ 

 

3.6 ̓͂ ԍ Radius Realm  

i. Realmѿ FAC ѿҩ , ԍ №

. 

Realm ҈ : 

           username@realm 

           realm\username 
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realm/username 

 

ii. Realm ѿҩ realm : 

 

 

Name ҩ . 

Ҋ realm , domaina.com domainb.comץ local: 

 

Radius Ⱶ policyҊẠҊ : 

 

¶ ῀ ҹ username

username@domaina.com , FACᴪ domaina.com  

¶ ῀ ҹ username@domainb.com , FAC

ᴪ domainb.com  

¶ ῀ ҹ username@local , FACᴪᶏ

FAC local  
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3.7 FortiToken ᶏ  

FAC token Fortitoken ᴆ (FTK), Fortitoken mobile(FTM), 

email token, SMS token. 

¶ FTK: FTK , Ҍ Ạ token ᵬ 

¶ FTM: ҉ Fortitoken Mobile app, 

⌠ token ᴆ , ᶏ Fortitoken Mobile app

token 

¶ Email token: , email token , ↕ FACᴪ

token, ץḂ Ạ token ; 

¶ SMS token: FAC Ḥ ῏ , , 

Ḥ , ↕ FACᴪ token, ץḂ Ạ

token  

 

i. Token ῀ 

ԍ ᴆ FTK token, ῀ token ↓ : 

 

 

ԍ FTM token, ӯ FTM token license , ᴪ ⌠ѿҩ

token pdf ᴆ, ῀ token . 
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License ᴆ ᶛ: 

 

Ҋ ῀ : 

 

: token license ӄ , ᵖ ҉׆ license ᴆҬ ץ ⌠,token

, ╠ token; 

: 

FAC ңҩᾧ FTM token, Ҋ : 
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FAC HA , ᾧ tokenᴪ − , Ҍ ᶏ . 

 

ii. Token  

token ץ ⌠ token ᶏ ’: 

 

 

Token : 

Available: ╠ token № , №  

Pending: ╠ token ᴆ , 

token 

Lock: ῤ token, ↕ token ҹ Lock

, Ҋ ץ ҩ token . 
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Assigned: token ╠ № , ԍ ᶏ  

 

4. LDAP Server  

FACҍ LDAP Server , FAC҉ LDAP Server: 

 

: FAC LDAP Server , ѿҩ LDAP 
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Server administrator FACҒ ᶏ , ↕ ᴪ ҹ

ҩ FAC ldap server҉ ׆ ,

FAC҉ − ῀⌠ FAC҉ ldap server҉ Ȃ 

 

i. ₯έ.ǊƻǿǎŜǊέҍ FAC  

ii. ’Ҋ FACҍ LDAP Server ⱴ ,

ץ , LDAP έ{ŜŎǳǊŜ /ƻƴƴŜŎǘƛƻƴέ 

iii. LDAP ᶏ Ҍ pap , Ӈ έ Windows Active 

Directory Domain AuthenticationέΣ FACⱴ῀⌠ AD . 

Ҋ ץ FACⱴ῀⌠ AD : 

 

 

5. ӥ ῏  

5.1 FAC https ӥ 

ױ FAC FACᵬҹ portal server, portal , 

ᴪ ₮ ӥ : 
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ҹ FACᶏ https server ӥ, Ҍ Ὲ CA ,

ץ ₯ Ḃץ FAC, ῀ ҈ https ӥ, 

Ҋץ ץ ῀ ҈ https server ӥ: 

 

i. ῀ ҈ CA ӥ: 

 

 

ii. ῀ ҈ SSL ӥ: 
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iii. ῀ https server ӥ 

Ҋ ╠ ῀ CA ӥ Server ӥ: 

 

 

: ӥ ῏ ץ , ῀ server ӥ⌠ FAC , 

ӥҬ , FAC҉ : 

 

 

 

5.2 SMTP ӥ 

Ạ FAC SMTP , SMTPᶏ STARTTLS , 

Ҋ ῀ SMTP mail server ʊ CA ӥ: 
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: Ⱶ ῀ CA ӥ Ҭ ӥ. 

Ҋ KB Ҋ SMTP server ӥ: 

https://community.fortinet.com/t5/FortiAuthenticator/Technical-Tip-

Configure-Microsoft-Office-365-SMTP-as-Mail-server/ta-p/214959 

 

5.3 ᶏ FAC ≢ Ҋ ӥ 

ᶏץ FAC ≢ Ҋ ӥ, ᶏ FAC

Ҋ https server ӥ. 

 

i. ⇔ CA ӥ 

 

https://community.fortinet.com/t5/FortiAuthenticator/Technical-Tip-Configure-Microsoft-Office-365-SMTP-as-Mail-server/ta-p/214959
https://community.fortinet.com/t5/FortiAuthenticator/Technical-Tip-Configure-Microsoft-Office-365-SMTP-as-Mail-server/ta-p/214959
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⇔ , ῀ ҩ CA ӥ. 

 

ii. ԍ CA ӥ⇔ Ⱶ ӥ 

⇔ ѿҩ ԍ Server ӥ: 
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҉ CN DNS ѿ , 

⇔ , ῀ ҩ ӥ. 

 

iii. ῀ CA ӥ 

⌠ ῀ CA ӥ 
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ӥ ῀ : 
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iv. ῀ ӥ: 
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ӥ ῀ ⱳ : 

 

 

5.4 FAC Ҋ SAML ӥ 

ҍ FAC Ạ SAML Ṝ, Ạ SAML SP, FAC

Ạ SAML IdP, ׆ FACҊ SAML ӥ ; 
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i. ҍ҉ 5.3 ѿ , Ҋ CA ӥ⌠ ҉. 

ii. FAC҉⇔ Server ӥ Ҋ Ҋ . 

 

 

iii. ῀ Server ӥ 
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῀ ⱳ : 

 

 

6. HA  

FAC ң HA , HA A-P HA ςLB  

6.1 HA A-P ׃  
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HA A-P: Һ , ѿ ңҩFACӊ ԋ , FAC ҹPrimary

Secondary; 

A-P ңҩ FACӊ : 

¶ ѿ  

¶ ᴆ ѿ  

¶ licenseѿ  

¶ A-P Cluster ѿᴍ Token license 

Һ Ҋ, ңҩ FAC ץ Ҍ , 

Һ ; ᵖ ҩ Cluster ѿҩҙⱵ ip , ԍ radius 

clientᶷ radius server ip . 

 

6.2 HA A-P  

: 

 

FAC port1 ҹҙⱵ , FAC port2ҹ , Ӟ ᵬҹץ ; 
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Cluster Primaryᶷ : 

 

 

Cluster Secondaryʊ : 

:Secondary FAC GUI № ; 
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,Ҍ έ Node-{ǇŜŎƛŦƛŎ 5ŜŦŀǳƭǘ DŀǘŜǿŀȅέΣ ҹ

FAC . 

 

6.3 HA A-P  

Cluster Primary ᶷ HA : 

 

 

 

 

Cluster Secondary ʊ HA : 
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6.4 HA A-P HA ℗  

 

A-P ℗ ңҩ∞ ᴆ, ѿҩ , ѿҩ ; 
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Heartbeat interval: 

: ᵝ 0.1 , ҹ , ҹ 10

1  

Heartbeat lost threshold: 

ҡ ṿ 

(  X ҡ ṿ) ῤ

, ↕ HA℗ ; 

Һ , ↕ ᴪ℗ ⌠ Active ; 

ᵬ HA , ↕ ᴪ Һ  

 

Monitored interfaces stability period: 

:  

Ӟѿ ᴪ HA ; 

Active FAC , ,Active FAC ҹ Slave

,Slave FAC ҹ Active  

 

A-P Һ , , ᴨᾢ Һ

Active . 

i.  

ᵬ Ҋ, Һ ᵬ Active, ᵬ Slave, 

Һ , ᴪ ᵬ Active , Һ ꜚ , Һ ᴪᾢ ҹ Slave

׆ , 5№ , Һ ᴪῬ ҹ Active

; 

ii.  

ᵬ Ҋ, Һ , 30 ,ᴪ

HA, ᴪ ᵬ Active , Ῥ ῀Һ , 30

,ᴪ HA,Һ ᴪ ℗ ⌠ Active ,Ҍ 5№
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Ῥ . 

, HA ℗ , FACҺ Ҍᴪ ԍ ᵬ , 

FACῤ ₃ Ạѿ֓ῤ ᵬ, ֓ ᵬ FAC

ԍ ᵬ . 

 

6.5 HA A-P HA  

׆ FAC status ץ ⌠ HA ῏ : 

 

HA ץ Ҭ : 

 

 

 

 

6.6 HA LB ׃  

HA LB: ҺҺ , ѿ FACӊ Ҍ ѿҩ , ҈ ; 

LB ץ ҹ ңҩ ᵬ FAC, p LB Slaveᴪ׆ LB 

Master ѿ֓ ῏ ; 

 
































































































































