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3. RESH
3. 1. BI& VPC M1/

VPC, BI—ANEHT M.

%3 Services> VIRTUAL PRIVATE CLOUD- Your VPCs, fiili Create VPC.,

VPC Your VPCs Create VPC

Create VPC i

AVPC is an isolated portion of the Amazon Web Services cloud populated by Amazon Web Services objects, such as Amazon

EC2 instances.

VPC settings

Name tag - optional
Creates a tag with a key of "Name' and a value that you specify.

wangxiang-vpcl

IPv4 CIDR block Info

| 10.0.0.0/1¢|

IPv6 CIDR block Info
© No IPv6 CIDR block
Amazon-provided IPv6 CIDR block

Tenancy Info

Default v

B 58 K-

Q selectaVPC
o v weco v | sumte v ipvacior 1Pv6 CIDR DHCPoptionsset @ | Mainroute table Main
VIRTUAL PRIVATE
LPHRY [ wangxiang-vpcl Vpc-06010793150f2eef0 © Available 1000.0/16 dopt-34dc235d rtb-0f814bbf6d39a75ee ad-0

Your VPCs
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& Services> VIRTUAL PRIVATE CLOUD- Subnets, 17 Create Subnet.

VPC Subnets Create subnet

Create subnet .«

VPC

VECID

Create subnets in this VPC.

vpc-0e010793150f2eef0 (wangxiang-vpc) L 4

Associated VPC CIDRs

IPv4 CIDRs
10.0.0.0/186

Subnet settings
Specify the CIDR blocks and Availability Zone for the subnet.

Subnet 1 of 1

Subnet name
Create a tag with a key of "Name' and a value that you specify.

wangxiang-vpcl-public-1a

The name can be up to 256 characters long.

Availability Zone Info
Choaose the zone in which your subnet will reside, or let Amazon choose one for you.

China (Ningxia) / cn-northwest-1a v

IPv4 CIDR block Info
Q 10.0.0.0/24 X

[ HE, B HAD = private T
B TE .

Q Selecta VPC

Name Ao Subnetid v state v veC v IPVACIDR v IPVECIDR v AvailableIPvdaddr... v Availability Zone
VIRTUAL PRIVATE

ey T-privatel-Ta B b 1 © Available VpC-000107931502¢efO | wa... | 10.0.1.0/24 - 251 Chonorthwest-Ta
Your VPCs wangxiang-vpcl-private2-1a [ subnet-00110cb9df0af65b1 © Available Vpc-0e010793150f2eef0 | wa. 1002024 - 251 cn-northwest-1a
Subnets wangxiang-vpc1-private3-1b subnet-09f37bb13d4ag15fc © Available Vpc-0e010793150f2eef0 | wa. 1003.0/24 - 251 cn-northwest-1b
Route Tables New wangxiang-vpc1-publici-1a subnet-094152dbfaef6fed0 © Available VpC-06010793150f2eef0 | wa... 100.00/24 - 251 en-northwest-1a
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3. 2. G& IGW

VPC M IGW 4 f83/7 1) Internet.

1% Services> VIRTUAL PRIVATE CLOUD-> Internet gateways, siili Create

Internet gateways.
VPC Internet gateways Create internet gateway

Create internet gateway e

An internet gateway is a virtual router that connects a VPC to the internet. To create a new internet gateway specify the name
for the gateway below.

Internet gateway settings

Name tag

Creates a tag with a key of 'Name' and a value that you specify.

| wangxiang-vpcl —IGWI

FEERIBIZE R VPC1.,

© new VPC Experience

T, | Internet gateways (1/1) w [ crete intemet atemay_|
R Q View details ) ®
VPC Dashboard
Fiterby vEC [ search: wanguiang-voct X | [ ctear fitters
Y «
Q sekectavee Name v Internet gateway ID v state v vecip Manage tags v
Your VPCs
Subnets
Route Tables New
Internet Gateways
VPC Internet gateways Attach to VPC (igw-0f1532ffed07fbfa0)
Attach to VPC (igw-0f1532ffed07fbfa0) i«
VPC
Attach an internet gateway to a VPC to enable the VPC to communicate with the internet. Specify the VPC to attach below.
Available VPCs
Attach the internet gateway to this VPC
Q, vpc-0e010793150f2eef0  vpcl X
» Amazon Web Services Command Line Interface command
Cancel Attach internet gateway
I o S
B TE o
Q selecta VPC
Name v Internet gateway ID v State v VPCID
v ‘é{gLLIJ}AL PRIVATE | wangxiang-vpc1-IGW igw-0f1532ffed07fbfa0 @ Attached vpc-0e010793150f2eef0 | wangxiang-vpcl
Your VPCs
Subnets

Route Tables New

Internet Gateways
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3. 3. #3& FortiGate

1% $E Services>EC2->Instances, sty Create Instance.
X B 1% FortiGate v6.4.6 [ As .

1.ChooseAMI 2. Choose Instance Type

igure Securty Group 7. Review

. ; Cancel and Exit
Step 1: Choose an Amazon Machine Image (AMI) ancel and Ext
/AnAMI is a template that contains the software configuration (operating system, application server. and applications) required to launch your instance. You can select an AMI provided by Amazon Web Services, our user community, or the Amazon Web Services Marketplace: or you can select one of you
own AMIs.

Q fortigate X

tems Manager parameter

Quick Start (0) 1109 0f 9 Products

My AMIs (0)

Amazon Web Services
Marketplace (9)

FATINET  Fortinet FortiGate Next-Generation Firewall (BYOL)

Previous versions | By &

Linux/Unix, Other 6.4.6 | 64-bit (<86) Amazon Machine Image (AMI)| Updated: 7126121

FortiGate 242 T—

SSUIPSec VPNISE, SD-WAN CPEF—SUST—RImIUER. Garner i) gfuTM|

RS, BARERE

Community AMIs (12) F=WRTRSERN, = . REHSE SN EE. 5, FortiGate FRISSLIPSec VPN R T .
More info
¥ Categories
. Y E:I‘JA N N Sva Yo
:
sz XH 5.xl
i priniEs , X c5.xlarges
] c5large 2 4 E8S only Yes Up to 10 Gigabit Yes
s ¢5.9xlarge 36 72 EBS only Yes 10 Gigabit Yes

SR E, e VPC1 A7 publicl-la.

1. Choase AMI

2 Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 3: Configure Instance Details

Configure the instance fo suit your requirements. You can launch multiple instances from the same AMI, request Spot instances to take advantage of the lower pricing. assign an access management role to the instance, and more

Number of instances (i

Purchasing option (i

Netwerk (i

vpc-0e01079315072eef0 | wangxiang-vpc1 4] C create new vPC

Subnet (i

subnet-094152dbfaef6fed0 | wangxiang-vpci-publici

Create new subnet

251 IP Addresses available

Aute-assign Public IP (j Disable “

Placement group (i [ Add instance to placement group

Capacity Reservation (j Open ¥} C Create new Capacity Reservation
Domain join directory (i No directory #) Q@ Create new directory
1AM role (i None 4 C Create new 1AM role

CPU options (i) [ Specify CPU options

Shutdown behavior Stop <

Stop - Hibernate behavior ClEnable hibernation as an additional stop behavior

Enable termination protection [ Protect against accidental termination

Monitoring

CJEnable Cloudwatch detailed monitoring
Additional charges apply.

EBS-optimized instance

Tenancy

Shared - Run a shared hardware instance <
Additional charges will apply for dedicated tenancy
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BRASL] R —He & eth0, XF FortiGate portl #%1, eth0 2 H 34 bk,
WA LLFBhfaE, X HEAEE 10.0.0.10.

+ Network interfaces @

Device | Network Interface Subnet Primary IP Secondary IP addresses IPVE IPs
eth0 New network interface v subnet-094152dt v 10.0.0.10 Add IP The selected subnet does not support IPv8

because it does not have an IPv6 CIDR.

WA LLiE N Add Device R II—HM K ethl, XfM FortiGate port2 #1-1 .

~ Network interfaces

Device = Network Interface Subnet

Primary IP Secondary IP addresses IPVE IPS
eth0 New network interface v subnet-094152dt v 10.0.0.10 Add 1P The selected subnet does not support IPv8
because it does not have an IPv6 CIDR
eth1 [Mew network interface | [subnet-0dsddsdtv| [ 10.0.1.10 Add IP

The selected subnet does not support IPVe
because it does not have an IPv6 CIDR.

WINA7fE, SR WA il H &,
RILF| FAZ 80 syslog FR55 45 o

1. Choose AMI

R FortiGate 75 B RiE HE, @il

2 Choose Instance Type 3 Configure Instance ~ 4.Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 4: Add Storage

Your instance will be launched with the following storage device settings. You can attach additicnal EBS volumes and instance store volumes to your instance, or

edit the settings of the root volume. You can also attach additional EBS volumes after launching an instance, but not instance store volumes. Learn more about
storage options in Amazon EC2

Volume Type Device (1) Snapshot (1) size (GiB) () Volume Type (1) 10PS (i) :;:;:f"?“‘ Delete on Termination (i) Encryption (i)
0}
Root Idevisdat snap-Odbcdibcleddatssh  [2 ] [General Purpose SSD (gp2) V] 100/3000 NiA Not Encrypted -
EBS v] [/devisdb v| [searen (case-insensit] (20 ] [General Purpose SSD (gp2) v| 100/3000 N/A Not Encrypted - Q
3 —y il i BN/, 5
~ S
M\JJD*/T\‘;\L NN ™=k gl o
1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review
Step 5: Add Tags
Atag consists of a case-sensitive key-value pair. For example, you could define a tag with key = Name and value = Webserver. Learn more about tagging your Amazon EC2 resources.
Key (128 characters maximum) Value (256 characters maximum) Instances fetsonc =
& & Interfaces (i)
[Name | [wangxiang-vpe1FGT [x]

Add another tag (Up to 50 tags maximum)

Bl % 44 fgt-external-secgroup, *f1/E B FortiGate 75 %84T 22 443 ¥ 1 %
ICMP,  HAth iy TR HE MV 28 75 SR 84T

1.ChooseAMI 2 Choose InstanceType 3. Configuelnstance 4 Add Storage 5. AddTegs 6. Configure Security Group 7. Revie

Step 6: Configure Security Group

Asecurity group s a set of firewallrules that contrl the trafcfor your instance. On this page, you can add rules to allow specific rafic to reach your instance. For example,ifyou want o set up a web srver and allow Internat raffc o reach your instance, add rules that allow unrestricted access to the HTTP and HTTPS ports. You can
create a new security group or select fom an existing one below. Leam more about Amazon EC2 security groups.
Assign a security group: ® Create a new security group

O Select an exi

security group
Security group name:

[oretemarsecgroup

Description:  [This securtty group ias generated by AWS Marketplace and s based on recomn]

Type (i Protocol (i Port Range (i Source (i Description (i

SSH ) TCP 2 [Custom _v] (00000 [e.g_SSH for Admin Deskiop | 9
Tcp a3 [Cwbn V) (00000 6.9 SSH for Adrin D )
(ATTCWP-Pv~] icMP. 0-65535 Custom ] [CIDR, 1P or Securtty Group (.9 SSHi for Admin Deskiop ] @
Add Rule.
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B key, BUEEFH CCLAEN key, FEBHH.

Select an existing key pair or create a new key pair X

Akey pair consists of a public key that Amazon Web Services stores, and a private key file that you
store. Together, they allow you to connect to your instance securely. For Windows AMIs, the private key
file is required to obtain the password used to log into your instance. For Linux AMIs, the private key file
allows you to securely SSH into your instance. Amazon EC2 supports ED25519 and RSA key pair types.

Note: The selected key pair will be added to the set of keys authorized for this instance. Learn more
about removing existing key pairs from a public AMI.

[ Choose an existing key pair ~|
Select a key pair
[wangxiang-ninxia | RSA ~|

B acknowledge that | have access to the corresponding private key file, and that without this
file, | won't be able to log into my instance

Cancel Launch Instances

B, SEf ID & i-0faa2e4be8ebdde’ds

Tags Name v Instance ID Instancestate v Instancetype v Status check Alarm status Availability Zone v Public IPva DNS v PubliclPv.. v  ElasticIP
Limits ‘ © Rumning @@ cSxlarge @ 2/2 checks passed Noalarms 4+ cn-northwest-13 = = =
v Instances .
Instances N
Instance Types Instance: i-Ofaa2e4bc8ebade84 (wangxiang-vpc1-FGT) - X
Launch Templates
Spot Requests Details Security Networking Storage Status checks Monitoring Tags
Reserved Instances
Dedicated Hosts ¥ Instance summary ~info
Capacity Reservations Instance ID Public IPv4 address Private IPv4 addresses
v Images i-0faa2edbc8ebadesa (wangxiang-vpcl-FGT) - 1000.10

e 10010
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3.4. Z4H

R AT, AT DL 5
&, FortiGate S WA L ) %2

Limits

AR NHT 1Y) fgt-external-secgroup.

BIEIE PN E . A Name (4 FK, fET

Name & Networkinterfaceld v  Subn.. v VPCID v AvailabilityZ... v Security groups v Description v nstance..v  Status v Pub.. v  Primary private IP\1
» instances wangdang-vpct-fot1-port1 eni subnet.0. 7 1 g e i © inuse 100011
wangdang-vpct-fot1-port2 enie. subnet.0, = s @nue - 100111 o
» images
. »
» Elastc Block Store
v Network & Security EEE

Security Groups Select a network interface above
Elastic IPs

Placement Groups

Key Pairs

Network Interfaces

AWS 2412 TR L1, T FortiGate port2 111 & , port2 Xt W & H1 P ] 71 )

iz, R port2 172 4 2H B4 TUE
B 2422 fgt-internal-secgroup.

Limits

Name v SeaitygrouplD v Securitygroupname v VPCID v Description v Owner v inboundrulescount v Outbound rules count v
» Instances = 15002e2f0 (2 321536109689 1 Permission entry 1 Permission entry S
» Images
» Elastic Block Store
v Network & Security B EE
Security Groups 5g-0cb1428084f660dcS - fgt-internal-secgroup
Elastic 1Ps
Placement Groups Details | inbound rules | Outboundrules | Tags
Key Pairs
Network Interfaces
» Auto Scaling Q 0 @
Name v Security group rule... v 1P version v Type v Protocol v Port range v Source v Description v
] sgr-053029e27dc5beds  1Pva Al raffic Al Al 0000/0 - .
[ g i X
ZU4 port2 B2 2244
B4 po Ho
© NewE2Eperiencs . Network interfaces (1/2) ioto acions » | I
EC2 Dashboard Q Associate address ’ @
Fvents 1-fgtiport] X THigti-por2 X | [ Clear filters Disassociate address
Tags Change termination behavior
Limits 2 Name 4 NetworkinterfacelD v Subn.. v VPCID v AvilabilityZ.. v Security groups v Description v instance... v RGeSy o iy private 1Py
» Instances wangiang-vpcT-fot-port1 enicc subnet.0. Vpc-06010793 I interface -0 || change source/cest. check |11
wangdang-vpc1-fgt1-port2 eniC subnet-0. = i< Manage tags i .
» Images
‘ __Chanae descrintion D
» Elastic Block Store
v Network & Security EE®
Security Groups i o [ f

Elastic IPs

Details | Flowlogs | Tags

Placement Groups
Key Pairs

Network Interfaces Nasatle
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Change security groups info
Amazon EC2 evaluates all the rules of the selected security groups to control inbound and outbound traffic to and from your
instance. You can use this window to add and remove security groups.

Network interface details

Network interface ID

eni-{

Associated security groups
Add one or more security groups to the network interface. You can also remove security groups.
Q

Security groups associated with the network interface (eni-058bbef3c524af52e)

Security group name Security group ID

[ fot-internal-secgroup 5g-0cb1428084f660dc5
JRE—
B EE K

rags

imits Name 4 Networkintefaeld v Subn.. v VPCID v AvailabilityZ... ¢ Security groups v Description v instance..v  Status v Pub.. v Primary private P\
> Instances wangiang-vpc-fgt1-port] enit subnet-. (T © Inuse 100011
wangriang-vpcT-fgt1-port2 eni-0. subnet-0. Vpc-06010793. en-northwest-Ta - (B @ nuse - 100111 s
» Images ; R
» Elastic Block store
v Network & Security =2
Security Groups Select a network interface above
Elastic IPs

Placement Groups
Key Pairs

Network Interfaces

#E: FortiGate 25 it A By JChisk S 0 it B HEAT b, o SRl 22 4 % KRR,
W] LRF FortiGate (45T i 11 #8 B SR VRBTA 1) 42 424
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3. 5. B IP

1 FE Services> Network & Security=> Elastic IPs, £t Allocate Elastic IP address.

EC2 Dashboard
Events
Tags

Limits
» Instances

» Images

» Elastic Block Store

¥ Network & Security
Security Groups

Elastic IPs

Elastic IP addresses (1/1)

Q

[ public 1Pv4 address: 69.234.243.163 X |

Name

Clear filters |

v Allocated IPvaadd... v Type

v

Allocation ID v

Associated instance ID

1 ]

Private IPaddress v Association ID

‘ wangxiang-vpci-ft-port1

69.234.243.163 Public IP

eipalloc-0f6263583010b226 =

KECHE TP 2 FortiGate portl 211, EJJ FortiGate JE$2 Internet )22 (X Hubik gt &

1% 1P, &Edizsf 1P, i Action—> Associate Elastic IP address.

EC2

Elastic IP addresses

Associate Elastic IP address

Associate Elastic IP address

Choose the instance or network interface to associate to this Elastic IP address (69.234.243.163)

Elastic IP address: 69.234.243.163

Resource type

Choose the type of resource with which to associate the Elastic IP address.

Instance

© Network interface

/A If you associate an Elastic IP address to an instance that already has an Elastic IP address associated, this

previously associated Elastic IP address will be disassociated but still allocated to your account. Learn more[}

Network interface

Q, eni-0e8c68765d32eaced

Private IP address

FGT port1iZ[id

The private IP address with which to associate the Elastic IP address.

Q 10.0.0.10

Reassociation

Specify whether the Elastic IP address can be reassociated with a different resource if it already associated with a resource.

Allow this Elastic IP address to be reassociated

Cancel
Tags [ public 1Pua address: 69.234243.163 X | [ clear ftters
Limits
Name v Allocated IPv4 add... ¥ Type v Allocation ID v Associated instance ID ¥ Private IP address ¥ Association ID
» Instances
‘ ‘wangxiang-vpcl-fgt-port1 69.234.243.163 Public IP ipall 26 i-0f [£] 10.00.10 eipassoc-0b07206f8c427f
> Images : 0
» Elastic Block Store
B =
v Network & Security
69.234.243.163
Security Groups
Elastic Ps Summary | Tags
Placement Groups
Key Pairs
Summary
Network Interfaces
» Load Balancing Allocated IPva address Type Allocation ID Association ID
69.234.243.163 Public IP eipalloc-0f62635¢83010b226 9 eipassoc-0b07206f8c427f202

» Auto Scaling

Scope
vPC

Network interface owner account ID
321536109689

Associated instance ID
i-Ofaa2edbc8ebadess

Public DNS

Private IP address
10.0.0.10

NAT Gateway ID

Network interface ID
eni-0e8¢68765d32eaced

Address pool
(3 Amazon
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3. 6. AWS B{HR

I VPC J&, BRINSNZ VPC Bl —sk Eg 3R, BRAKEL 1% VPC KT 1
P

Q selecta VPC
Name v Route table ID v Explicit subnet associat. .. Edge associations Main ¥ VPC

w VIRTUAL PRIVATE

cLouD = rth-0f814bbf6d39a75ee = = Yes vpc-0e010793150f2eef0 | wangxiang-vpcl

Subnets

Route Tables
Internet Gateways rtb-0f814bbféd39a75ee

Egress Only Internet

Details Routes Subnet associations Edge associations Route propagation Tags
Gateways 9 propag: 9

DHCP Options Sets
Elastic IPs
Routes (1)

Endpoints

Endpoint Services Q Both v
NAT Gateways

Peering Destination v Target v Status v Propagated
Connections
10.0.0.0/16 local @ Active No

» CEAIDTTY

X B G public % M1 1 private 2% H1# T AWS P25 #& H .
i%&F& Services> VIRTUAL PRIVATE CLOUD- Route tables, g7 Create Route
table.

VPC Route tables Create route table

Create route table e

A route table specifies how packets are forwarded between the subnets within your VPC, the internet, and your VPN
connection.

Route table settings

Name - optional
Create a tag with a key of 'Name' and a value that you specify.

wangxiang-vpcl-public-rtb

VPC
The VPC to use for this route table.

vpc-0e010793150f2eef0 (wangxiang-vpc1) L
Tags

Atag is a label that you assign to an Amazon Web Services resource. Each tag consists of a key and an optional value. You can use tags to
search and filter your resources or track your Amazon Web Services costs.

Key Value - optional

Q, Name X Q, wangxiang-vpc1-public-rtb X
Add new tag

You can add 49 more tags

Cancel
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B% public B 1 CEL public 7MW, BRIABEHIER IGW:

Q selectaVPC

Name v Routetable D v Explicitsubnetassociat...  Edge associations Main v vec
v Z{';Lll')“ PRIVATE wangxiang-vpe1-public-rtb rtb-026f58e530076293d subnet-094152dbfaef6f. = No vpc-0e010793150f2eef0 | wangxiang-vpcl
Your VPCs
Subnets
Route Tables Ne B E @
Internet Gateways rtb-026f58e5a0076293d / wangxiang-vpc1-public-rtb
Egress Only Internet ; .
R Details Routes. Subnet Edge Route Tags
Gateways
DHCP Options Sets
Elastic IP:
. Routes (2
Endpoints
Endpoint Services Q Both v U @
NAT Gateways
Peering Destination v Target v Status v Propagated v
Connections e
10.0.0.0/16 local @ Active No
» SECURITY
0000/0 @ active No
rth-026f58e5a0076293d / wangxiang-vpc1-public-rth
Details Routes Subnet associations Edge associations Route propagation Tags
Explicit subnet associations (1)
Subnet ID v IPv4 CIDR
subnet-094152dbfaef6fed0 / wangxiang-vpc1-public1-1a 10.0.0.0/24
A% pri i ‘ iG u|
private private ’ H[A] FortiGate port2 :
Your VPCs Name v Route table ID v Explicit subnet associat... Edge associations Main ¥ VPC
Subnets wangxiang-vpcl-private-rtb rtb-0e0b19014c9999715 3 subnets = No Vpc-0e010793150f2eef0 | wangxiang-vpcl
Route Tables
Internet Gateways
Egress Only Internet .
Gateways
rth-0e0b19014¢9999715 / wangxiang-vpc1-private-rth
DHCP Options Sets
Elastic IPs Details Routes Subnet associations Edge associations Route propagation Tags
Endpoints
Endpoint Services
NAT Gateways Routes (2)
Peering Q Both v
Connections
» SECURITY
, VIRTUAL PRIVATE Destination v Target v Status Propagated
NETWORK (VPN) 10.00.0/16 local @ Active No
> GATEWAYS 0.0.0.0/0 eni-0b343e88899682354 [4 [ @ Active No

rth-0e0b19014c¢9999715 / wangxiang-vpc1-private-rtb

Details Routes Subnet associations Edge associations Route propagation Tags

Explicit subnet associations (3)

Q

Subnet ID v IPv4 CIDR
subnet-0d5d49db032845211 / wangxiang-vpc1-private1-1a 10.0.1.0/24
subnet-00110cb9df0afe5b1 / wangxiang-vpc1-private2-1a 10.0.2.0/24

subnet-09f37bb13d4a815fc / wangxiang-vpc1-private3-1b 10.0.3.0/24
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3. 7. 1459 FortiGate

Https 15 M FortiGate:

[ERSRRY

i H hitps://69.234.243.163 (344 IP) VjlA] FortiGate, MK'5 x& admin, ZSELIAZ

L ID. ISR, BRI R B .

G A F==2 | 69.234243.163/logindisclaimer

admin

GG, Yo AR SEUF Y license, S license <= H J& FortiGate.

FortiGate VM License

License is invalid for current VM configuration. Upload a new license or
reconfigure the VM.

Upload License File

0/0

Selectfile | @ FGVMOSTM “lic
FortiGate & 3 %) .
@ Dashboard ¥ [ 4 AddWidget
Security System Information i~ ||Licenses (B 173.243.1
Network Hostname FGVMOSTM21002969 [~} FortiCare Support
Users & Devices Serial Number  FGVMO8TM21002969 © Firmware & General Updates
WiFi irmware A, i
. Firmwar v6.4.6 build1879 (GA) © Ips
Mode NAT o
FortiView Sources @ AntiVirus
System Time  2021/09/16 02:08:49
FortiView Destinations @ Web Filtering
Uptime oo:00:0:33 0 T
FortiView Applications FortiToken
o i WAN IP B 69.234.243.163 :
FortiView Web Sites

FortiView Policies B


https://69.234.243.163/
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Enter Secure Shell Password

admin@&9. 234, 243, 163 reguires a password.

Flease enter a password now,

Username: | admin

Password: | ITI1111T]

[ ]save pazaword

>
Cancel
Skip

—MgiEd key 9772

Cess otions 3.163 >
Category:
w  Connection 55H2
Logon Actions
v 55H2 Hostname: |69.234.243. 163
SFTP Session
: 22
Advanced port
Host KEY_ Firewall: Mane e
“ Port Forwarding
Remote /11 Username: | admin
“ Terminal o
“ Emulation Authentication
Modes | Publickey - Froperties. ..
Emarcs [+ keyboard Interacove
Mapped Keys Password e
Advanced GESAPT
LW 1
Public Key Properties
() Uze global public key setting (®) Uge session public key setting oK
Session settings
(®) Use identity or certificate file keyﬁg?% Cancel
I "wWangxiang-ninxia. pem | D
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3.8. YR/ Hirk e

B> EC2 SEBIHT S BRASIAT IR B ARKE B o X RS S 8106 UM FE A8 B YA
AR PSR B A AR . (B4, NAT Sy s 20 BN AR R B H Ar ot A B i A0k
FEEHE L. R, FortiGate SEF) 2044 FIYR/ H AR 15 .

Tags Name A Instance ID Instancestate v Instancetype ¥  Status check Alarm status. Availability Zone v PubliclPvd... v  PubliclPv4.. v  ElasticIP v
Limits wangxiang-vpc1-FGT i-0faa2edhcBehdde8d © Ruming @Q  cSxarge ©2/2checkspassed  Noalarms 4 cn-northwest-1a - 69.234.243.163 69.234.243.163
Launch instances i D
v Instances
Launch instance from template
Instances Comnect
Instance Types Instance: i-0faa2edbc8el siop instance GT) X

Launch Templates Start instance

Spot Requests Details Security Reboot instance Btus checks Monitoring Tags

Reserved Instances Hibernate instance

Dedicated Hosts ¥ Instance summary info | Terminatenstance
Capacity Reservations Instance ID Instance settings s Public IPv4 address Private IPv4 addresses
» images (il Networking »| Attach network interface 53 | open address [2 100010
security > Detach network interface 100110
» Elastic Block Store Image and templates » |[ change source/destination check
1Pv6 address Public Pvd DNS
> Matworka Secaity i Monitor and troubleshoot | Disassociate Elastic IP address °
T Manage P addresses
EC2 Instances i-Ofaa2edbc8ebd4e8s Change source / destination check

Source / destination check info

Each EC2 instance performs source and destination checks by default. The instance must be the source or destination of all the traffic it
sends and receives.

Instance I1D
i-0faa2edbcBebd4e84 (wangxiang-vpc1-FGT)
Network interface Info

eni-0b343e88899682354 (wangxiang-vpc1-fgt-port2)

eni-0e8c68765d32eaced (wangxiang-vpcl-fgt-port1)

Source / destination checking Info

Stap

(@ If this is a NAT instance, you must stop source / destination checking. A NAT instance must be able to send
and receive traffic when the source or destination is not itself.

¥ Amazon Web Services CLI Command

aws ec?2 modify-instance-attribute --instance-id=i-@faaZedbcBebddedd --no-source-dest-
check
Copy
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3.9. FortiGate EC B Y& NAT

FortiGate ERiA<> DHCP 3REL AWS 7 e [ Hhhik i #% e 22 4 -

ortiGate VM64-AWS FGVMO08TM21002969

@ Dashboard >

. % FortiGate VM64-AWS 1
XA Security Fabric >

2]
# Network v I " %‘

# st | 8 Dette | [scamn a
Packet Capture
Name % Members IP/Netmask = Administrative Access =
SD-WAN Zones
802.3ad Aggregate
SD-WAN Rules 8 gt @
Performance SLA [E] H Physical Interface @
Static Routes M port1 [ Physical Interface 10.0.0.10/255.255.255.0 PING
HTTPS
Policy Routes SSH
RIP FMG-Access
OSPF [ port2 [® Physical Interface 10.0.1.10/255.255.255.0 PING

FGVMO8TM21002969 # get router info routing-table all
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
0O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, EZ - OSPF external type 2
i - IS-IS, L1 - I5-I5 level-1, L2 - I5-I5 level-2, ia - IS-IS inter area
* - candidate default

Routing table for VRF=0

S 0.0.0.0/0 [5/0] wia 10.0.0.1, portl
C 10.0.0.0/24 s directly connected, portl
C 10.0.1.0/24 is directly connected, port2

BLE 10.0.0.0/16 NS HFE M 10.0.1.1. AWS JEILER i ) 2% i skl AR 1
[R5 —ANHbdE, port2 £ 74 10.0.1.0/24, R EEF0LER 2 ik /2 10.0.1.1.
& Dashboard > # Edit || T Cone || & Delete | | [Searen al

¥k Security Fabric >

& Network

Destination < Gateway IP < Interface < Status =

Interfaces

100.0.0/16 10011 ¥ _port2 © Enabled

DNS

Packet Capture
SD-WAN Zones
SD-WAN Rules

Performance SLA

JiC B 77 K RS

& Dashboard > | [ CreateNew | ¢ Edit | @ Delete | [ Q PolicyLookup | [ Search ‘ Q ‘ A By Sequence

S Security Fabric >
Name Source Destination Schedule ‘

& Network Service Action NAT Security Profiles Log Bytes
etwor >

£ System PRy ] = port2— 18 port1 @
B Policy & Objects V| test RBan =al [ always @ AL + ACCEPT © Enabled Il cefault o U™ 0B
default
Firewall Policy = ot
[N certificate-inspection

1Pv4 DoS Policy @)
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3.10. FortiGate ECE H [ NAT

A LU FH port1 2 L A5 H A NAT, 0] PLolid — AN Bl ) TP KA H 7 NAT .
F portl £: O bk H B NAT:
i & VIP, external Hilik/Z 10.0.0.10, internal i+ 10.0.2.10

@ Dashboard > sEi m [Search la]
3K Security Fabric >
+ e N Name & Details ¢ Interfaces & Services ¢ Ref. &
onn B o T ——————————
|5 Policy & Objects . @p2 100.0.10 — 10.0.2.10 (TCP: 8000 — 80) O any
Firewall Policy
1Pv4 Do Policy
Addresses
Internet Service Database
Services
Schedules

Virtual IP:

P B BJ5 K s i ) VIP:

@ Dashboard > # Edit | @ Delete | [Q Policy Lookap | | Search Q] Interface Pair By Sequence

X Security Fabric >
 Network Name Source Destination Schedule Service Action NAT Security Profiles Log Bytes
etwor
& System ] 8 port1—H port2 @
B Policy &Objects test2 Sal @ pc2 @ always @ALL  ACCEPT © Disabled default O U™
I3 default

certificate-inspection

1Pv4 Dos Pl
sty 8 port2 i port1 @
Addresses =
MR 1P SR E B NAT:
H
SCA, Networking>M IP add

] ) SEA5 etworking->Manage IP addresses

Tags Name v Instance ID Instancestate 4 Instancetype ¥  Status check Alarm status Availability Zone ¥ Public IPv

Limits ‘ wangxiang-vpcl-FGT i-Ofaa2edbcBebasess 5 xlarge @ 2/2 checks passed  Noalarms =+  cn-northwest-1a =

. Launch instances

¥ Instances Launch instance from template

Instances New Connect

Instance Types Instance: i-OfaaZe4bc8eb44e84 (wangxiang-y Step instance

Launch Templates Start instance

Spot Requests Details Security Networking Storage | Reboot instance ng Tags

Reserved Instances — Hibernate instance

Dedicated Hosts ¥ Instance summary Info Terminate instance

Instance settings >
Capacity Reservations Instance ID A acked Private IPv4 addresses
) ) Networking »>| Attach network interface
» Images i-OfaaZeabcBebddess pel-FGT) 10.0.0.10
Security »| Detach network interface
10.0.1.10
» Elastic Block Store Image and templates »| Change source/destination check
1PY6 address Monitor and tr » | Disassaciate Elastic IP address Public IPv4 DNS

P Network & Security - T OFu |Manage P addrems' -
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EC2 Instances i-Ofaa2edbc8ebade8d Manage IP addresses

Manage IP addresses info

Assign or unassign IPv4 and IPvé addresses to or from an instance's network interfaces,

® To assign additional public IPv4 addresses to this instance, you must allocate Elastic |P addresses and
associate them with the instance or its network interfaces.

¥ eth0: eni-0e8c68765d32eaced - Primary network interface - 10.0.0.0/24
IPv4 addresses

Private IP address Public IP address

10.0.0.10 69.234.243.163

| 10.0.0.11 Undo |
Assign new IP address

P ethl: eni-0b343e88899682354 - 10.0.1.0/24

Allow secondary private IPv4 addresses to be reassigned
Allows you to reassign a private IPv4 address that is assigned to this instance to another instance or
network interface.

Cancel m
10.0.0.11 &G B TP 1, K4S e TP SeBesd it TP 4 1) LLI%E 2 Internet. 47

B TP FF ¢k 10.0.0.11.

EC2 Elastic IP addresses Associate Elastic IP address

Associate Elastic IP address

Choose the instance or network interface to associate to this Elastic IP address (52.83.138.72)
Elastic IP address: 52.83.138.72

Resource type
Choose the type of resource with which to associate the Elastic IP address.

Instance
© Network interface

/\ If you assaciate an Elastic IP address to an instance that already has an Elastic IP address associated, this
previously associated Elastic IP address will be disassociated but still allocated to your account. Learn more[£

Network interface

Q eni-0e8c68765d32eaced  port1EMIID X

Private IP address
The private IP address with which to associate the Elastic IP address.

Reassociation
Specify whether the Elastic IP address can be reassociated with a different resource if it already associated with a resource.

Allow this Elastic IP address to be reassociated

Cancal
EC2 Dashboard
Events
. Elastic IP addresses (1/2) Allocate Elastic IP address
Limits Q 1 ®
> Instances
[} Name v Allocated IPv4 add... ¥ Type v Allocation ID v Associated instance ID ¥ Private IP address ¥ Association ID
> Images ‘ [wangriang-vpci-fgt-porti-11 52.83.138.72 Public IP ‘eipalloc-Of6ac05e3e00c64aa i-Ofaaze4bcBebddesd (3 100011 | eipassoc-0e42bc196315f
» Elastic Block Store wangxiang-vpc1-fgt-port1 69.234.243.163 Public IP 1l [£] 10.00.10 eipassoc-0b07a06{8cd27f
. »
v Network & Security
Security Groups
- B ®

Elastic IPs



F:=RTINET AWS ¥ FortiGate

BiC# VIP, external Hulik/& 10.0.0.11, internal Hilik /& 10.0.3.10:

& Dashboard > # Edit| W Clone | @ Delete | | Search [a]
3 Security Fabric >
4 Network N Name & Details & Interfaces & Services ¢ Ref. <
Ia Policy & Objects @ pc2 10.0.0.10 = 10.0.2.10(TCP: 8000 —* 80) O any 1
Firewall Poliy 100011 = 100310(TCP:2222 = 22) | 0 any )
1Pv4 Dos Policy
Addresses
Internet Service Database
Services
Schedules

irtual IPs

e FEL 917 K et SRS -

& Dasticars ’ ¢ e |8

Q Policy Lo} Search la] e By Sequence

3K Security Fabric >
ey X Name Source Destination Schedule Service Action NAT Security Profiles Log Bytes
etwor >
@ System o [Brmistimnt)
B Policy & Objects test2 Ban @pc2 18 always AL v ACCEPT © Disabled P cefault O U™ 408
I3 defautt
Firewall P " 1 "
N certificate-inspection
1Pv4 DoS Poli¢
o [tests 2 all @ pc3 | (S always DAL v ACCEPT O Disabled P cefault o U™ 0B
Addresses m
default
Internet Service Database [EEN certificate-inspection

FGT 54 NIC1, Rl port] 22 4=4H. fgt-external-secgroup HGE 8000 Al 2222 iX PN}
PO TN

Limits Name v SecuritygroplD v Securitygroupname v VPCID v Description v Owner v Inboundrulescount v Outbound rules count v
» Instances - 15012eef0[Z fot-extemal-secgroup 321536109689 5 Permission entries 1 permission entry S
» Images

» Elastic Block Store

v Network & Security
59-08613eacd32415261 - fgt-external-secgroup
Security Groups
Elastic IPs Details | Inboundrules | Outboundrules | Tags
Placement Groups
Key Pairs

Network Interfaces
Inbound rules (5)

Manage tag Edit inbound rules.

v Load Balancing

Q <1 @
Load Balancers
Target Groups e Name v Security group rule... v 1P version v Type v Protocol v Portrange v Source v Description v =
» Auto Scaling - sgr-0d4dab1378ced1d. 1Pv4 [ custom 1ce TP 8000 0000/0 | -
= sgr-Oce216bba7a73eecs 1Py SsH P 2 0000/0 =
- sor-0009e0aatcTbsacsh  IPud [Coomrer o po) o000 | B
- 59r-0184618f90373ba. 1Pya HTTPS TP 443 0000/0 -

- sr-0852caacdalaf80s0 1Pva ALICMP - 1Pva icMp All 0000/0 - =
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4. SR

WA PC W R

Tags Name A Instance ID

ne v PubliclPv4.. v  PubliclPvd..
Limit: pcl-pci-la 10602 ~ 10.0.1.20

wangxiang-vpc1-pe2-Ta i-07dae93431321f6b7 - 100210

wangxiang-vpc1-pc3-1b 1-05201a73222f4¢005 - 100310

H ¥ NAT JU3R:
ssh 52.83.138.72 2222 i [a] 1E &

+ ec2-user@ip-10-0-3-10:~ X

[ec2-user@ip-10-0-3-10 ~1% ifconfig eth0

eth0: flags=4163<UP_.BROADCAST,RUNNING,MULTICAST> mtu 9001

netmask 255.255.255.0 broadcast 10.0.3.255

1net :24ff:fedf:121c  prefixlen 64 scopeid 0x20<Tink>
ether 06 63 24 : df 12:1c  txqueuelen 1000 (Ethernet)

RX packets 55101 bytes 76831166 (/3.2 MiB)

RX errors 0 dropped 0 overruns 0 frame 0

TX packets 12128 bytes 1402480 (1.3 MiB)

TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

http://69.234.243.163:8000 15 [ IEH o

<« C @ O A 69.234243.1638000 oo

— -
Welcome to nginx on Red Hat Enterprise Linux!

This page is used to test the proper operation of the nginx HTTP server after it has been installed. If you can read this page, it means that the web server installed at this site is working properly.

Website Administrator

This is the default index. htnl page that is distributed with nginx on Red Hat Enterprise Linux. It is located in fusz/share /nginx/htnl.
You should now put your content in a location of your choice and edit the zoot configuration directive in the nginx configuration file /etc /nginx/nginx. cont.

For information on Red Hat Enterprise Linux, please visit the Red Hat, Inc. website. The documentation for Red Hat Enterprise Linux is available on the Red Hat, Inc. website.

NGINX S

Y8 NAT JUR:
ping 114.114.114.114 1E%

[ec2-user@ip-10-0-3-10 ~]% ping 114.114.114.114

PING 114.114.114.114 (114.114.114.114) 56(84) bytes of data.
64 bytes from 114.114.114.114: icmp_seq=1l tt1=80 time=34.7 ms
64 bytes from 114.114.114.114: Hicmp_seq=2 ttl1=81 time=34.5 ms
64 bytes from 114.114.114.114: Hicmp_seq=3 ttl=/8 time=34.6 ms
64 bytes from 114.114.114.114: Hicmp_seq=4 ttl1=/9 time=34.6 ms
AC

-—— 114.114.114.114 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 8ms
rtt min/avg/max/mdev = 34.510/34_.587/34.671/0.059 ms
[ec2-user@ip-10-0-3-10 ~1% B
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] 10.0.3.10 7E kAR & 5% 2] 10.0.20.10, 1517 baidu 1EH -

sudo ssh -1 "wangxiang-ninxia.pem" ec2-user(@10.0.2.10

[ec2- usér@?b 10-0-3-10 ~]$ sudo ssh —i wahgx1angfnﬂnx1a.pem" ecl2-user@l0.0.2.10
Last login: Th ep 16 12:00:06 2021 from 10.0.3.10
[ec2-user@ip{10-0-2-10 1% curl www.baidu.com

<!DOCTYPE htmT>
<! --STATUS OK--»<html> <head><meta http-equiv=content-type content=text/html;charset=utf-{

me=referrer><link rel=stylesheet type=text/css href=http://sl.bdstatic.com/r /www/cache/bd:
Occ> <div id=wrapper> <div id=head> <div class=head_wrapper> <div class=s_form> <div clas:
bd 10901 png width=270 height=129> </div> <form id=form name=f action=//www.baidu.com/s c
me=ie value=utf-8> <1nput type= h1dden name=f wvalue=8> <input type=hidden name=rsv_bp valu
alue=baidu><span class="bg s_ipt_wr’ ><1nput id=kw name=wd class=s_ipt wvalue maxlength=255
ubmit id=su value=HE—F class="bg s_btn"></span> </form> </div> </div> <div id=ul> <a |
://www.ha0123.com name:tj_trha0123 class=mnav>haol23</a> <a href=http://map.baidu.com nam
class=mnav># #li</a> <a href=http://tieba.baidu.com name= tj trtieba class=mnav>M5ME</a> <mnt
;U= http£3A£2F£2Fwww baidu.com%2f%3fhdorz_come¥%3d1l name=tj_login class=1b>&EF</a> </noscr
71og1n&tp1 =mh&u="+ encodeURIComponent (window.location.href+ (window.location.search =
</script> <a href=//www.baidu.com/more/ name=tj_briicon class=bri style="display: b]ock =
> <a href=http: //home.baidu.com>3=F HE</a> <a href=http://ir.baidu. com>about Baﬂdu</a>
/>{EFA B EeliE</a>&nbsp; <a href=http://jianyi.baidu.com/ class=cp-feedback>&E W=z HE</a:
iv> </div> </div> </body> </html>

[E]3E 10.0.1.20 7 ) A5 M 2 1E 5

[ec2 user@1p 10- 0 3 10 ~]$ sudo ssh -i "wangxiang-ninxia.pem"” ec2-user@10.0.1.20
Last login: Th 12:26:10 2021 from 10.0.3.10
[ec2-user@ip{l0- 0 1 2 ~]1% curl www.haol23.com

<IDOCTYPE htmT><html><head><noscript><meta http-equiv="refresh" content="0; URL='/?__no
"_b]ank"><meta charset="utf-8"/><meta http—equiv:x—UA—Compat1b1e content:"IE:edge,chrom
dns-prefetch” href="//s1.haol23img.com’ /><11nk rel="dns-prefetch" href="//s0. ha01231mg
refetch" href="//imgl.haol23.com"” /><meta name="keywords" content="_LE[[ S#m1, rjﬁhj—ﬁé
FEEh" /><meta name="description"content="haol232 E?Eééfjftﬁﬁfjﬁh}ir#J?EﬁquCJ; €ﬁ= Z

, Mhbhaol23FF45. "/><scr1pt>w1ndow.HAO=window HAO| [ {};window.HAO. https = false;windo

></style><script>{(function (win) {var HAO = win.HAO = win.HAO |1 {};HAO.domainMap = {"h
com","https:\/\/dgssl.bdstatic.com\/5eNldDebRNRTm2_p8IuM_a": "http:\/\/sl1.haol23img.com"

Fima ram" "httne -\ N\ Sdacsel hdcetatic coam\ SShuyed n HVUSSARFRIL v N - "hittn- A A Yerl hanl 235
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