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FGT1 3R] (AZ-12)
Port AWS primary address
Portl 10.0.0.11
Port2 10.0.1.11
Port3 10.0.2.11
Port4 10.0.3.11
FGT2 #iik#R] (AZ-1b)
Port AWS primary address
Portl 10.0.10.11
Port2 10.0.11.11
Port3 10.0.12.11
Port4 10.0.13.11
WA PC
PC 475 I ik
PC2 10.0.4.20
PC3 10.0.5.20




F:ERTINET

AWS 5 AZ % FortiGate HA

4, BB B

4.1. A& VPC. FMF0 IGW

f# VPC.

Q Selecta VPC

Name v veci v state v Pvacor v IPeCDR v DHCPoptionsset v Mainroute table v MainnetworkACL v
v
VIRTUAL PRIVATE wangxiang-vpc2 vpc-003580624fa76d6ae © Available 10.000/16 =
cLoup «
Your vcs
Q Selecta VPC
2 Name v Subnetid v sute v wec v Pvacor 1PV6 CIDR v addresses v itability
VIRTUAL PRIVATE TT57507 [oLEEg Tve OO0 = T
cLoup b © Available VPe-003580624fa76d6ae | wa 100.1.0/24 = 250 en-northwest-1a
ourpes wangxiang-vpc2-ha-1a subnet-08ec94b6f8c666461 © Available Vpc-003580624fa76d6ae | wa. 100.2.0/24 - 250 cn-northwest-1a
Subnets 'wangxiang-vpc2-mgmt-1a subnet-0781dc85511a00dcf @ Available Vpc-003580624fa76d62e | wa. 10.03.0/24 - 250 cn-northwest-1a
Route Tables e b 2d5b2199ceba © Available Vpe-003580624fa76d6ae | wa 10040/24 - 251 en-northwest-1a
Intenet Gateways Wangaangp2-private2 15 SUbnet-05271d55 117722022 © Avaiable Vhe-003580624Ta 76d6a¢ | wa 70050728 5 =5 rnortwest- 15
Zgress Only Internet br 167 © Available Vpc-003580624fa76d6ae | wa. 100.100/24 - 250 cn-northwest-1b
ateways
ibr @ Available Vpc-003580624fa76d6ae | wa. 10.0.11.0/24 - 250 cn-northwest-1b
DHCP Options Sets
clastic 1p: wangxiang-vpc2-ha-1b subnet-05a91abdc6c2929%4 @ Available Vpc-003580624fa76d62e | wa. 10.0.12.0/24 - 251 cn-northwest-1b
astic 1P
R [ wangiang-vpc2-mgmt-1b. subnet-0b707b8a439¢38765 © Available. pc-003580624fa76d6a¢ | wa 10013.0/24 B 251 cn-northwest-Tb
a1 IGW HoxBit v
IG 3 PC.
Q, Select a VP!
Name v Internet gateway ID v State v VPCID
v

VIRTUAL PRIVATE ‘ e Y

igw-0f867405edf6035a4

Attached

vpe-003580624fa76d6ae | wangxiang-vpe2

CLOUD
Your VPCs
Subnets
Route Tables New

Internet Gateways
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4.2. B IAM At

EC2 SEBIIR T M ta, A REMRIEBUIRE AP BRI B3I

Identity and Access Roles » | FGT-HA-Failove

Management (IAM) 1 Summary
Dashboard Role ARN  am:aws-cniam::321536109689:role/FGT-HA-Failover €

+ Access management Role description  Allows ECZ instances to call AWS services on your behalf. | Edit
User groups Instance Profile ARNs  arn:aws-cn:iam::321536109689:instance-profile/F GT-HA-Failover (7]
Users Path !

Creation time 2021-09-19 13:55 UTC+0800

Policies Maximum session duration 1 hour Edit
Identity providers —

Permissions Trust relationships Tags (1) Revoke sessions
Account settings

+ Access reports ~ Permissions policies (1 policy applied)

Access analyzer Attach pol

Archive rules

Policy name ~

Analyzer details

Credential report

Policy summary | {}JSON |

Search IAM
{
"ersion™:
Amazon Web Services account " ! i ot " ’
Statement™: [
ID:
{
3 "Action": N
"Effect™: B
"Rescurce":
B
{
"Effect™: N
"Action™: 5
"Resource":
b
{

"Effect”: N
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4. 3. A& FortiGate S48

R SEAF I B AT AE A5 1 & FGT 11 licenses
B FGT1, ##F FortiGate 514

1.Choose AMI 2 Choose InstanceType 3. Configure nstance 4. Add Storage. 5. Add Tags

Step 1: Choose an Amazon Machine Image (AMI)
ter i

6 Configure Securty Group 7. Review

Cancel and Exit

An AN is a template that contains syst and applications)
Q fortgate
Quick Start (0)
My AMis (0) FomATnEr  Fortinet FortiGate Next-Generation Firewall (BYOL)

ko (01645 Previous versions | By TS8R

tance. You can select an AMI provided by Amazon Web Services, our user community, or the Amazon Web Services Marketplace; or you can select one of your own AMIs,

x

‘Search by Systems Manager parameter

1109 of 9 Products

Amazon Web Services

Marketplace (9) LinuxUnix, Other 6.4.6 | 54-5i (x55) Amazon Machine Image (AM) | Updated: 772621
ForiGateSEF—tkia, BteassU = SD-WAN CPET—345% % 5=, 55 S = | SRSEAR
Commurity AMIs (12) BB FHLUSEAE. 5, ForiGate LAISSUI s

Moreinfo

SN RANE R PR, X BAE o5.xlarge.

o et dxlarge 16 3 EBS only Yes High Yes
o ot 8rarge E3 60 EBS only Yes 10 Gigabit Yes
S 5 large 2 4 EBS only Yes Up to 10 Gigabit Yes
] s 4 8 EBS only Yes Up to 10 Gigabit Yes
5 5 2xarge 8 16 EBS only Yes Up to 10 Gigabit Yes
B S I S TAM
5] o
1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 3: Configure Instance Details

Configure the instance to suit your requirements. You can launch multiple instances from the same AMI, request Spot instances to take advantage of t

Number of instances (i) |1 |

Purchasing option (i) uest Spot instances

Network ()

| vpc-003580624fa76d6ae | wangxiang-vpc2 3| C Create new VPC

Subnet (i) | subnet-05b9d4744811b2b04 | wangxiang-vpc2-publi 4§ |
251 IP Addresses available

Create new subnet

Auto-assign Public P (j) Disable hd

Placement group (i) [ Add instance to placement group

Capacity Reservation (j | Open #/ € Create new Capacity Reservation

Domain join directory (i) | No directory | O Create new directory
1AM role (i) (FGT-HA-Failover ) IC Create new IAM role
CPU options () O Specify CPU options
Shutdown behavior (7§ | Stop <

Stop - Hibernate behavior (i) [ Enable hibernation as an additional stop behavior

Enable termination protection (i) [ Protect against accidental termination

Monitering (i O Enable CloudWatch detailed monitoring

Additional charges apply.

EBS-optimized instance () Launch as EBS-optimized in:

ce

Tenancy (i) | Shared - Run a shared hardware instance 4|

Additional charges will apply for dedicated tenancy.

File systems (i) C Create new file system
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GUI G Sepli, e HAERIEPIBMIR, Fi /b Py E Al .

Device  Network Interface Subnet Primary IP Secondary IP addresses IPv6 IPs
eth subnet-05b9d47: v 10.0.0.11 Add 1P The selected subnet does not support IPv6
Xdhzport1 public-1a

because it does not have an IPv6 CIDR.

eth1 New network inferfacew| [subnet-Decalchev] | 100111 Add 1P The selected subnet does not support IPv6
FdRzport2 private1-1a because it does not have an IPvé CIDR.

© We can no longer assign a public IP address to your instance

« The auto-assign public IP address feature for this instance is disabled because you specified multiple network interfaces. Public IPs can only be assigned
to instances with one network interface. To re-enable the auto-assign public IP address feature, please specify only the eth0 network interface.

~ Advanced Details

Metadata accessible (i |Enabled 4|
Metadata version (j | V1 and V2 (token optional) 4|
Metadata token response hop limit (i (1 4|

User data

® As text O Asfile O Input is already basef4 encoded

(Optional)

WnfeEfd, B -HEH TERHE, R FGT REFEREHE, BiUKIE
3| FAZ 8% syslog l%5%5

Step 4: A_dd Storage

Your instance will be launched with the following storage device settings. You can attach additional EBS volumes and instance store volumes to your instance, or

edit the settings of the root volume. You can also atiach additional EBS volumes after launching an instance, but not instance store volumes. Leam more about
storage options in Amazon EC2

Volume Type (i Device (i Snapshot (i Size (GIB) (i Volume Type (i 10PS (i mg:lgh'l’”‘ Delete on Termination (i Encryptien (i
Root Idevisda1 snap-Ocbedibcleddalssh 2 General Purpose SSD (gp2 <] 10013000 MNA Not Encrypted v
EES ~ Tdevisds v Search (case-insensi 30 General Purposs S50 (gp2 ~] 100/3000 NA Not Encrypted )
Add New Volume
N l:] /\ ;>
IR 2
1.Choose AMI 2 ChooselInstance Type 3. Configure Instance 4 Add Storage 5. Add Tags

6. Configure Security Group 7. Review
Step 5: Add Tags

A tag consists of a case-sensitive key-value pair. For example, you could define a tag with key = Name and value = Webserver. Learn more about tagging your Amazon EC2 resources

Key (128 characters maximum) Value (256 characters maximum)

Network
Instances (i Volumes (| o O
[Name | [wangdangvpc2 FGT1 | Q

Add another tag (Up to 50 tags maximum)

B33 22 42 fgt-external-secgroup, X1 P FortiGate 7
ICMP, At S FUAR MY 55 75 5K AT

1.Choose AMI 2. Choose Instance Type

BT 22 443 ¥,

3Configuelnstance 4 AddSioage 5. AddTegs 6.Configure Security Group 7. Review

Step 6: Configure Security Group

Asacurity group is a set of frewall rules that control the traffc for your instance. On this page, you can add rules to allow specifictraffic to reach you nstance. For example, if you want to st up a web server and allow Interet raffc to reach your instance, add rules that allow unrestricted access to the HTTP and HTTPS ports. You can
create a new security group or select from an existing one below. Leam more about Amazon EC2 secuiy groups.

Assign a security group: ® Create a new security group

elect an existing securiy group

Securty group name: [ [GraismAsRcgrOn ]

Description:  [This securky group v WIS Marketplace and i based on recomn]
Type (i Protocol (i Port Range (i Source (i Description (i
SSH v Tcp 2 [Custom ) (000010 ] [c.g_SSH for Admin Deskiop ]
cP 7o) [Cmbrn ) (00000 ] [cg SSHIorAdmin Deskiop ]
[AITCHP-TPvv) icMp 0-65535 Cistom ) [CIDR. 1P or Securfy Group ] [cq. SSHfor Admin Deskiop ]
Add Rule

900
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O key, BUFEIERHCOEAEIEN key, F/8305LH
Select an existing key pair or create a new key pair Bt

Akey pair consists of a public key that Amazon Web Services stores, and a private key file that you
store. Together, they allow you to connect to your instance securely. For Windows AMIs, the private key
file is required to obtain the password used to log into your instance. For Linux AMIs, the private key file
allows you to securely SSH into your instance. Amazon EC2 supports ED25519 and RSA key pair types.

Note: The selected key pair will be added to the set of keys autherized for this instance. Leamn more
about removing existing key pairs from a public AMI.

|Choose an existing key pair |
Select a key pair
|wangxiang-ninxia | RSA v

| acknowledge that | have access to the coresponding private key file, and that without this
file, | won't be able to log into my instance.

Canco
B sE . FGT2 [FH,

Tags Name v Instance ID Instance state v Instancet.. v Statuscheck A.  AvailabilityZone v PubliclP... v Publi.. v  ElasticIP v V6. v v Seari.. v Keyn.. s
Limits

1 027 © Runing @@ cxarge ©22checkspassec 4 cn-northwest-1a - - - - d.. forexer wangia.
v Instances wangxiang-vpe2-FGT2 -0f240e879f5291993 © Ruming @@ e @2/2checkspasses 4 cr-northwest-Tb - - - - d.. fgreder wangia...
Instan
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R SR T DLA R B FGT SEFIOI 81, @il RN % a4 LMES ).
FortiGate S5 25 H: 5 432 13 FH 16 22 4= 2HL A A& M 22 1Y) ft-external-secgroup.

Limits

2 Name v NetworkinterfacelD v Sub VD v Avilabiltyz.. v [ Secority oroups o Descrption o instanc Status v Pub.. v Primary private Py :

» Instances . eni-0cds90s: subret0, s : - “0z71c95 @mnue - 100111
wanguiang-vpez-fgti-port2 eni-0s513902e2e1bbcsd___ subret-0 s Primary network nterface__-0271c95 @wme - 100011

» images - .

» Elastc Block sore

v Network & Security

Securty Groups

Etastic 1ps

Placement Groups

Key Pars

Network Interfaces B e

AWS LW 2R T 01, XFT FortiGate port2 [fij

Bz, R port2 1972 4 2H B4 TUE
B 22422 fgt-internal-secgroup.

Limits Name 2

SecuritygrouplD v Securitygroupname ¢ VPCID ©  Descrption ©  Ouner o inboundrulescount v Outbound rules count v

» Instances - 7 1 1 .

» Images

» Elastic Block store

v Network & Security = =

Security Groups 59-0ch1428084f660dLcS - fgt-interal-secgroup.

Elastic s

Placemant Groups Details | inbound rules | Outbound rules | Tags

Key pairs

Network Interfaces

» Load Balancing Inbound rules (1/1) C | [ Managetags | [ Edit inbound rutes

» Auto Scaling Q 0 @

Name v Securitygrouprule... v IPversion v Type v Protocol v Portrange v soure v Description v =

(@ - s P [ m o Goo0 5 -

B4 port2 #2111 22 4240 fgt-internal-secgroup.

(0] [+ ] I

1 @
Detach
Delete
Manage IP addresses I—— -
Associate address

© newEopeience ¢ Network interfaces (1/2) o

£C2 Dashboard Q

ks sorchs 0271 Oseaegeczide | [ Geaefiters

Tags

Units 2 Name v Networkinterfaceld v Subn.. v VPCID v AvailabiltyZ.. v Security groups ©  Description ° stnce..v St
» Instances aubnet0...  vpc-00358062 cnorthwest-a ftextemal-secoroup - 0271095, ©

) 5 Subnet0..  vpc00358062 crnorthwest-a_ fotextemalsecoroup Primary network interface 0271095, ®
» Images

Disassociate address

» Elastic Block Store

v Network & Security
Security Groups
Elastic s
Placement Groups.

Key Pairs

Change termination behavior

Change s

Change source/dest.check

Manage tags

Network Interfaces

EC2 > Network Interfaces  eni-0a51390ae2elbbc5d 5 Change security groups

Change security groups info
Amazon EC2 evaluates all the rules of the selected security groups to control inbound and outbound traffic to and from your
instance. You can use this window to add and remove security groups.

Network interface details

Network interface ID

eni-0a51390ae2e1bbesd

Associated security groups

Add one or more security groups to the networc inter face. You €an also remove sceurity groups.

Q

Security groups associated with the network interface (eni-0a51390ae2e1bbc5d)

Security group name Security group ID

fgt-intemal-secgroup 5q-0045512feﬂh55863(|

i port2 Xt I )& B Y [ A1 1
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Limits Name

Instances wangiang-vpe2-fgti-port
wangiang-vpe2-fgti-port2
Images

Elastic Block Store

Network & Security
Security Groups.
Elastic IPs

Placement Groups.

Network interface ID

eni-0cd590526¢249382¢

eni-0a51390ae2e1bbesd

v subn.. v VPCID

subnet-0.

Vpc-00358062.

Instance... v Status Primary private IPva 2y

© Inuse

v Availabilityz... v [ Security groups Description v Pub..

en-northwest-1a fgt-extemal-secgroup -0271c95. - 100.1.11

subnet-0.

fat- interface 027195, @ In-use = 100011

Key Pairs

Network Interfaces

FortiGate 75 EH &M AN 0, — HA # 10 port3, Hrad Xf N 11

=

e ot |

fgt-ha-secgroup, JHUHE port3 £ M E: (FGT1: 10.0.2.0/24, FGT2: 10.0.12.0/24) ]

IRER/A

Limits Name

Security group D ¥

Security group name v

VPCID Description Owner Inbound rules count v Outbound rules count

Instances

E bef

2 Permission entries 1 Permission entry

109689

Images

» Elastic Block Store

Network & Security
Security Groups

Elastic IPs

Details | Inbound rules

Placement Groups
Key Pairs

Network Interfaces
Load Balancing Inbound rules (2)
Load Balancers
Target Groups
Auto Scaling

Launch Configurations

Auto Scaling Groups.

59-0195b660108b21bef - fgt-ha-secgroup

Outbound rules | Tags

Security group rule... v
59r-00e541e41525713,
5r-05b523€02¢6463.

1P version v

Edit inbound rules

1 @

Type Protocol Port range v Source Description

1Pva

1Pva

Alltraffic All All

Al traffic Al All 100.120/24

100.20/24 |

fasen

— AN MGMT &

1 ICMP.

Limits

P port4, 3 i X B ) 22 4= 2 fgt-mgmt-secgroup, Jilill SSH, HTTPS

Name v SeritygouplD v Securitygroupname v VPCID v Description v Owner v Inboundrulescount v Outbound rules count v
» Instances 5 18 1500220 2 321536100689 5 Permission entries 1 Permission entry
» Images
» Elastic Block Store
v Network & Security EEE
Security Groups 59-06732800e8082b718 - fgt-mgmt-secgroup
Elastic IPs
Placement Groups Details | Inboundrules | Outboundrules | Tags
Key Pairs
Network Interfaces
» Auto Scaling Q 0 @©
Name v Seaitygrouprule.. v IPversion v Tye v Protocol v Portrange v Source v Description v
- sgr-Oafe3asfadc087fe 1Pua TS i s 0000/0 -
= 5gr-0a0fch3b9eBA0bTAS IPv4 ssH <3 2 0000/0 =
- 50r-006fb5042225823 1Pva ALICMP - v icMp Al 0000/0 -

# L« FortiGate 7 5 it A By i S o it B b AT F2 b, n SR Gk 22 A L% KRR,
A LU FortiGate FHT A i I #N. F SR VR BTAT 19 22 4= 41 .
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4.5. QMR

1 #¢ Services> Network & Security> Network interfaces, i Create Network
interface, fI% FGT1 [ port3 #2111, Z4=2Hik+¥ fgt-ha-secgroup, WIHE port4, NI

EFF fgt-mgmt-secgroup .

Create network interface

An elastic network interface is a logical networking component in a VPC that represents a virtual network card.

Details info

Description - optional
A descriptive name for the network interface

wangxiang-vpc2-fgt1-port3
Subnet

The subnet in which to create the network interface.

Q, subnet-08ec94b6f3c666461 X

Private IPv4 address
The private IPv4 address to assign to the network interface

Auto-assign
© Custom
1Pv4 address

Elastic Fabric Adapter
Enable

Security groups (1/5) info

Q 1 @
-] Group 1D v Group name v Description
5g-0900fbf9a1236bofff fgt-mgmt-secgroup fgt-mgmt-secgroup
5g-0045a12feBbas86ac fgt-intermal-secgroup fgt-internal-secgroup
‘ I 5g-0195b660108b2 1bef fgt-ha-secgroup fgt-ha-secgroup I ‘
5g-06699f0a1bb4b4885 fgt-external-secgroup This security group was generate...
hY iy = N Y Y Y Y S, Y Y
KELPE B FGT 920 . & 55 9CEL port3, port3 JRBERIN G, FIEX port4.
Tags B Name " Instance ID Instance state v Instance t... *
Limits B Bt B e R ~r —rr— —_ e
‘ wangxiang-vpc2-FGT1 Launch instances ) Running aa cS.xlarge
Inst:
¥ Instances wangxiang-vpc2-FGT2 Launch instance from template ® Running [c]<} cS.xlarge
Instances MNew 4
Connect
Instance Types .
Instance: i-0271c9569e86d24 sy instance )
Launch Templates
Start instance
Spot Requests
Details Security Netwo Reboot instance hecks Monitoring Tags
Reserved Instances
Hibernate instance
Dedicated Hosts
¥ Instance summary Info Terminate instance
Capacity Reservations. .
Instance ID Instance settings - Public IPv4 address
¥ Images -0271¢9569286244e (wangyi|_Networking > | [(Each netvork Tnterface ]
AMIs Security »| Detach network interface
Change source/destination check
w Elastic Block Store X Image and templates > nd ree/destinati
1P address Monitor and troubleshoot  » | Disassodiate Elastic IP address F
Volumes -
Manage IP addresses

Snapshots
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EC2 > Instances » i-0271c9569e86d244e > Attach network interface

Attach network interface info

You can create and configure network interfaces in your account and then attach them to instances in your VPC.

Instance ID
[ i-0271c9569e86d244e (wangxiang-vpc2-FGT1)

Network interface
Select a network interface to attach to the instance

‘ eni-0467deef52¢171442 (wangxiang-vpc2-fgt1-part3)

A Ifyou attach another network interface to your instance, your current public IP address is released when you

restart your instance. Learn mere about public IP addresses [4

Limits Name A Networkinterfaceld v SubnetiD

Cancel Attach

veciD v Securitygroups v Description v mst. v Sats v Pub.. Primary privat
» Instances T % T y Thera oI O e = 00T
P - 10271 @unue - 100111
» Images
fot1-port3 171442 fotports  -0271c. Q@ nue - 100211
» Elastic Block Store i0271c Q@ inuse 100311
e o o O N v T TooToT
v Network & Security
eni-083fe bnet-0ck ! - i0fad0.. @ Inwse - 1001111
Security Groups
en-03f 1-0fad0. Q@ nue - 1001211
Elastic IPs
f b hwest-1b f -0fad0... In-use 1
Placement Groups e © oo

Key Pairs

Network Interfaces
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4.6. B IP

QI 4 DNHPE TP, BRZAER 34, 54 LASZIGES Y, HA JERUE AT BURE .

BAMH R 3 AN 1P:

— /N3 TP JeHK FGT1 S245] NIC4 10.0.3.11, Bl FGT1 HA S # 1 port4.

—ANgATE TP SCHk FGT2 SEf NIC4 10.0.13.11, B FGT2 HA fIRSZ 4 #E 1 portd.

TN T I BN P L A TP LR B — A, CHE FGT HA 1 Master 554 (45T FGT1)
NIC1 fHidik 10.0.0.11.

G B B FGT2 F3dE: 1P:

—ANgEPE TP eIt FGT1 5245 NIC1 10.0.0.11, Bfl FGTI portl $11.

—ANgiE TP Bk FGT2 5249 NIC1 10.0.10.11, B FGT2 portl %M.

\\\\\\\\

nnnnnnnn
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4.7. 008 VPC BBHE

Public B FRERINEE HTEH IGW, SKEL public (10.0.0.0/24, 10.0.10.0/24) , ha
(10.0.2.0/24, 10.0.12.0/24) , mgmt (10.0.3.0/24, 10.0.13.0/24) 6 1.

VIRTUAL PRIVATE -] Name v Route table ID v Explicit subnet associat... Edge associat stions.
cLoun

Your VPCs.

Main v VPC

No Vpe-003580624fa7606a¢ |

Subnets No Vpc-003580624fa7662e |

B N

Egress Only Intemet rtb-045ceeS6alee72a5h / wangxiang-vpc2-public-rtb.

o e Routes (2

NAT Gateways Q Both T ®

;Ecuvurv 10.000/16 local © Active No
Network ACLs 0000/0 | | @naive No
rtb-045cee56alee72a5b / wangxiang-vpc2-public-rtb
Details Routes Subnet associations Edge associations Route propagation Tags
Explicit subnet associations (6)
Q

Subnet ID v IPv4 CIDR
subnet-08ec94b6fBcb66461 [ wangxiang-vpcZ-ha-1a 10.0.2.0/24
subnet-05291abdc6c2929%e4 [ wangxiang-vpc2-ha-1b 10.0.12.0/24
subnet-05b9d4744811b2b04 / wangxiang-vpc2-public-1a 10.0.0.0/24
subnet-090c65c8745334167 [/ wangxiang-vpc2-public-1b 10.0.10.0/24
subnet-0781dc85511a00dcf / wangxiang-vpc2-mgmt-1a 10.0.3.0/24
subnet-0b707b8a439c38765 / wangxiang-vpc2-mgmt-1b 10.0.13.0/24
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Private % i1 BRI B% (38 1) FGT HA Master( 2487 FGT1) 5241 (1 NIC2 #1310 1D,
eIk private 7/ (10.0.1.0/24, 10.0.11.0/24, 10.0.4.0/24, 10.0.5.0/24)

4 Selecta vrL

-] Name v Route table ID Explicit subnet associat.... Edge associations. Main @ vPC
\'"RTUAL PRIVATE wangxiang-vpe2-private-rth rth-021623244f20b063¢ 4 subnets - No vpe-003580624fa76d6ae | wangxiang-vpe2
cLoup wangxiang-vpc2-public-rth rtb-045ceeS6alee72ash 6 subnets - No Vpc-003580624fa76d6ae | wangxiang-vpc2
Your VPCs - rtb-044b5cde90e 764592 - - Yes vpe-003580624fa76d6ae | wangxiang-vpe2
Subnets
Route Tables New
Internet Gateways rtb-0a1623244f20b063¢ / wangxiang-vpe2-private-rth
Egress Only Internet
Gateways Details Routes. Subnet iati Edge Route Tags
DHCP Options Sets
Elastic IPs
Endpoints Routes (2)
Endpoint Services a Both -
NAT Gateways
Peering
Connections New Destination v Target v Status v Propagated
v 10.00.0/16 local @ Active No
seeomity 0000/0 fgtt nic2 @netie No
rtb-0a1623244f20b063c / wangxiang-vpc2-private-rtb
Details Routes Subnet associations Edge associations Route propagation Tags
Explicit subnet associations (4)
Subnet ID v IPv4 CIDR
subnet-Oecalc65d448dda3b / wangxiang-vpc2-private1-1a 10.0.1.0/24
subnet-01eeb2d5b2199ceba / wangxiang-vpc2-private2-1a 10.0.4.0/24
subnet-0de65f5c2e7bb7244 [ wangxiang-vpc2-privatel-1b 10.0.11.0/24

subnet-05a71d5511f72a0c2 / wangxiang-vpc2-private2-1b 10.0.5.0/24
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4. 8. YR/ BirE

B> EC2 SEBIH S BRIASAT IR HARKE B o X RS S 8106 U FE A8 B YA
AR PSR B A AR . (B4, NAT Sy s 20 BN AR R B H Ar ot A B i A0k
MW . B, FGT S0 2045 FH 5/ H ArAs 21 o

2 Name v Instance ID Instance state v
w Instances
| wangxiang-vpc2-FGT1 i-0271c9569e86d244e (® Running (cle]
Instances New - Launch instances -
wangxiang-vpc2-F B3 (® Running clS]
Instance Types . Launch instance from template
Launch Templates Connect

Spot Requests Stop instance

Reserved Instances Start instance

Dedicated Hosts Reboot instance

Capacity Reservations Hibernate instance
Terminate instance
» Images
Instance settings >
» Elastic Block Store = B
. Networkin | Attach network interface
Instance: i-0271¢95 g
w Network & Security Security »| Detach network interface
) Change source/destination check
Security Groups Details Security | 'mage and templates > g / ]
Elastic IPs Monitor and troubleshoot  »| Disassociate Elastic IP address

Manage IP addresses

Plarement Grounsg - _

EC2 Instancas i-0271c2569286d244e Change source / destination check

Source [ destination check info

Each EC2 instance performs source and destination checks by default. The instance must be the source or destination of all the traffic it
sends and receives.

Instance ID
i-0271c9569e86d244e (wangxiang-vpc2-FGT1)

Network interface Info

eni-0a51390ae2e1bbc5d (wangxiang-vpc2-fgtl-port2)
eni-0467deef52c171442 (wangxiang-vpc2-fgt 1-port3)
eni-0cd5905262a49382¢ (wangxiang-vpc2-fgt1-port1)

eni-08fd361097b1f59a1 (wangxiang-vpc2-fgt1-portd)
Source / destination checking Info
Stop

@ |If this is a NAT instance, you must stop source / destination checking. A NAT instance must be able to send
and receive traffic when the source or destination is not itself.

¥ Amazon Web Services CLI Command

aws ec? modify-instance-attribute --instance-id=1-@271c9569e86d244e --no-source-dest-
check Copy
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4.9. 58 FortiGate

Https 15 M FortiGate:
i hitps://161.189.15.230/ (3P IP) 151 FortiGate, M*5 /& admin, #15ERK5,

RSN ID. BUCERIR, W BT,

A F== | 161.189.15.230/login?redir=%2Fng %2Fsystem%2Fvm%2Flicense%3FviewOnly

‘ Username ‘
Password
Login

GG, Yo AR SEUF Y license, S license <> H J& FortiGate.

FortiGate VM License

License is invalid for current VM configuration. Upload a new license or
reconfigure the VM.

Upload License File

Selectfile = @ FGVMOSTM *lic
FortiGate & 3 %) .
@ Dashboard ¥ [+ Add Widget
Security System Information i~ | |Licenses (2= 173.243.141.6)0 i~
Network Hostname FGVMOB8TM21002%71 [v] FortiCare Support
Users & Devices Serial Number FGVMO08TM21002%71 © Firmware & General Updates
WiFi irmware .
N Firmware v6.4.6 build1879 (GA) © IS
Mode NAT .
FortiView Sources @ AntiVirus
System Time  2021/09/22 19:35:28
FortiView Destinations @ Web Filtering
Uptime 00:00:0308 T
FortiView Applications FortiToken 0/0
o i WAN IP B 161.189.15.230 :
FortiView Web Sites T

FortiView Policies


https://161.189.15.230/

Fes

RTINET

AWS 5 AZ % FortiGate HA

SSH 5 i FortiGate B MR,

THER CRT BA4HV7 MERE:

AR S S T 5

Enter Secure Shell Password

admin@161. 189, 15,230 requires a password.

Please enter a password now.

Username: | admin

Password: | AL LLL L]

Save password

—giEd key 9772

X
Cancel
Skip

Session Options - 161.189,15.230 ot
Category:
% Connecton 55H2
Logon Actions
v [ Hostname: |161.189.15.230
SFTP Session
: 2
Advanced Port
Host KEY. Firewall: Maone e
* Paort Forwarding
Remote/X11 Username: | admin
» Terminal o
v Emulation Authentication
Modes Publickiey - Properties. ..
I Emacs Keyboard Interactive
o
Public Key Properties
() Uze global public key setting (®) Uze zession public key setting aK
Session settings
Cancel

(®) Uze identity or certificate file

key®gf=

Nangxiang-ninxia.pem

|k

(") Use a certificate from your personal CAPI store or a PKCS #11 provider DLL

CAPL DLL:



F:ERTINET
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4.10. PZHE FortiGate

FGT1 BARE, Zelic &M, FEsutil,

config router static
edit 1
set gateway 10.0.0.1
set device "portl1"
next
edit 2
set dst 10.0.0.0 255.255.0.0
set gateway 10.0.1.1
set device "port2"
next
end
config system interface
edit "port1"
set mode static
set ip 10.0.0.11 255.255.255.0
set allowaccess ping https ssh
next
edit "port2"
set mode static
setip 10.0.1.11 255.255.255.0
set allowaccess ping
next
edit "port3"
set mode static
setip 10.0.2.11 255.255.255.0
set allowaccess ping
next
edit "port4"
set mode static
set ip 10.0.3.11 255.255.255.0
set allowaccess ping https ssh
next
end
config system global
set admintimeout 50
set hostname "FGT1"

set timezone 55

BN FGT1 KTy vi ) o
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end
#EAA R AZ B BRA—FEH, EWTHKNEEAFTERD
config system vdom-exception
edit 1
set object system.interface
next
edit 2
set object router.static
next
edit 3
set object firewall.vip
next

end

FGT2 RAMLE, SERCEM L, FHEHghl, B FGT2 ¥k .
config router static
edit 1
set gateway 10.0.10.1
set device "portl"
next
edit 2
set dst 10.0.0.0 255.255.0.0
set gateway 10.0.11.1
set device "port2"
next
end
config system interface
edit "port1"
set mode static
set ip 10.0.10.11 255.255.255.0
set allowaccess ping https ssh
next
edit "port2"
set mode static
setip 10.0.11.11 255.255.255.0
set allowaccess ping
next
edit "port3"
set mode static
setip 10.0.12.11 255.255.255.0
set allowaccess ping

next
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edit "port4"
set mode static
setip 10.0.13.11 255.255.255.0
set allowaccess ping https ssh
next
end
config system global
set admintimeout 50
set hostname "FGT2"
set timezone 55
end
#EAAF AZ B3R BRA—FR), RN THNEEATERD
config system vdom-exception
edit 1
set object system.interface
next
edit 2
set object router.static
next
edit 3
set object firewall.vip
next

end

FGT1 HA Fiil & -

config system ha
set group-name "FGTHA"
set mode a-p
set password fortinet
set hbdev "port3" 50
set session-pickup enable
set session-pickup-connectionless enable
set ha-mgmt-status enable
config ha-mgmt-interfaces
edit 1
set interface "port4"
set gateway 10.0.3.1
next
end
set override disable
set priority 200

set unicast-hb enable
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set unicast-hb-peerip 10.0.12.11

end

FGT2 HA it & :

config system ha
set group-name "FGTHA"
set mode a-p
set password fortinet
set hbdev "port3" 50

set session-pickup enable

set session-pickup-connectionless enable

set ha-mgmt-status enable
config ha-mgmt-interfaces
edit 1
set interface "port4"
set gateway 10.0.13.1
next
end
set override disable
set priority 100
set unicast-hb enable
set unicast-hb-peerip 10.0.2.11

end

Bt & 5e 5, BIRI{# A FGT SE41] NIC4 SeBR R34 TP AT 15 )

EE: WARMER HA ACE,

port3 Fl port4 (4 ik 2 FEFR

& Dashboard

>
X securty Fabrc , | | & FortiGateVMe4-AWS N
b Network > "I BE —‘
| system o- — FGT1 (Primary)
Administrators
Admin Profiles < Refresh | & Edit %
Firmware [1] Status Priority Hostname Serial No.
Settings © Synchronized 200 FGT1 FGVMO8TM21002971 Primary
© synchronized 100 FGT2 FGVMO8TM21002970 Secondary
SNMP

Ik HA J5, B AT FRl

» Images

Name v

i G L — 3L TP

Allocated IPv4add... v Type

Allocation ID

Uptime
27m49s

27mass

Associated instance D ©

Sessions

Private IP address @

Throughput
27.00kbps

2400 kbps

Network interface ID

b Elastic Block Store

eipalloc-03e6afde5a71 14cba

1-0271c9569e860244¢ 2

10.00.11

eni-03513903e2e1bbc5d 3 |

vpc2-fgt-cluster 161.189.15.230 Public IP
w Network & Security -vpc2-fgt2-mgmt 161.189.82.107 Public 1P
Security Groups piang-vpc2-fgt1-mgmt 52836381 Public 1P

Elastic IPs

eipalloc-08afa487f18ed4bOc

eipalloc-09c9736600216f4ac

1-0fa40e879f5291993 [

1-0271c9569e860244¢ [4

10.0.13.11

10,0311

eni-02496a37094af09a¢ [

eni-08fd361097b1f59a1 [4
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FGT1 #1 K -

@ Dashbeard
S Security Fabric

4 Network

DNS

Packet Capture
SD-WAN Zones
SD-WAN Rules

Performance SLA

FortiGate VMé4-AWS 1 3
HE
I aE
24
[
s B0 | [senm @
Members & IP/Netmask = Administrative Access

Static Routes [ Physical Interface 10.0.0.11/255.255.255.0 PING
Policy Routes s
RIP —
OSPF ™ port2 [® Physical Interface 10.0.1.11/255.255.255.0 PING
BGP ® port3 [® Physical Interface 10.0.2.11/255.255.255.0 PING
Multicast ® port4 [® Physical Interface 10.0.3.11/255.255.255.0 PING
HTTPS
£ System [ 1 3 SsH
@ Dashboard 4 # Edit W Clone Search ‘ Q |
3 Security Fabric >
4 Nt X Destination < Gateway IP = Interface = Status =
etwor
Interfaces
DNS 0.0.0.0/0 100.0.1 M port1 @ Enabled
Packet Capture 1000.0/16 100.1.1 & port2 © Enabled
SD-WAN Zones
SD-WAN Rules

Performance SLA

Static Routs

FGT2 10 X%

@& Dashboard

. il FortiGate VM64-AWS 1 3
%A Security Fabric > BB
 Network M I I l EHE
2 4
[
DNS
¢ cai] [ 8 oot | [ o
Packet Capture
SD-WAN Zones Name = Members = 1P/Netmask < Administrative Access =
SD-WAN Rules
Performance SLA Physical Interface @
Static Routes ™ Physical Interface 10.0.10.11/255.255.255.0 PING
Policy Routes S
RIP o
0SPF ™ port2 [ Physical Interface 10.0.11.11/255.255.255.0 PING
BGP ™ port3 ™ Physical Interface 10.0.12.11/255.255.255.0 PING
Multicast ™ port4 [® Physical Interface 10.0.13.11/255.255.255.0 PING
HTTPS
% System [ 1 38 SSH
@ Dashboard 4 ¢ Edit| MClone | @ Delete | [ Search la]
& Security Fabric >
T Destination = Gateway IP + Interface + Status ©
etworl
Interfaces
DNS g 0.0.0.0/0 100.10.1 M port1 @ Enabled
Packet Capture 100.00/16 100411 H port2 & Enabled
SD-WAN Zones
SD-WAN Rules
Performance SLA

Static Routes
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4.11. FortiGate BB Y& NAT

A5 F B2 O Mk R NAT

FGT1 Bc &R kEEsking, <« 3R 4 FGT2:

R BN FGT1 M FGT2 K# O ip HikELE pool Hulibit A —+£ ), H I snat
METERISEER XL, HA TIEE, JFHK snat EELWTT.

0 utM 0B

4.12. FortiGate ACE H K NAT

AT LU port] 3 F1 ML BEA H 9 NAT, t 7] LA R — S B TP SKefift H £ NAT.

FER: BN FGT1 M FGT2 [ vip HisbRA—REH, FEikE K nat KB F P&
AR, HAYIEE, JFHKEK nat EESKIT.

F portl B O b hEf5 B ) NAT:

FGT1 it & VIP, 4K pcl:
) Pl 4 # Edit  ™mClone @ Delete ‘ Search ‘ Q ‘

XK Security Fabric >
BN « Name Details Interfaces
etworl >
& System PRy L] 1Pvavirtual I @
Y ye— . @l 10.00.11 — 10.0.4.20 (TCP: 3389 — 3389) O any
Firewall Policy

IPv4 DoS Policy

Internet Service Database
Services

Schedules

Virtual IPs

FGT2 L& VIP, #H pcl, ZANFGT1 [ VIP ZFR—HE, IXFERT KES SIS 4 g
[l
& Dashboard > # Edit | T Clone | @ Delete | [ Searen [a’

34 Security Fabric >

N « Name Details Interfaces
etwor >

& system PRy Cl Pvavirtual P @

B Policy & Objects . @pcl 10.0.10.11 — 10.0.4.20 (TCP: 3389 — 3389) O any

Firewall Policy
1Pv4 Do$ Policy

Addresses

Internet Service Database
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FGT1 fic & [ K BE S m& A FH It VIP, &[R4 FGT2:

& Dashboard > & Edit

Q Policy Lookup | | Search la]

$ Security Fabric >
& Network Name Source Destination Schedule Service Action NAT Security Profiles Log
etworl >
£ System (1] 5 port1 | L
B Policy & Objects L test2 Bal @pct 18 always @ AL v ACCEPT © Disabled I cetaut O UM 0B
I3 defauit
Firewall Pol

BN certificate-inspection

SrEC Bk A TP Skfi B ) NAT:
N FGT1 A1 FGT2 [ BEAS—FE,
it — AN bk

EC2 > Instances ) [-0271c9569e860244e > Manage IP addresses
fgt104)

I FGT1 F1 FGT2 %5 NIC1 #75 B84y

EC2 Instanees i-0fa40e879f5291993 Manage IP addresses
fgtosem
Manage IP addresses info

Manage IP addresses info
Assign or unassign IPv4 and IPY6 addresses t o from an instances network interfaces.

Assign or unassign IPv4 and IPY6 addresses to or From an instance’s network interfaces.

@ Toassign additional public IPv4 addresses to this instance, you must allocate Elastic IP addresses and

" . : : ® Toassign additional public IPv addresses to this instance, you must allocate Elastic IP addresses and
assodiate them with the instance or its network interfaces.

associate them with the instance or its network interfaces.

» ethi: eni-0cd590526ea49382¢ - 10.0.1.0/24 v eth0: eni-01338913334708282 - Primary network interface - 10.0.10.0/24
v ethO: eni-0a51390ae2e TbbcSd - Primary network interface - 10.0.0.0/24

IPv4 addresses
IPv4 addresses
Private IP address Public IP address
Private IP address Public IP address 1001011
10.00.11 161.189.15.230

» ethi: eni-083feled3da12dgb9 - 10.0.11.0/24
» eth2:eni 17 i f

» eths: eni dang-upc2-fgt2-portd - 10.0.13.0/24

b eth3:eni 1 G 2-fgt1

» eth: eni. - i pc2-fgt2-port3 - 10.0.12.0/24
Allow secondary private [Pv4 adcfesses to be reassigned Allow secondary private IPu4 adcresses to be reassigned

Allows you to reassign a private IPv4 address that is assigned to this instance to another instance or Allows you to reassign a private IPv4 address that is assigned to this instance to another instance or
nemork oo netwok nterface

e | O s |
SyBCs T TP SCHE FGT1 2 NIC1 10.0.0.100. FGT2 ASH 5CEE,

» Instances Name v Allocated IPv4 add. Type v Allocation ID v Associated instance ID ¥ ivate IP address | v Network interface ID v
Vangiang vo -t [emamm | e i o7 B oo | enosissesineis
> images

» Elastic Block Store

w Network & Security
Security Groups
Elastic IPs

Placement Groups

FGT1 fic & VIP, £FK pc2:
@ Dashboard > # Edit

¥ Security Fabric >
N . Details Interfaces
etwor >
2 System o> [ 1Pva virtual IP
B Policy & Objects . @pcl 10.0.0.11 — 10.0.4.20 (TCP: 3389 — 3389) Q any
Firewall Poli |@n pc2 10.0.0.100 — 10.0.5.20(TCP: 2222 — 22 O any

IPv4 DoS Policy
Addresses

Internet Service Database
Services

Schedules

rtual IPs
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FGT2 Bt & VIP, %FK pc2, ZAM FGT1 [ VIP ZHFR—FE, XFERT KBS TRIE A RE

& Dt > 2 car || Mome |

¥ Security Fabric >
4N K Details Interfaces
etwor >
£ System o> [ 1Pva virtual 1P
I B Policy & Objects . @pcl 10.0.10.11 — 10.0.4.20 (TCP: 3389 — 3389) Q any
Firewall Policy @ pc2 | 100.10.100 — 10.0.5.20 (TCP: 2222 — 22) | O any

1Pv4 DoS Policy
Addresses

Internet Service Database
Services

Schedules

Virtual IP:

FGT1 e BB ks i e VIP, 2 [F2 4 FGT2:
@ Dashboard > # Bt @ Delete | [ Q Policy Lookup |  Search Qal Interface

e By Sequence

34 Security Fabric >
Name Source Destination Schedule Service Action NAT Security Profiles Log Bytes
b Network >
# sysem o » ELT
B Policy & Objects L test2 Ban @ el 8 always @ALL v ACCEPT © Disabled I defaut O ut™ 0B
I aefautt
Firewall Policy o
[ESN certificate-nspection
1Pv4 DoS Polic
i test3 Bal S always @ AL v ACCEPT © Disabled I cefautt O U™ 08
Addresses 23 cetoutt
Internet Service Database certificate-inspection

FGT 524 NIC1, HJ portl Z24=41 fgt-external-secgroup SGH 3389, 2222 iX 2 AN%}
CANIOE: TN

Tags
Limits Name v SeaitygrouplD v Securitygroupname v VPCID v Description v Ouwner v Inboundrulescount v Outbound rules count v

» Instances - 5-06699/0a1bb4b4385 .. 321536109689 5 Permission entries 1 Permission entry

» Images

» Elastic Block Store

v Network & Security = EEE
Security Groups 59-06699f0a1bbaba48ss - fgt-external-secgroup.
Elastc Ps
Placement Groups Details | inboundrules | Outboundrules | Tags
Key Pairs

Network Interfaces

» Load Balancing Inbound rules (5) Edit inbound rules

» Auto Scaling Q $ 9 @
Name v Securitygrouprule.. v IPversion v Type v Protocol v Portrange v source v Description v
- 50r-006949840262467F  IPvd 3 i3 ) 0000/0 -
= 50r-00047€9226455. 1Pua Custom TCP hie 2222 0000/0 =
- Sor0320728f025162483  IPvd TS 3 a3 0000/0 -
= Sor-0dac0eBBe202a195  IPvd ssH A3 2 0000/0 =

- sgr-0ab7485520ff690fa 1Py ALLICMP - IPya IcMP Al 0000/0 -
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5. V55

MR PC 7R

Tags Name v Instance ID Instance state v Instancet.. v Statuscheck A.  AvailabilityZone v  PublicP.. v  Publi.. v  ElasticlP v PV6. v v Seari. v Keyn.. v

Limits assed 4+ cn-northwest-1a - - - - d..  pemitall  wangxi.

wangiang-vpe2-pcl 01a8f1c50e1062af2 © Running @@  tzmedum ©2/2 che
sse¢ 4 conorthwest-1b - - - - d.. permitall  wangda,
»

v Instances 2 @Ruming @A medum ©2/2che

Instances

H B NAT J3R:
ssh 69.234.249.221 2222 5 |A] IE % »

T« ec2-user@ip-10-0-5-20:~ x

[ec2-user@ip-10-0-5-20 ~]%

[ec2-user@ip-10-0-5-20 ~]$%

[ec2-user@ip-10-0-5-20 ~]% ifconfig ethO

eth0: flags=4163<UP,BROADCAST ,RUNNING,MULTICAST> mtu 9001

netmask 255.255.255.0 broadcast 10.0.5.255
Tnetb T1esl:: :39ff:fedd: 2168 prefixlen 64 scopeid O0x20<Tink=>
ether 06:f0:39:dd:21:68 txqueuelen 1000 (Ethernet)

RX packets 458 bytes 51002 (49.8 KiB)

RX errors O dropped 0 overruns 0 frame 0

TX packets 703 bytes 70624 (68.9 KiB)

TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

AR ST U ] IR

i

%5 161.189.15.230 - TREESEE

VB NAT 3K
PC2 10.0.5.20 ping 114.114.114.114 1E%

[ec2-user@ip-10-0-5-20 ~]% ping 114.114.114.114

PING 114.114.114.114 (114.114.114.114) 56(84) bytes of data.
64 bytes from 114.114.114.114: -icmp_seq=1 ttl1=83 time=40.5 ms
64 bytes from 114.114.114.114: [Hicmp_seq=2 ttl=66 time=40.5 ms
64 bytes from 114.114.114.114: icmp_seq=3 ttl=57 time=40.4 ms
64 bytes from 114.114.114.114: icmp_seq=4 ttl=/1 time=40.4 ms
AC

-—— 114.114.114.114 ping statistics --—-

4 packets transmitted, 4 received, 0% packet Tloss, time 8ms
rtt min/avg/max/mdev = 40.398/40.453/40.518/0.148 ms

PC1 10.0.4.20 1Jj [ baidu IE7 .

%5 161.180.15.230 - TRSEEE

& hitp baiducom )
& BT, (U8 O

#iE haot23  BE @ EHE MR WE R #F

Bai'&'EE
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6. HA YI#eR

HA IR H B: FGT XHFF AZ 11 HA, {AA[E AZ (HihEBA—FE, Fit SNAT
1 DNAT BJ<=iE R TR L, HA V¥ /5 SNAT Al DNAT SRS WiT, HERE
B

MANN ssh 2] pe2.

+" ec2-user@ip-10-0-5-20:~ X

Last login: Thu Sep 23 06:44:31 2021 from 61.149.143.226
[ec2-user@ip-10-0-5-20 ~]%
[ec2-user@ip-10-0-5-20 ~]%
[ec?2-user@ip-10-0-5-20 ~]19%
[ec2-user@ip-10-0-5-20 ~1% B
MAMH RDP #4522 pel, M pcl ping 114,
& 161.189.15.230 - TRSEEE
11-1 11-1 ll-L 11
114,114, 114,11
114,114,114, 114
HA YJ#:87, FGT 2%, FGT2 &%
Mk 45 s TP S<BkE] FGT1 NICI M4, B portl.
Ins -] Name Allocated IPv4 add... Type Allocation ID Associated instance Private IP address Network interface ID
R wangxiang-vpc2-fgt-cluster 161.189.15.230 Public IP eipalloc-03e6afde5a7114cba i-0271c9 1000.11 eni-0251390ae2e1bbcsd [4
wangxiang-vpc2-fgt-cluster2 69.234.249.22 Public IP eipalloc-0a0b5404ac469ee15 1-0271c9569e86d244e [4 10.00.100 eni-0251390ae2e1bbcSd [3

» Elastic Block Store

161.189.15.230

Private % R BRI i $5 [7) FGT1 NIC2 MK, Bl port2

4 delecra vrL

B Name Route table ID Explicit subnet associat... Edge associat tions Main vec
v
VIRTUAL PRIVATE ngxiang-vpe2-private-rth 1th-0a1623244f20b06 3 No
CcLouD wangxiang-vpc2-public-rtb rtb-045, No
our VeCs rtb-044bScdeS0e76d592 Yes
th-0a1 /
Gatew Detail: R Subnet t Edge a: t Route propagati Tag
DHCP Options Sets —
Elastic Ips
Endpoints Routes (2)
Endpoint Services Q soth v
Destination Target status Propagated
v 0.00.0/16 local @ Active No
SECURITY 000.0/0 eni-0cd590526ea49382¢ [4] fot1 nic2 © Active No




F::RTINET. AWS % AZ B FortiGate HA

FGT1 [f] SNAT il DNAT & [F20 %) FGT2, {Hs& FGT2 &R HA T H:
RDP £:1f

52836381 X 4 b &161.180.82107 X qar

~ [FGT2Z # diagnose sys session filter dport 3380 4
FGT2 # diagnose sys session list
0 timeout=3600 f1ags=0000
cy_dir=0 tunnel=/ vlan_cos=0/255
ndr_syn_ses
6/6156/1 tuple: ic(bytes }a’\\e-r allow_err): )/0/0 reply=0/0/0 tuples—3
tx ,;ee\ \B;‘, mu) 0/0" rx speed(Bps 0/0 fgt2 dnatE"ﬂf £10.0.10.11
1.1/10,0,01 ply o : quy=0000/0000
RIS} &l 7 3380)
226 ‘Uﬁ 6(10.C 389))
u 89(0.0.0 x) x))
) ngfwid=n/a
AN
SSH £x1:
z~ .
o FGT2 # FGT2 # diagnose sys session filter dport 2222
FGT2 # diagnose
session inf 150 timeout=3600 flags=00
0
r=0 tunnel=/ vlan_cos=0/255
=0 policy_dir=0 t = an_cos=0
): org=5110/40/1 reply=6005/29/1 tuple: L)o,W:‘(y,S;n o8 unnel=/ vlan_co:
8ps /Kby s/packets/all =0/0/0 reply=0/0/0 tuples=3
= t s): 0/0 rx spee ps): 0/0 fgt dnati HHE10.0,10.100
28 R w 5% %0.0.0.0

Ping 231

FGTL # diagnose sys

on filter proto 1 FGT2 # diagnose sys session filter proto 1

FGTL # diagnose sys session list FGT2 # diagnose sys session lis

ration=607 expire=59 timeout=0 flags s info: st duration=500 expire-19 t=0 flags socktype=
kport=0 av

rpdb_Tin
npu_stat
total

H)S FGT2, HAVI#)5, FGT2 £F, FGT1 &%
J5i45 RDP F1 SSH iEH Wi F, BEiEEE A 1B
Ping %2 M.

85 161.189.15.230 - {TESEEE




F:=RATINET AWS % AZ #%E FortiGate HA

M FGT2 debug FJLAE HH, B&T FGT A& HA Ul LAAL, & FHERINHE ip £
FGT2 5245, HEHT AWS private % HH 3K 1 ERIN B B35 7] FGT2 NIC2.

FGT2 # diagnose qebug application awsd -1
Debug messages will be on for 30 minutes.

FGT2 # diagnose debug enable

FGT2 # HA event

HA state: primary

send_vip_arp: vd root primary 1 intf portl ip 10.0.10.11

send_vip_arp: vd root primary 1 intf port2 ip 10.0.11.11

send_vip_arp: vd root primary 1 intf fortilink ip 169.254.1.1

send_vip_arp: vd root primary 1 intf portl ip 10.0.10.11

send_vip_arp: vd root primary 1 intf portl ip 10.0.10.100

awsd get instance id i- Ofa40&879f5291993

awsd get iam role FGT-HA-Failover

awsd get region cn-northwest-1

awsd get vpc id vpc-003580624fa76d6ae

W5d doing ha tallover Tor vdom root

wsd associate elastic ip for portl

wsd associate elastic ip allocation_eipalloc-03e6afde5a7114cba to 10.0.10.11 of eni eni-01338913334708282
wsd associate elastic ip successfully

wsd associate elastic ip allocation_eipalloc-0a0b5404ac469eel5 to 10.0.10.100 of eni eni-01338913334708282
wsd associate elastic ip successfully

wsd associate elastic ip for port2

wsd update route table rtb-0al623244f20b063c, replace route of dst 0.0.0.0/0 to eni-083feled3dal2d9b9
wsd update route successfully

HA Event

HA state: primary

send_vip_arp: vd root primary 1 intf portl ip 10.0.10.11

send_vip_arp: vd root primary 1 intf port2 ip 10.0.11.11

send_vip_arp: vd root primary 1 intf fortilink ip 169.254.1.1

send_vip_arp: vd root primary 1 intf portl ip 10.0.10.11
send_vip_arp: vd root primary 1 intf portl ip 10.0.10.100
awsd get instance id i-0fa40e879f5291993

awsd get iam role FGT-HA-Failover

awsd get region cn-northwest-1

awsd get vpc id vpc-003580624fa76d6ae

awsd doing ha failover for vdom root

awsd associate elastic ip for portl

awsd associate elastic ip for port2

BV TP BEHAE FGT2 SEI405E o

» Instances e v Allocated IPvaadd... v Type v Allocation D v Associatedinstance D v [ PrivateIPaddress |v  Network interface ID

wangxiang-vpe2-fot-cluster [ 161.189.15.230 Public P 1l fdeSa7114cba z 1001011 eni-01338913334708282 (5

» Images
wangxiang-vpe2-fat-cluster2 69.234.249.221 Public 1P z 10010100 eni-01338913334708282 [3

» Elastic Block Store

v Network & Security

Security Groups - =
Elastic IPs
. @ N E‘

Private % FH & BRI\ B HHE 1] FGT2 NIC2.

Ty B Name v Routetable D v Explicit subnet associat... Edge associations Main v VPC
v

VIRTUAL PRIVATE wangxiang-vpc2-private-rtb rtb-0a1623244f20b063C 4 - No vpc-003580624fa76d6ae | wangxiang-vpc2

cLoun wangxiang-vpc2-public-rth rtb-045ceeS6alee72a5h - No vpc-003580624fa76d6ae | wangxiang-vpc2
Your VPCs ‘
Subnets
Route Tables New -
Internet Gateways . o

rth-021623244f20b063¢ / wangxiang-vpc2-private-rth
Egress Only Internet
Gateways Details ‘ Routes ‘ Subnet associatit Ed iati Route i Tags
DHCP Options Sets
Elastic IPs
Endpoints Routes (2)
Endpoint Services [a | [ Botn v
NAT Gateways
Peering
Connections New Destination v Target v Status. v Propagated
v 100.00/16 local @ Active No

SECURITY 00.00/0 en-0B3feled>da120909 14 | 912 nic2 @ Active No

Netwnrle AC1 s
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