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4.17.58 FortiGate

R BER BT A 138 EL X D7 ) () HTTP A HTTPS IR 25 B ZEHEAT ICP 4% A4
A LAY; ] HTTP 80 A1 HTTPS 443 i |- .

FEP AT %6 & 2 A Al LUB & 24 FortiGate (1) HTTPS 1% % i 11 SR Ag vk, Sl SSH
% 3% FortiGate 1224 HTTPS % 15 . X FEAT LLE T GUI il FortiGate.

config system global
set admin-sport 8443
end

EHAHRERK S 25, FTLMEH 443 i .

HTTPS Jj i) FortiGate:

i https:// 39.98.79.21 (3£ IP) Vjin] FortiGate, M5 /& admin, Z5AGBRIASESE
Bl 1D, HIRERSE, HERBIRE S,

< C A F=s /39.98.79.21/logindisclai

B, 1% EAEMSCHT I license, S license 2> i FortiGate.

& C A F==| bips//39.98.79.21/system/vm/licensetviewOnly=

FortiGate VM License

o License is invalid for current VM configuration. Upload a new license or
reconfigure the VM.

Upload License File

Selectfile | @ FGVMOS lic


https://69.234.243.163/
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FortiGate & 3% il »

FHl= FGVMO81
2= FGVMOBT ¥
Bl v7.0.8 build0418 (Feature)
= NAT

FortiViewiR
=5 HER 2023/02/17 14:26:40

FortiViewB /9
E(TEE 00:00:07:10

FortiViewhii FH

WANIP Bl 39.98.79.21

FortiViewih

v | |iFof (= 173.243.141.6)0 H

@ FortiCare=i5IRE

FortiToken 0/2

TER: (R IREEN, @RI RE)HE RIS BRI, WEE 2 6.4.x
HIRRAS, IBAEWTTH R 6.4 HIsHTRCA ;s Wit i 7.0.x BIRRA, A @22
7.0 ECHIRA . FH5E UG AT “execute factoryreset keepvmlicense” K B Tk &

H HARAF license, ARG AT G LML E .
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47 execute formatlogdisk 4%z fkic sk H & BRE AL
CL=H& (1) &

FGVMeg' - # execute formatlogdisk
Log disk is /dev/vdb1.

Formatting this storage will erase all data on it, including
logs, quarantine files;

and require the unit to reboot.

Do you want to continue? (y/n)y

4.9. Console &% FortiGate L4

FESEBIAM, M, %3 “VNC @R

©Efl

mases

BRSER

e RN

Serial number is“gél)HOBTHZI‘IBBB&ZO
FGUMOBTMZ30006Z0 login:
FGUMOBTMZ3000620 login:
FGUMOBTMZ3000620 login:

FGUMOBTHMZ3000620 login:

FGUMOBTHZ3000620 login: _
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4.10. FortiGate BCEJ§ NAT

FortiGate EXi\ < DHCP FRHUB] B 2= 4y Fc f kit )2 i R an T -

£1 FortiGate VM&4-ALl 1

DHCPRZm ¢

DHCPEFI

PR ¢

100.1,10/255.255.255.0

 port2 B e 000.0/0000

FGVMO8 # get router info routing-table all
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
0 - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

ELl - OSPF external type 1, E2 - OSPF external type 2 ]
i - Is-IS, L1 - IS-IS Tevel- -1, L2 - Is-IS level-2, ia - IS-IS inter area

* - candidate default

Routing table for VRF=0
S 0.0.0.0/0 [5/0] via 10.0.1.253, portl, [1/0]
c 10.0.1.0/24 is directly connected, portl

Port2 £ 2 st 1, 80 ip BRAR TSI E . X B portl H#EH IP
A\ DHCP BUARASECE, IR BRI A H

JEBCE BN B, Oy portl BITTE T I 145058 2 AN 1P, 384 portl 2 1 SCh
SEE IP J5ikE

Bt ¢ =P # 2O
100.1.253 M portl =)

&8 portl ip HIFC & NF 3.
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1Pv4 HTTPS HTTP © PING
FMG-Access SSH [J SNMP
OJFT™M [J RADIUSI 2= [ Security Fabriczsz €@

RiEESE
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1Pv4 O HTTPS HTTP @ PING
VPN > [ FMG-Access SSH [ sNMP
OF™ O RADIUSI= ([ Security FabricEz €@

® e >

Fic 5 A I T B PR i R A port2 $2 1 AHY, WK AE port2 32 F1 R AE 5 R (158 2 A

CES Q
LESLE @O wa s = e
1001253 B portl o =a
1002253 B port2 o=
4 | # Q s | 9% Q B o - | [EREEEY #ows

HHES Eas

I cerouit

default

certificate-Inspection
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4.11. FortiGate ECE H K NAT

M portl O AL E B NAT:

B B L 1P, ARl fgt S2 portl fI4E bl 10.0.1.10, PN EBHubERE AR

PC [l .

a +3 - Q
+ ®
= 15 @0 [ BT = VLSRR =R
LY
B 1Pva Virtual IP @
& pel-ssh 100,110 = 10.0.3:228(TCP: 2222 = 22)
& pelweb 100,110 = 10.0.3:228 (TCP: BO0D — 80)
Qs Q B 8- | wOwam
BmE0 e Bt HRIES (] E NAT HEER AR M
1 =z Zall 1 ahways WAL v as LY fault outM™ 0B
a0
2 = & pel ® a [ v s o=/ our 0B
& et
O any Bal Dl [ ahways AL @Es oxm 0B

fgt Sefi] ¢ 4= 2Hi0E 8000 A1 2222 i [,
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' root@peli~ X

welcome to Alibaba Cloud Elastic Compute Service !

Updates Information Summary: available
6 Security notice(s)
2 Important Security notice(s)
4 Moderate Security notice(s)
Run "dnf upgrade-minimal --security" to apply all updates.More details please refer to:
https://help.aliyun.com/document_detail/416274.htm]l
Last login: Fri Feb 17 16:37:10 2023 from 61.149.143.226
[root@pcl ~]#
[root@pcl ~]#
[root@pcl ~]# ifconfig ethO
ethO: f]ags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 10.0.3.228 netmask 255.255.255.0 broadcast 10.0.3.255
inet6 fe80::216:3eff:fe02:a26b prefixlen 64 scopeid 0x20<Tlinks>
ether 00:16:3e:02:a2:6b txqueuelen 1000 (Ethernet)
RX packets 4621 bytes 3401928 (3.2 MiB)
RX errors 0 dropped 0 overruns 0 frame 0
TX packets 3273 bytes 842234 (822.4 K1iB)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

[root@pcl ~]#

http:// 39.98.79.21:8000 15 [A] IE# »

@ HTTP Server Test Page x  +

< C A A== 39.98.79.21:8000

Welcome to HTTP Server Test
Page!

If you see this page, the httpd web server is successfully installed and
working. Further configuration is required.

Thank you for using apache httpd.

P NAT M5k

pcl ping www.baidu.com 1F %


http://69.234.243.163:8000/

Fz:=RTINET. WO & R

FortiGate

+ root@pcli~ x & ecs-user@pe2i~

[root@pcl ~]# ifconfig ethO
eth0: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 10.0.3.228 netmask 255.255.255.0 broadcast 10.0.3.255
inet6 fe80::216:3eff:fe02:a26b prefixlen 64 scopeid 0x20<1ink>
ether 00:16:3e:02:a2:6b txqueuelen 1000 (Ethernet)
RX packets 24732 bytes 32390934 (30.8 MiB)
RX errors 0 dropped 0 overruns 0 frame 0
TX packets 5973 bytes 1368788 (1.3 MiB)
TX errors 0 dropped 0 overruns O carrier 0 collisions O

[root@pcl ~]1# ping www.baidu.com -c 4

PING www.a.shifen.com (110.242.68.3) 56(84) bytes of data.

64 bytes from 110.242.68.3 (110.242.68.3): icmp_seq=1 tt1=49 time=17.2 ms
64 bytes from 110.242.68.3 (110.242.68.3): icmp_seq=2 ttl1=49 time=17.0 ms
64 bytes from 110.242.68.3 (110.242.68.3): icmp_seq=3 tt1=49 time=17.1 ms
64 bytes from 110.242.68.3 (110.242.68.3): icmp_seq=4 tt1=49 time=17.1 ms

-—— www.a.shifen.com ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3004ms
rtt min/avg/max/mdev = 17.043/17. 073/17 151/0.166 ms

[root@cl ~]1# |

pc2 ping www.baidu.com 1E %

+ root@pcli~ + ecs-user@pe~ X

welcome to Alibaba Cloud Elastic Compute Service !

Last login: Fri Feb 17 16:50:01 2023 from 61.149.143.226
[ecs-user@c2 ~]$%
[ecs-user@c2 ~]$ sudo ifconfig ethO
eth0: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 10.0.11.238 netmask 255.255.255.0 broadcast 10.0.11.255
inet6 fe80::216:3eff:fel8:cceb prefixlen 64 scopeid 0x20<link>
ether 00:16:3e:18:cc:eb txqueuelen 1000 (Ethernet)
RX packets 85520 bytes 123653576 (117.9 MiB)
RX errors 0 dropped 0 overruns 0 frame 0
TX packets 9375 bytes 2987307 (2.8 MiRB)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

[ecs-user@c2 ~]$ ping www.baidu.com -c 4

PING www.a.shifen.com (110.242.68.4) 56(84) bytes of data.

64 bytes from 110.242.68.4 (110.242.68.4): icmp_seg=1 tt1=49 time=18.5 ms
64 bytes from 110.242.68.4 (110.242.68.4): icmp_seq=2 ttl1=49 time=18.3 ms
64 bytes from 110.242.68.4 (110.242.68.4): icmp_seq=3 tt1=49 time=18.2 ms
64 bytes from 110.242.68.4 (110.242.68.4): icmp_seq=4 tt1=49 time=18.2 ms

-—- www.a.shifen.com ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3004ms
rtt min/avg/max/mdev = 18.248/18. 322/18 509/0.198 ms
[ecs-user@c2 ~]$%
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