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4. 8. 8] FortiGate

HTTPS Vi) FGT1, [F¥Ej FGT2:
ff 7] https://39.98.234.62/ (H#itE IP) Vil FortiGate, JK5 /2 admin, #HGERIAZ
S ID. HREFRE, WA EUER.

| Username |

Password

BFG, 1ES LWL license, S license <> i J& FortiGate.

FortiGate VM License

o License is invalid for current VM cenfiguration. Upload a new license or
reconfigure the VM.

Upload License File

Selectfile  © FGVMOBTM i
Cancel
. % N
FortiGate % % il ) »
@ Dashboard + Add Widget
Status H
Security System Information iv ||Licenses (B 173.243.141.6)@ iv
Network Hostname FGWVMOS™ ] FortiCare Support
e & Devices Serial Number - FGVMC e © Firmware & General Updates
WiFi
n Firmware v7.0.8 build0418 (Feature) @ IPs
FortiView Sources voes T @ AntiVirus

FortiView Destinations System Time  2023/03/28 00:2%:17

rtivi ications Uptime oo:000300 0 ||
FortiView Applications N o
FortiView Web Sites WAN IP B 39.98.41.32

R EHE AN, EBTTR BT RIS B RCA, il 12 6.4.x
HIRRAS, B ABWTHH D] 6.4 HIFRHTRCA: WK 7.0x KIRRAS, B4 @I+ 2
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4. 9. HACREL

AT execute formatlogdisk #% Ak ic 5% H & R .
CLEEHIE (1) &

FGVMeg' - # execute formatlogdisk
Log disk is /dev/vdb1.

Formatting this storage will erase all data on it, including
logs, quarantine files;

and require the unit to reboot.

Do you want to continue? (y/n)y
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4.10. T#2HE FortiGate

FGT1 R AR E, JcFEM M, MBSOl BN FCTL #IcikiiimH .
config router static
edit 1
set gateway 10.0.1.253  #MISKAFTTEF MBI 24 IP

set device "port1"

next
edit 2
set dst 10.0.0.0 255.255.0.0
set gateway 10.0.2.253  #MISAFTTEFMIBIEEE 24 IP
set device "port2"
next
end

config system interface
edit "port1"
set mode static
set ip 10.0.1.11 255.255.255.0
set allowaccess ping https ssh
next
edit "port2"
set mode static
set ip 10.0.2.11 255.255.255.0
set allowaccess ping
next
edit "port3"
set mode static
set ip 10.0.3.11 255.255.255.0
set allowaccess ping
next
edit "port4"
set mode static
set ip 10.0.4.11 255.255.255.0
set allowaccess ping https ssh
next
end
config system global
set admintimeout 50
set hostname "FGT1"
set timezone 55
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end
#EAAR AZ BB RN —FR), B TEHNEESNTERD
config system vdom-exception
edit 1
set object system.interface
next
edit 2
set object router.static
next
edit 3
set object firewall.vip
next
edit 4
set object firewall.ippool
next

end
FGT2 FEARLE, SLMCEMH, FECuhil, &0 FGT2 KILikvin .

config router static
edit 1
set gateway 10.0.11.253  #MISCAFTFET P RIRI%E 2 4~ 1P
set device "portl"”
next
edit 2
set dst 10.0.0.0 255.255.0.0
set gateway 10.0.12.253  #MINFTETF MIKIBIEE 2 /4 1P
set device "port2"
next
end
config system interface
edit "port1”
set mode static
set ip 10.0.11.11 255.255.255.0
set allowaccess ping https ssh
next
edit "port2"
set mode static
set ip 10.0.12.11 255.255.255.0
set allowaccess ping
next
edit "port3"

set mode static
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set ip 10.0.13.11 255.255.255.0
set allowaccess ping
next
edit "port4"
set mode static
set ip 10.0.14.11 255.255.255.0
set allowaccess ping https ssh
next
end
config system global
set admintimeout 50
set hostname "FGT2"
set timezone 55
end
#EAAR AZ FIEBRRA—FER), B TENEESTERD
config system vdom-exception
edit 1
set object system.interface
next
edit 2
set object router.static
next
edit 3
set object firewall.vip
next
edit 4
set object firewall.ippool
next

end

EFCE HA Z 07, eIl FGT1 Al FGT2 port3 2 1l H. ping J& 75 fEidE .

FGT1 # execute ping-options source 108.8.3.11

FGT1 # execute ping 10.8.3.11
PING 10.8.3.11 (10.8.3.

2] : 56 data bytes
64 bytes from 18.8.3.11: icmp_seq=8 tt1=255
64 bytes from 18.8.3.11: icmp_seq=1 ttl=255
64 bytes from 18.8.3.11: icmp_seq=2 ttl=255
64 bytes from 18.0.3.11: icmp_seq=3 ttl=255
64 bytes from 10.0.3.11: icmp_seq=4 ttl=255

---18.8.3.11 ping statistics ---
5 packets transmitted, 5 packets received, B% packet loss
round-trip min/avg/max = 8.6/08.8/8.0 ms

VER: FortiGate 57 H X HA 1, HHTFRTH X A fIATH X B bk 2 A —FERT,
KN & FortiGate & B340 [A (1 NAT Hhlibyheh® H (1 NAT 3L 1P, FrbA
NAT 5 TG B A = X, AHEELE HA BCE TS &GP
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FGT1IHA L& :

config system ha

end

set group-name "FGTHA"
set mode a-p
set password fortinet
set hbdev "port3" 50
set ha-mgmt-status enable
config ha-mgmt-interfaces
edit 1
set interface "port4"
set gateway 10.0.4.253
next
end
set override disable
set priority 200
set unicast-hb enable
set unicast-hb-peerip 10.0.13.11

FGT2 HA L & :

config system ha

end

set group-name "FGTHA"
set mode a-p
set password fortinet
set hbdev "port3" 50
set ha-mgmt-status enable
config ha-mgmt-interfaces
edit 1
set interface "port4"
set gateway 10.0.14.253
next
end
set override disable
set priority 100
set unicast-hb enable
set unicast-hb-peerip 10.0.3.11
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L& EGE, BE HAMRS. W HARSERERD, ERE-SHES.

= Q HA: Primary > @- 01- % admin-

FortiGate VM64-ALI
i

imary)

FGT1 1)

T Refresh | # Edit| X

Status Priocity Hostname Serial No. Role System Uptime Sessions Throughput
© Synchronized 200 FGT1 FGVMOBTM23000620 Primary 30m 555 16 46,00 kbps
© Synchronized 100 FGT2 FGVMOBTM23000782 Secondary 30m 125 ¥ 27.00 kbps

BLAE W] L FortiGate S2451 portd BB 54 1P BE47 Uy in), EES AT DA B il B 14
FE 1P,
FGT1 #:1 IP K B&H:

Hec Primary

FortiGate VM&4-ALl

4 earc Q B GroupBy Type =

Name & Type & Members £ 1P/Netmask & Administrative Access & DHCP Cllents & DHCP Ranges ¢ Ret %

B Physical Interface 100.1.11/255.255.255.0

port2 B Physicel Interface 100.2.11/255.255.255.0 PING 1

111/255,

& portd B Physicel Interface 1 2550 PING 0

B portd B Physicel Interface 1004,11/255.255.2550 PING. 1

Q
Destination & Gateway IP & Intesface & Status & Comments %

1001253 © Enabled

1002253 ® Enabled

FGT2 #11 IP M Hi:

HA: Secondary

[

FortiGate VM6a-ALl 1 3
“ Network ==

Interfaces

NS

Search Q B Group By Type ~

Name 3 Type & Members 3 1P/MNetmask 3 Administrative Access & DHCP Clients & DHCP Ranges & Ref. &

100.11.11/255.255.255.0

B port2 B Physical Interface 100.12.11/255.255.255.0 PING 1

]

B portd B Physical Interface 100.13.11/255.255.255.0 PING 0

o portd B Physical Interface 10.0.14,11/255.255.255.0 PING 1

® Dashbon [FCrostenew| # S

Search

=}

“ Network
Destination & GatewaylP ¢ Interface Status & Comments ¢

00000 100.11.253 ® port1 © Enabled

100.00/16 100.12.253 ® port2 © Enabled

Static Routes
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4.11. FortiGate BCEJE NAT

i F B O M E R NAT
FGTL fic & Bk 5 5kmg, < HshEP 4 FGT2:

= Q HA: Primary > @+ Q1+ % admin~

il | +Create e 4 Q Policy Lookup | Search Interface Pair View [EEESTEIE
>
NAT

estination | Schedule | Serviee | Action

@ Enabled efault FLOBKB

Implicit @

a% | mEmsv | Teev moax 0| o & @
muan l o= mem v m e - e e — -
s : Y e .
E— ° - P e e
w | :
as R cPU 2.6 s o .
Sttt 05 wo  wmewma LoV e e T—

R portl ¥ O bk B B NAT:
FGT1 A& VIP, 4FK pcl Al pe2, 4 #-~ PC 1 3389 i I BLG tH25, S #h iy 1
43 #)5& FGT1 portl # M ip 1 10001 A1 10002:

100.1.11 = 10.0.101.10 (TCP: 10001 — 3389)
10.0.1.11 — 10.0.102.10 (TCP: 10002 — 3389) 0 any 0 0
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FGT2 it & VIP, #FR/& pcl Al pc2, EH FGTL ) VIP L —FE, IXFERG KHE R
W A BER [E2E . A PC I 3389 i W 25, WFAMRIS 1437/ FGT2 portl
F£1 ip Y 10001 1 10002

[
L
L

Hit Count #
, Policy & Objects

Last Used &
wall Pt
oS ol 100.11.11 — 10.0.101.10 (TCP: 10001 — 3389)

& pc2 100.11.11 — 10.0.102.10 (TCP: 10002 — 3389) O any

Virtual IPs

+ ACCEPT © Disabled

i portz i port1 @
Impicit @

FortiGate S5 portl % 4x4H fgt-external JiCiE 10001, 10002 iX PN 4k ()3 [ o

WEES AT REEGNE, FESEEHe
— o 0 rEnsRmATESEnN BRI

L3 | BHEE

b EEEOES LT Vpe-Bubtphuduidyi4 e

= aBzeE P AREA SRAEAEE

anamEE - .

EEE
=ma.

E ]

swsmn i ShwsERn L By OnEeE
ARE HAE

ne

s e v ee—— -

wef E Lt L= o] i #=OEW O SERRO = &

R
O e s BEL =00 wE R B
Oless =EaT ® 00 P

aRSEE

- O oxx =Ry T E! a3 ® 00 Y R

O @ Ei L5 XL W WM

RS 0 e £ CMP(P an. 0000/ - oy
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5. M55

RES VT [F P & PC IEH

&3 30.98.234.62:10002 - TiREMEE

P& PC s la 4R IE %

% 30 %) 30.98.234.62:10002 - EESEEE

B & ==—T o x |+ D % S=—F tevdE x [+ -~

Z
&
it
&
(13

< C A F=E | wwwbaiducom < C A FE2 | wwwbaiducom

FE haot23  ME WE WE EM FiE  haot23 HE WE WE ER EE =55
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6. HA P)#ei

HA BIRRE #: FGT SCHFES AZ I HA, BN AZ b BEA—FE, ToikIL st
5] f bV AT B Y NAT BB 1P, [Rlt SNAT F1 DNAT HI4iE [R5 L& L, HA Pk
J5 SNAT 1 DNAT [iEd<Wit, fREEEE. &8F HA YJ#E, pc ping
114.114.114.114 F 1AM,

HA V#:8i, FGT &F, FGT2 &4%:

FortiGate HA EEFF (1314 IP SCHKE FGTL sk,

SMERRIP

Private % HH 3R BRIA 6 HH 5 7] FGT1 fgt-port2 /<.

SHME

< vtb-8vbOmwemacyOvssqf746i

TP . BHEEANR

Amaa Q e

HJg FGT2, HAVI#JE, FGT2 &F, FGT1 &%&:

Ping % 4 M.
o) &5 39.98.234.62:10002 - mEEEEE
B EER: SSETT o)

S 114 114, 114. 114 HI[0)
B 114,114,114, 114 &
iBET.

B 114 114 114 114 B[
114,114, 114, o
B 114,114,114, 114 B9
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M FGT2 debug " LAE i, Br T FGT A& K HA Ul LS, ETHFER M ip 2
FGT2 sfs], BEHRT B 2 private #% R M ERIAES HHTE M) FGT2 fgt2-port2 #2211,

FGT2 # diagnose debug application alicloud-ha -1

FGT2 # diagnose debug enable

FGT2 # HA event
HA state: active
acs is checking eip/route status
send_vip_arp: vd root primary 1 intf portl ip 10.0.11.11
send_vip_arp: vd root primary 1 intf port2 ip 10.0.12.11
send_vip_arp: vd root primary 1 intf fortilink ip 10.255.1.1
send_vip_arp: vd root primary 1 intf portl ip 10.0.11.11
send_vip_arp: vd root primary 1 intf portl ip 10.0.11.11
acs meta info [ram role]: FortiGateHA
acs is parsing page 1 of total 4(1 Eage) EIPs
acs local instance: fgt2(i-8vb81b3ubpxm8426zicj)
eni: 0, 10.0.11.11(eni-8vbdef2dtphkjfsiahl10, portl)
eni: 1, 10.0.12.11(eni—BubOwistEbeehkkmkuq, port2)
eni: 2, 10.0.13.11(eni-8vb2s9352azhdhe9rtrp, port3)
eni: 3, 10.0.14.ll(eni—Bub?]xsusihygkklpguE, portd4) <--- 39.98.238.78(eip)
acs peer instance: fgtl(i-8vbgczd7scxxjjlehq8w)
eni: 0, 10.0.1.ll(eni—Eubgydﬁleh146abe9bhe, portl) <--- 39.98.234.62(eip)
eni: 1, 10.0.2.11(eni-8vbhr643oz5kik41gm2m, port2)
eni: 2, 10.0.3.11(eni-8vb9v37zvly717xqbus], port3)
eni: 3, 10.0.4.11Ceni—Evbﬁwh%ylvmm53inchbx. portd4) <--- 39.98.235.140(eip)
acs is moving eip(39.98.234.62) from eni0(10.0.1.11) to eni0(10.0.11.11)
acs eip(39.98.234.62) status: Unassociating
acs eip(39.98.234.62) status: Unassociating
acs eip(39.98.234.62) status: Available
acs unassociated eip(39.98.234.62) from peer instance fgtl successfully
acs eip(39.98.234.62) status: Associating
HA event
acs eip(39.98.234.62) status: Associating
HA state: active
acs failover process is running
acs eip(39.98.234.62) status: InUse
acs associated eip(39.98.234.62) to instance fgt2 successfully
acs local instance: fgt2(i-8vb81lb3ubpxm8426zic])
eni: 0, 10.0.11.11(eni-8vbdef2dt hkjfs1ah10 portl) <--- 39.98.234.62(eip)
eni: 1, 10.0.12.11(eni—BubOwistEbeehkkmkuq, port2)
eni: 2, 10.0.13.11(eni-8vb2s9352azhdhe9rtrp, port3)
eni: 3, 10.0.14.11(eni—Bub?]xsusihygkklpguE, portd4) <--- 39.98.238.78(eip)
acs peer instance: fgtl(i-8vbgczd7scxxjjlehq8w)
eni: 0, 10.0.1.ll(eni—Eubgydﬁleh146abe9bhe, portl)
eni: 1, 10.0.2.11(eni-8vbhr643oz5kik41gm2m, port2)
eni: 2, 10.0.3.11(eni-8vb9v37zvly717xqbus], port3)
eni: 3, 10.0.4.11Ceni—Evbﬁwhjylvmm53inchbx. portd4) <--- 39.98.235.140(eip)
acs route table: vtb—EvbOmwemacKﬂvssqf 461
rule: cidr: 0.0.0.0/0, nexthop: 10.0.2.11(eni- Bvbhr643025k1k41gm2m)
acs is updating route table: vtb-8vhOmwemacyOvssqf74
acs is deleting route table entry: 0.0.0.0/0 via 10. O 2.11
acs route table entry: Deleting
acs route table entry: Deleting
acs route table entry: Deleted
acs deleted route tal e entry: 0.0.0.0/0 via 10.0.2.11 successfully
acs is creating route table entry: 0.0.0.0/0 via 10.0.12.11
acs route table entry Pendin
acs route table entr Ava11ag1e
acs created route table entry: 0.0.0.0/0 via 10.0.12.11 successfully
acs route table: vtb- EvbOmwemacKﬁvssqf7461
rule: cidr: 0.0.0.0/0, nexthop: 10.0.12.11(eni-8vbOwiz5shbeehkkmkuq)
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FVE 1P HE g8 E B FGT2 524 .

SMELARIIP

Private % FH 3R BRI\ HH 5 7] FGT2 fgt2-port2 #2211,

GhMNE sRAS

¢ vtb-8vbOmwemacyOvssqf746i -

€0F foi s 2]

NATEEEE
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