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3. HuhERLEI
FGT1 bkl (FTAHX A)
Port kil 5z primary address HAVIP itk
Portl 10.0.1.11 10.0.1.101
Port2 10.0.2.11 NA
Port3 10.0.3.11 NA
Port4 10.0.4.11 NA
FGT2 Hihb#ikl (TAHKX A)
Port fi Bz primary address HAVIP Hiht
Port1 10.0.1.12 10.0.1.101
Port2 10.0.2.12 NA
Port3 10.0.3.12 NA
Port4 10.0.4.12 NA
Wik PC
PC & ¥k I3 b AZ
PC1 10.0.101.10 XA
PC2 10.0.102.10 ATAHX B
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4.9. 8] FortiGate

HTTPS Uil FGT1, [HH 5] FGT2:
fii Fi| https://39.98.41.32/ (i IP) i FortiGate, K5 /& admin, Z5H3ERIASESE
Bl ID. HIRER)E, HHERRR BN,

| Username |

Password

[ tgn ]
B, g5 AR SEAF) license, S license £ 5 FortiGate.

FortiGate VM License

o License is invalid for current VM configuration. Upload a new license or
reconfigure the VM.

Upload License File

Selectfile @ FGVMOSTM Vlic
Cancel
. re N
FortiGate % % il ) »
@ Dashboard + Add Widget
Status H
Security System Information i~ ||Licenses (= 173.243.141.5)© iv
Network Hostname FGVMO8™ [} FortiCare Support
e & Devices SNt (REYNR @ © Firmware & General Updates
WiFi
" Firmware v7.0.8 build0418 (Feature) ® Ips
FortiView Sources oge S @ AntiVirus

FortiView Destinations System Time  2023/03/28 00:29:17

FortiView Applications Uptime 00:00:03:01

FortiToken 0/0
FortiView Web Sites WAN IP 39.98.41.32

FortiView Policies

R EHE AN, EBTTR BT RIS B RCA, il 12 6.4.x
HIRRAS, B ABWTHH D] 6.4 HIFRHTRCA: WK 7.0x KIRRAS, B4 @I+ 2
7.0 ECHAS . TH 58 UG $hAT “execute factoryreset keepvmlicense ” i B 1% &2
) HARAT license, ZRJ5 TS EHIACE -
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4.10. AEAAEEA

AT execute formatlogdisk #% Ak ic 5% H & R .
CLIZHI& (1) #

FGVMeg' - # execute formatlogdisk
Log disk is /dev/vdb1.

Formatting this storage will erase all data on it, including
logs, quarantine files;

and require the unit to reboot.

Do you want to continue? (y/n)y

4.11. HZE FortiGate

FGT1 R AR E, BN, MBS0l BN FCTL XIcikiiiH .
config router static
edit 1
set gateway 10.0.1.253  #MISAFTTEFMIBIEEE 24 IP
set device "port1"
next
edit 2
set dst 10.0.0.0 255.255.0.0
set gateway 10.0.2.253  #MISAFTTEFMHIBIEEE 24 IP
set device "port2"
next
end
config system interface
edit "port1"
set mode static
set ip 10.0.1.11 255.255.255.0
set allowaccess ping https ssh
set secondary-IP enable
config secondaryip
edit1
setip 10.0.1.101 255.255.255.0  #havip FIHihEAEA FortiGate B55 — il
set allowaccess ping
next
end

next
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edit "port2"
set mode static
set ip 10.0.2.11 255.255.255.0
set allowaccess ping
next
edit "port3"
set mode static
set ip 10.0.3.11 255.255.255.0
set allowaccess ping
next
edit "port4"
set mode static
set ip 10.0.4.11 255.255.255.0
set allowaccess ping https ssh
next
end
config system global
set admintimeout 50
set hostname "FGT1"
set timezone 55
end

FGT2 EANCHE, GMCEME, FHMESUhL, SN fgt 2 K LiEVi i .
config router static
edit 1
set gateway 10.0.1.253  #MISKAFTTEF MBI 2 4 IP

set device "port1"”

next
edit 2
set dst 10.0.0.0 255.255.0.0
set gateway 10.0.2.253  #MISKAFTTEF MBI 24 IP
set device "port2"
next
end

config system interface
edit "port1"
set mode static
set ip 10.0.1.12 255.255.255.0
set allowaccess ping https ssh
set secondary-IP enable
config secondaryip
edit1
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set ip 10.0.1.101 255.255.255.0
set allowaccess ping
next
end
next
edit "port2"
set mode static
set ip 10.0.2.12 255.255.255.0
set allowaccess ping
next
edit "port3"
set mode static
set ip 10.0.3.12 255.255.255.0
set allowaccess ping
next
edit "port4"
set mode static
set ip 10.0.4.12 255.255.255.0
set allowaccess ping https ssh
next
end
config system global
set admintimeout 50
set hostname "FGT2"
set timezone 55
end

#havip fHbEEYEA FortiGate 1955 —#hht

ERCE HA 207, Jeili FGT1 Al FGT2 port3 2 1l H. ping J& 75 At il .

fgtl # execute ping-options source 18.8.3.11

fgtl # execute ping 16.8.3.12
PING 18.8.3.12 (18.8.3.12): 56 data bytes
64 bytes from 10.0.3.12:
64 bytes from 18.8.3.
64 bytes from 18.8.3.
64 bytes from 18.8.3.
64 bytes from 108.8.3.

--- 18.8.3.12 ping statistics ---
5 packets transmitted, 5 packets received, 8% packet loss
round-trip min/avg/max = 8.2/8.4/1.1 ms

FGT1HA L :

config system ha
set group-name "FGTHA"
set mode a-p

1H

: icmp_seq=8 ttl=255 time=1.
: icmp_seq=1 ttl=255 time=08.
: 1cmp_seq=2 ttl=255 time=0.
: icmp_seq=3 ttl=255 time=0.
: 1cmp_seq=4 ttl=255 time=0.
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end

set password fortinet
set hbdev "port3" 50
set session-pickup enable
set session-pickup-connectionless enable
set ha-mgmt-status enable
config ha-mgmt-interfaces
edit 1
set interface "port4"
set gateway 10.0.4.253
next
end
set override disable
set priority 200
set unicast-hb enable
set unicast-hb-peerip 10.0.3.12

FGT2HA L & :

config system ha

end

set group-name "FGTHA"
set mode a-p
set password fortinet
set hbdev "port3" 50
set session-pickup enable
set session-pickup-connectionless enable
set ha-mgmt-status enable
config ha-mgmt-interfaces
edit 1
set interface "port4"
set gateway 10.0.4.253
next
end
set override disable
set priority 100
set unicast-hb enable

set unicast-hb-peerip 10.0.3.11
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L& EGE, BE HAMRS. W HARSERERD, ERE-SHES.

mn
o

HA: Primary - @+ 01~ % admin
EF FortiGate VMS4-ALI 1 3
S

»
gt (Primary)

B | CRefresh || # Eait %
Status Priorlty Serlal No Role System Uptim: s Throughput
® synchronized 200 ft1 FGVMOSTM23000620 Primary 25m 395 7 133 Mbps
@ Synchronized 100 fgtz FGVMOSTM23000782 Secondary 23m51s 7 49.00 kbps

PLAE R LU FortiGate S5 portd SCERI M 1P 3EAT U7 ), e Bs m DAMH B3 I s 1)
2 LIPS

4.12. FortiGate BCEJE NAT

FGT1 fic & ikt , ikt ity o dik 2 havip fHidk 10.0.1.101, £ EH & [FE 45 FGT2,

01 Uti » IP Pools by Assigned
Naresult Noresul
Q
External IP Range & Type ® ARP Reply ¢ Ret.#
100.1.101- 100.1.101 Overioad © Enabled 1
Wi & B K BE SEms, 2x H BRIP4 FGT2
=] y N oen o
@& Dashboard B [ +Crestenew | & Q, Policy Lookup | | Search Q 3 Export~  [LENEELCIRVE By Sequence
& ne
Source Destination Schedule Service | Action Log

4.13. FortiGate BCE H K NAT

AP PC SEH

EWHMECS

Sl s & mire
= )
= = R, XA BT SRS RCSERER S
% | GEEm v maa® 0| @ & ©
=em
] | % e L ER ik HEE e e
e - e e e e -
o | i =
e 0= " - i - ;‘
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1§ F havip FUHBHEVE N B ) NAT AN HE, A PC 1) 3389 i 1 BB HY 25,
St A3 1143 12 10001 F1 10002, FGTL ECE VIP g, <[FE$4% FGT2.

@ Da [ +cresteNew - | # O} Search Q

Name & Details + Interfaces Services & Ref. Hit Count & Last Used &

& pel-3389 1001101 = 10.0.101.10 (TCP: 10001 — 3389) any 0 o
& pe2-3389 10.0.1.101 — 10.0.102.10 (TCP: 10002 — 3389) O any 0 0

Q Policy Lookug a Q B export - [l By Seauence

Name Source Destination Schedule Senvice Action NAT Security Profiles Log Bytes

& pc1-3389 @ always ALL  ACCEPT © Disabled I cefaulc U utm 0B
& pc2-3389

S port2 @ portl @

B tmplicit @

FortiGate 55 portl %2 4=2H fgt-external J5GE 10001, 10002 X P4~ M i [

@ rTErEhdmTscMilElnmEs SERCTHe

RIS ECS a
L3
i A
L s e
SnaEE - -~
i
e )
RHRA
S LR P CE
P
We
e Eoei] R L] =OTE LT Yol = e
;eEE
Olex T ET = oo LU
L
[ - = 8 10002 & aso ws oy R
ReE
=5 0O @ b1 i 443744 ;000 [ U
0 @ = an = 0000/ LR I8
ST 0 o = P B -1 #: 0000/ e mY B
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5. M55

WA ViR P& PC IEH o

P& PC i Hl SMM IEH

% 30.08.63.115:10002 - RS

=
A Tt

www.baidu.com

L]

FE haoly mE KB WE Ek RE B hetzd

R I

4792233204 % q

x |+
Wi biducam A 1= @ @
nE e WE EX RE BE

¥ 998160152 x P

Totl # diagnose on Tilter dport 1000

fgtl # Tist

diagnose sys

timeout=3600 flags:

] )
idx=14729 auth.
app_list=0 aj
ngfwid=n/a

nfo=0 chk_client
0 url_cat=0

info=0 vd=0

fgt2 # diagnose sys session filter

fgt2 #

diagnose essior

Tt

4 timeout=3600 f1ags=000000

on info: proto-6 pro
type=0 sockport=0

eply pre
1.149.143.22

dnat b.
a
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6. HA P)#ei

HA T1%3UR B B: FGT (FflA AZ i) HA, #F HA V)i, RDP EHER S
WrF, PR ping 2 E LA .
MAN RDP #4523 pcl F1 pc2, M pcl ping 114.114.114.114.

&5 69.234.230.174 - TRESEEE

: CA\Windows\system32\cmd.exe

HA Y1#:87, FGTL1RE, FGT2 &%
fot-private % R BRI\ % 45 ] FGT1 port2 .

TaRE

< vtb-8vbOmwemacyOvssqf746i -
A - momlRE
Ben
—— r—
. a
worsss gm s S

©

iﬁ' FGT2, HAYI#)E, FGT2 X, FGT1 £%:
RDP ##2 AW, Ei#E/GWE, ping ZMML. FortiGate HA YI#ef& T H & K1)
PLA, 3BT FortiGate i HH aliyun API H)4fi] B = A ER 35 .

| | 85 39.98.63.115:10002 - IEESE=EE

EE 114114 114, 114 B : 8] 4. 114
B 114 114,114, 114 B i : 4. 114.

: 114. 114 R ] i - 114.

4. 114

114.

4

: 114,

= 114114, 114,
114,114, 114,
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M FGT2 debug "TLAEH, BT FGT AHHK HA Ul# LIk,
private % HH 2R [ R IA % FHFE 7] FGT2 port2.

i 2 BT B L

fgt-private E%Elaﬂjm%ﬂa%a ] FGT2 NIC2.

onRiE /| BaB  vib-8eb0m

< vtb-8vbOmwemacyOvssqf746i

= EaaERE
il semn vth-BubDemuemacydvascfTd P
) == [Ru—— BEmen
. = wmngs
s aaRasE 15154 -

VPCRTERES
R g masENE | Debeieil
e KEAESE OGRS ERumass

AARANATRE

Ve TR

s . ¥ = e

NATREERE

cagon

VPCTSIER
roigt

i

fgt2 # diagnose debug application alicloud-ha -1
Debug messages will ge on for 28 minutes.
fgt2 # diagnose debug enable
fgt2 # HA event
HA state: active
acs is checking eip/route status
send_vip_arp: vd root primary 1 intf portl ip 10.0.1.12
send_vip_arp: vd root primary 1 intf portl ip 10.0.1.101
send_vip_arp: vd root primary 1 intf port2 ip 10.0.2.12
send_vip_arp: vd root primary 1 intf fortilink ip 10.255.1.1
send_vip_arp: vd root primary 1 intf portl ip 10.0.1.101
send_vip_arp: vd root primary 1 intf portl ip 10.0.1.101
send_vip_arp: vd root primary 1 intf portl ip 10.0.1.101
send_vip_arp: vd root primary 1 intf portl ip 10.0.1.101
send_vip_arp: vd root primary 1 intf portl ip 10.0.1.101
send_vip_arp: vd root primary 1 intf portl ip 10.0.1.101
acs meta info [ram role]: FortiGateHA
acs is parsing page 1 of total 4(1 page) EIPs
acs local instance: f t2(1-8vba54a09981t672n4pd)

eni: 0, 10.0.1.12%en1—8vb53rv52534h91md23p, portl)

eni: 1, 10.0.2.12(eni-8vb5rhujx2aggskhgtcy, port2)

eni: 2, 10.0.3.12(eni-8vbh6p82szpge8sycrmye, port3)

eni: 3, 10.0.4.12(eni-8vbdyt8dy qa13h3dm7tv, port4) <--- 39.98.160.152(Ceip)
acs peer instance: thl(i—&vthOtlE zr8851E02h)

eni: 0, 10.0.1.11(Ceni-8vb3tcu2bmqv7tomkynv, portl)

eni: 1, 10.0.2.11Ceni-8vbiyyk321ajjsbnsctn, port2)

eni: 2, 10.0.3.11Ceni-8vb74tu30voy5suuix15, port3)

eni: 3, 10.0.4.11(eni-8vbhqyf9hqOzabd9dqun, port4) <--- 47.92.233.204(eip)
acs route table: vtb-8vbOmwemacyOvssqf746i

rule: cidr: 0.0.0.0/0, nextKop: 10.0.2.11(eni-8vbiyyk321ajjsbnsctn)
acs is updating route table: vtb-8vbOmwemacyOvssqf746i
acs is deleting route table entry: 0.0.0.0/0 via 10.0.2.11
acs route table entry: Deleting
acs route table entry: De1et1ng
acs route table entry: Deleted
acs deleted route tag1e entry: 0.0.0.0/0 via 10.0.2.11 successfully
acs is creating route table entry: 0.0.0.0/0 via 10.0.2.12
HA event
acs route table entry: Pending
HA state: active
acs failover qrocess is running
acs route table entry: Pendin
acs route table entry: Ava11ag1e
acs created route tag1e entry: 0.0.0.0/0 via 10.0.2.12 successfully
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